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emails and text messages; download and run mobile telephone applications, including encrypted 

call and messaging application such as WhatsApp, Signal, and Dust; take, send, and receive 

pictures and videos; save and store notes and passwords; and store documents. 

C. The Subject Offenses 

5. For the reasons detailed below, I believe that there is probable cause to believe that 

the Subject Premises and Subject Devices contain evidence, fruits, and instrumentalities of 

----------~---violations--of+8--H-S~&._§ §-l 005- E false- bank-entries), 1014 ffalse-statements to- a-fmancial------------------

institution), 1343 (wire fraud), and 1344 (bank fraud) (collectively, the "Barue Fraud Offenses"), 

52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign contributions) (the 

"Campaign Finance Offenses"), and 18 U.S.C. §§ 371 (conspiracy as it pertains to the other 

Subject Offenses) (collectively, the "Subject Offenses"). 

D. Prior Applications 

6. The FBI and the United States Attorney's Office for the Southern District of New 

York ("USAO") have been investigating several courses of criminal conduct by Michael Cohen. 

Cohen is an attorney who currently holds himself out as the personal attorney for President Donald 

Trump, and who previously served for over a decade as an executive in the Trump Organization, 

an international conglomerate with real estate artd other holdings. 

7. In connection with an investigation then being conducted by the Office of the 

Special Counsel ("SCO"), the FBI sought and obtained from the Honorable Beryl A. Howell, Chief 

United States District Judge for the District of Columbia, three search warrants for emails and 

other content information associated with two email accounts used by Cohen, and one search 

warrant for stored content associated with an iCloud account used by Cohen. Specifically: 
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with all non-privileged content obtained pursuant to the Cohen iCloud Warrant.s A filter team 

working with the SCO had previously reviewed the content produced pursuant to these warrants 

for privilege. 

9. On or about February 28,2018, the USAO sought and obtained search warrants for 

emails in the Cohen Gmail Account and the Cohen MDCPC Account, among other accounts, sent 

or received between November 14,2017 and February 28, 2018 (the "Third Cohen Gmail Warrant" 

--·------~-----andthe "S econ-d-Conen MDCPC-Warrant"):--The-contentproduced-pursuant to-these-warrants-is---

subject to an ongoing review for privilege by an SDNY filter team.6 

10. The emails search warrants described above are refen'ed to collectively as the 

"Cohen Email Warrants." 

11. On or about April 7, 2018, the USAO and FBI sought and obtained a warrant for 

prospective and historical cellphone location information for Subject Device-l and Subject 

Device-2. On or about April 8, 2018, the USAO and FBI sought and obtained authority to employ 

an electronic technique, commonly known as a "triggerfish," to determine the location of Subject 

Device-l and Subject Device-2. 

n. Probable Cause 

A. Overview 

12. The United States Attorney's Office for the Southern District of New York and FBI 

are investigating, among other things, schemes by Target Subject Michael Cohen (a) to defraud 

multiple banks from in or about 2016 up to and including the present, and (b) to make an illegal 

S The SCO had previously provided a subset of this non-privileged content on or about February 
2,2018. 

6 On or about February 28,2018 and April 7, 2018, the USAO and FBI sought and obtained Rule 
41 search warrants authorizing the search of emails and content obtained pursuant to previously 
issued warrants for additional subject offenses. 
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probable cause to believe that Cohen made this payment to Clifford for the purpose of influencing 

the presidential election, and therefore that the payment was an excessive in-kind contribution to 

the Trump campaign. 

15. Based on my review of emails obtained from the Cohen Email Warrants, 

information obtained pursuant to the iCloud Warrant, and documents produced pursuant to 

subpoenas, as well as my review of public sources, I have learned that Cohen has used the Subject 

---~--·-~~~Premises-to~(a)Teceive-documentsrelated~to-the-transaction-intended-to-relieveGohenof-his~tax:i-~~-

medallion debt, (b) receive documents and/or conduct meetings related to his consulting work, (c) 

receive documents and/or conduct meetings relating to his fmances and assets, some of which, as 

noted above and as detailed further herein, he has concealed from the banks in connection with the 

refinancing of his taxi medallion debt, (d) receive and send documents relating to his payment to 

Clifford, and ( e) house and operate electronic devices that were utilized in connection with, among 

other things, the taxi medallion transaction, Cohen's consulting work, and his payment to Clifford. 

Specifically, as described below, Subject Premises-l likely contains evidence conceming Cohen's 

taxi medallion loans, his negotiations with banks, his personal fmances, his consulting work, his 

tax returns, and his payment to Clifford, as well as electronic devices containing such evidence, 

all of which constitute or contain evidence of the Subject Offenses. Additionally, as described 

below, Subject Premises-2 lilcely contains evidence relating to Cohen's consulting work, his 

finances, and his payment to Clifford, as well as electronic devices containing such evidence. 

Subject Premises-3, as described below, likely contains evidence relating to Cohen's assets and 

fmances, including assets that may not have been disclosed to banks in connection with the 

refmancing of Cohen's taxi medallion debt or documents relating to such assets, and documents 

or evidence related to Cohen's payment to Clifford. Subject Premises-4 lilcely contains electronic 

10 
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devices, including Subject Device-1 and Subject Device-2, which themselves contain evidence of 

the Subject Offenses, including concerning Cohen's taxi medallion loans, his negotiations with 

banks, his personal finances, his consulting work, his tax retulns, and his payment to Clifford. 

Accordingly, and as set forth in more detail below, there is probable cause to believe that the 

Subject Premises and Subject Devices will include evidence of the Subject Offenses. 

B. Probable Cause Regarding Subjects' Commission ofthe Snbject Offenses7 

-~- - ---~- ------~-------- ------~---~------The-Bank-Frand__Scheme-----

(i) Cohen's Statements to Sterling National Bank 

16. As set forth in detail below, in 2014, Cohen, through LLCs controlled by him and 

his wife, Laura Cohen, entered into a series ofloans from Sterling National Bank ("Sterling") and 

the Melrose Credit Union ("Melrose"), secured by taxi medallions, for approximately $20 million. 

Though entered into by LLCs, the loans were also secured by personal guarantees in the names of 

both Cohen and his wife. Over time, as the taxi industry weakened and the medallions lost value, 

Cohen sought to renegotiate the terms of those loans and/or relieve himse1f:li-om their obligations, 

including the personal guarantees. As part of that effort, Cohen made a series of representations 

to Sterling and Meh'ose about his net worth, assets, available cash and income, among other things. 

Specifically, based on my review of records maintained by -Sterling and Melrose, and public 

sources concerning the taxi industry and the value of taxi medallions, as well as my participation 

in interviews with a Sterling executive vice-president (the "Sterling Employee-I") and two other 

7 In the following recitation of probable cause, I frequently refer to phone calls or text messages 
involving Cohen. The text messages described herein as sent or received by Cohen were all sent 
or received from the telephone numbers associated with Subject Device-lor Subject Device-2. 
The vast majority of the phone calls described herein made or received by Cohen were made or 
received by the telephone numbers associated with Subject Device-lor Subject Device-2, although 
in certain limited instances Cohen used a 1and1ine or other phone. 
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Sterling employees ("Sterling Employee-2" and "Sterling Employee-3"), I have learned, among 

other things, the following: 

a. Taxi medallions are small metal plaques affixed to taxis. Without a medallion, it 

is illegal to operate a taxi in cities with medallion systems, such as New York City. Cohen and his 

wife own mUltiple LLCs that collectively own 32 taxi medallions (each LLC owns two 

medallions).8 Cohen's purchase of these New York taxi medallions was originally fmanced by 

---------~-t(f£ms-fromeapital-(Jne-bank;forwhichthe-medallions-served-as-c011ateral~Gohen-was-n0t-a-taxi---

operator, and leased his medallions to a third party. That third party made monthly payments to 

Cohen, who in tum used some of those proceeds to make his monthly loan payments to Capital 

One. 

b. In early 2014, Cohen became a customer of Sterling when he sought to refmance a 

mortgage on a rental property that he owned. In or around April 2014, Cohen raised with Sterling 

the prospect of refmancing his taxi medallion loans, which were then at Capital One. By in or about 

September 2014, Cohen began negotiating a lending transaction with Sterling that would allow 

Cohen to pay off his loans at Capital One and borrow more money from the then-increase in value 

of the medallions. According to Sterling Employee-I, in 2014, prior to the recent upheaval in the 

taxi industry-as a result of the emergence of ride-sharing services, such as Uber-taxi medallion 

loans were viewed by banks and investors as safe, short term credits, as the market value of taxi 

medallions was consistently !ising. Consequently, taxi medallion loans-like the loans held by 

Cohen-were frequently refinanced at increasing amounts as the value of the medallions rose. 

According to Sterling Employee-I, borrowers typically cashed out the increase in the loan amount 

8 One of these companies, Mad Dog Cab Corp., was jointly owned by Sondra Cohen, who I 
believe is Cohen's mother. 
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and used the additional funds for other purposes. Cohen appears to have followed this approach in 

2014, when he agreed to refinance his medallion loans for approximately $22 million, which-

according to letters from Capital One in Sterling's fIles-was greater than his previous debt at 

Capital One Bank ($21 million, of which $14.6 million was a line of credit to Cohen). This allowed 

Cohen to cash out the proceeds from the transaction. 

c. Based on my review of records maintained by Sterling, I have leamed that on or 

----- "------almutDe-c-ember8;-20t4,-each-ofeohen's-sixteentax}medallion-EE€sentered-into-loan-agreements-----··----·-

and promissory notes with Sterling for the principal sum of $1,375,000, with repayment due on 

December 8,2016. Each loan was signed by Michael or Laura Cohen, depending on who was the 

sole shareholder of the LLC. The address listed for each of the LLCs was the address for Subject 

Premises-I. The loans were also each secured by a security agreement, dated the same day, making 

the medallions collateral for the notes. To give Sterling additional security, Michael and Laura 

Cohen signed personal guarantees and confessions of judgment, giving Sterling the right to pursue 

collection against the Cohens' personal assets were their corporations to default under the loan 

agreements. The personal guaranty agreements stated that the LLCs had offices at the address for 

Subject Premises-I, and contained a notice provision that stated that any notices required by the 

agreements should be mailed to Subject Premises-I. In total, Sterling agreed to lend approximately 

$22 million to the Cohens' companies. 

d. Pursuant to pruiicipation agreements, Sterling transferred 45 percent of Cohen's 

taxi medallion debt to Melrose.9 

9 Melrose, which had a business principally focused on taxi medallion loans, is now in 
conservatorship by the National Credit Union Administration ("NCUA"). 
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e. In evaluating Cohen's requested refmancing of the taxi medallions, Sterling (and 

Melrose, consistent with its participation in the deal) conducted due diligence. At Sterling's 

request, Cohen provided Sterling with a statement of financial condition, dated August 1,2014 

(the "August 2014 Financial Statement"), which indicated that Cohen had $100,740,000 in total 

assets, $23,550,000 in total liabilities, and a net worth of $77,190,000.10 From my review of a 

Sterling credit memorandum, dated September 29, 2014, I lmow that Sterling viewed the 

-~~-----~ansactioii-favoraD1y15ecause;-aCCOUllttfi:gfor-luan-payrnents;-cash-flows-fromthemeda1lions-were---

projected to be positive, the value of the collateral (as estimated by Sterling) exceeded $42 million, 

and the net worth of Cohen-who was the direct obligor under the guarantee agreements-was 

over $77 million. An internal Sterling credit and risk rating analysis report, dated October 20, 

2014, recommended approval of the loans for substantially the same reasons. 

f. Based on my review of records maintained by Sterling and public sources, I have 

learned that over time, the collateral backing Cohen's loans (taxi medallions) lessened in value due 

to the rise inride-sharing companies. Additionally, Cohen began falling behind on loan payments 

to Sterling and Melrose. I lmow from records maintained by Sterling and an interview with Sterling 

Employee-2 that, beginning in or around September 2015, Cohen told Sterling, in sum and 

substance, that the individual leasing Cohen's medallions had fallen behind in malting payments to 

Cohen, and that as a result, the monthly cash flow from his taxi medallions had been reduced, 

leaving him with a shortfall of approximately $16,000 each month. For instance, I have reviewed 

an email from Sterling Employee-2, dated September 9,2015, summarizing a call with Cohen-

which according to the email and toll records for Cohen's cellphone occun'ed on September 8, 

10 Cohen subsequently provided Sterling with a revised statement of financial condition, also 
dated August 1, 2014, which reported assets of$99,420,000, total liabilities of$23,550,000, and a 
net worth of$75,870,000. 
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~-------"-~ 

$20,500,000. Cohen also suggested revised monthly interest payment amounts. The signature 

block on the email indicated that Cohen's address was the address for Subject Premises-2. On or 

about January 31, 2018, Sterling Employee-3 responded to Cohen and stated, in sum and 

substance, that Cohen would need to pay the entirety of the overdue payments and pay down the 

principal balance of the loan to $20,000,000 (in total, a payment of approximately $1,750,000), 

and would need to make larger monthly interest payments. 

-- ---- ----u:-onar-abotlrFel5tuary -t;-201 8; Cohen-emailed-Sterling-Employee--3-and-proposed------- ---------- -

"[p]ayment of $1.250m which ALL can be used to pay down principal, if [Sterling] will waive 

past due amounts," but stated "I do NOT have more than the $1.250m." (Emphasis in original.) 

Cohen also stated, in sum and substance, that he had insufficient fmancial resources to post 

additional collateral or pre-fund monthly payments. The signature block on the email indicated 

that Cohen's address was the address for Subject Premises-2. Based on my participation in an 

interview with Sterling Employee-3, I have learned that since January 30, 2018, Sterling has 

continued to renegotiate the medallion loans with Cohen based on Cohen's representations about 

his current financial position. In particular, according to Sterling Employee-3, Cohen and Sterling 

have an agreement in principal to restructure Cohen's loans based in part of Cohen's agreement to 

make a principal payment of approximately $750,000, to make a payment of$500,000 to become 

current on interest payments, and to post $192,000 in cash collateral for his future monthly 

payments on the loan. Cohen also agreed to pledge an interest he had in a property. Sterling 

Employee-3 has stated that had Cohen indicated he had more than $1,250,000 available to him, 

Sterling would have, among other things, negotiated for a larger reduction to the principal amount 

of the loan. 
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a. Cohen and his wife have been customers of First Republic since approximately 

June 2011. Cohen controls several checking and loan accounts at First Republic, some in his own 

name and others in the names of corporate entities. According to First Republic's know-your-

customer records on Cohen,17 his primary physical address is the address for Subject Premises-I. 

b. On or about October 26, 2016, in Manhattan, New York, Cohen opened a new 

checking account at First Republic in the name of Essential Consultants LLC (the "Essential 

Consulfants Account")-:--Cohen was tlie only autho-rized-signatory-on-the account;-According-to-

account opening documents, the primary address for Essential Consultants LLC was the address 

for Subject Premises-I. When Cohen opened the Essential Consultants Account, First RepUblic 

Employee-1 conducted an in-person interview of Cohen. In response to a series of know-your-

customer questions about the purpose of the account-the answers to which First Republic 

Employee-1 entered into a forml8-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, and all of his consulting clients would be domestic individuals based in the United States. 

Cohen also stated, in sum and substance, that his purpose in setting up the account was to keep the 

revenue from his consulting business-which he said was not his main source of income-separate 

£i'om his personal finances. As set forth below, there is probable cause to believe that Cohen's 

statements about the intended purpose of the account and source of funds for the account were 

false. Specifically, as described below, the account was not intended to receive-and does not 

17 Certain [mandaI institutions are required to conduct such procedures pursuant to the Bank 
Secrecy Act and its implementing regulations. See 31 U.S.C. § 5318; 31 C.F.R. § 1020.220. 

18 First Republic Employee-1 first filled out the form on the day he interviewed Cohen, October 
26,2016. On or about December 19, 2016, at the request of bank compliance personnel, First 
Republic Employee-1 updated the form to add more detail about Cohen's statements. 
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appear to have received-money in connection with real estate consulting work; in addition, the 

account has received substantial payments from foreign sources. 

c. I know from my review of First Republic bank records that were scheduled by an 

FBI forensic accountant that after Cohen opened the Essential Consultants Account, Cohen 

received payments into that account :fi:om foreign businesses and entities that do not reflect the 

stated client profile for the residential and commercial real-estate consulting services. Specifically, 

-~--~-ffom myTevlew~()[-th-e-Essential-eonsultants-Account-schedule-and-publiG-sources,Tknow-the----~--

following: 

i. Beginning on or about January 31, 2017, Cohen began receiving monthly 

payments of$83,333 into the Essential Consultants Account from an entity called Columbus Nova 

LLC. According to public sources, Columbus Nova is an investment management firm controlled 

by Renova Group, an industrial holding company based in Zurich, Switzerland that is controlled 

by Russian national Viktor Vekselberg. From January 2017 to August 2017, the Essential 

Consultants Account received seven payments totaling $583,332.98 from Columbus Nova LLC. 

ii. Beginning on or about April 5, 2017, the Essential Consultants Account 

began receiving payments from Novartis Investments, SARL, which I believe to be the in-house 

[mandaI subsidiary ofthe Swiss phmmaceutical company Novmiis International AG ("Novmiis"). 

Between April 2017 and Februmy 2018, the Essential Consultants Account received eleven wire 

payments from a Swiss banle account held in the name of Nov artis, each in the amount of$99,980, 

for a total of$1,099,780. 

iii. Beginning in or about April 2017, the Essential Consultants Account started 

receiving wire payments from a banle account associated with the telecommunications company 

AT&T Inc. ("AT&T"). Specifically, on or about April 14, 2017, AT&T sent $100,000 to the 

25 
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Essential Consultants Account and, from in or about June 2017 to in or about January 2018, the 

Essential Consultants Account received ten $50,000 payments fi.-om AT&T. In total, AT&T sent 

$600,000 to the Essential Consultants Account. 

iv. On or about May 10, 2017, June 9, 2017, July 10,2017, and November 27, 

2017, the Essential Consultants Account received four deposits in the amount $150,000 (totaling 

$600,000) from a bank account in South Korea. The account holder from which the money was 

-----~---------sentiSKoreaAel·ospace ImiustfiesI:;td~("KAI"): --ICAI-is--a-South -Korea-based-companythat---

produces and sells fIxed-wing aircraft, helicopter aircraft, and satellites to the United States 

Department of Defense, among other customers. 

v. On or about May 22, 2017, the Essential Consultants Account received a 

$150,000 deposit from an account at Kazkommertsbank, a Kazakhstani ballie. The listed account 

holder at Kazkommertsbank was a second Kazakhstani bank named BTA Bank, AO. A message 

accompanying the wire payment indicated that the payment was a "monthly consulting fee as per 

Inv BTA-101 DD May 10,2017 consulting agreement WIN DD 08 05 2017 CNTR WINDD 

08/05/2017." 

vi. In total, from on or about January 31, 2017 to on or about February 1,2018, 

the Essential Consultants Account received approximately $3,033,112.98 in transfers and checks 

from the aforementioned entities. As of on or about January 10, 2018, the balance in the Essential 

Consultants Account was $1,369,474.23. Cohen's withdrawals from the Essential Consultants 

account reveal that it was used for largely personal purposes, including to pay, among other things, 

American Express bills and fees from "the Core Club," a private social club in New York. 

d. On or about April 4, 2017, Cohen opened another new checking account at First 

Republic, this one in the name of Michael D. Cohen & Associates, P.C. (the "MDC&A Account"). 

26 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 27 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 28 of 269

($1,200,000.00) US Dollars," disbursed through eight $150,000 installments between May 2017 

and December 2017. I have also reviewed invoices in amounts of $150,000 that Cohen emailed 

to an individual whom I believe is affiliated with KAI. At the top of the invoices the address listed 

for Essential Consultants is the address for Subject Premises-2. 

b. On or about May 8, 2017, Cohen sent an email to an individual whom I believe is 

affiliated with BTA Bank. The signature block on Cohen's email listed "Essential Consultants 

LLC" and "Mic1iaerD:-Colien&-A:ssociates~pe"-and-provided-the addressfol'-Bubject-Fremises ... - _______ ~_--_____ _ 

2. In the email, Cohen attached a document purporting to be a "Consulting Agreement" between 

BTABank and Essential Consultants dated as of about May 8, 2017. The agreement indicates that 

Essential Consultants had the address of Subject Premises-2. The document indicates that 

Essential Consultants would render "consulting and advisory services" to BTA Bank, and that 

BTA Bank would pay Essential Consultants "a consulting fee of One Million Eight Hundred 

Thousand ($1,800,000.00) US Dollars," disbursed through monthly payments of$150,000. On or 

about May 10,2017, Cohen sent an email to an employee ofBTA Bank, and attached to the email 

an invoice to BTA Bank in the name of Essential Consultants, with the address of Subject Premises-

2. The invoice contemplated a $150,000 payment to Essential Consultants for a "monthly 

consulting fee." 

c. On or about January 23, 2017, Cohen appears to have entered into a consulting 

agreement with AT&T, which contemplates that Essential Consultants "shall render consulting and 

advisory services to [AT&T]" and that AT&T would "advise [Essential Consultants] of those issues 

_ and matters with respect to which AT&T Services desires [Essential Consultants], s assistance and 

advice." The agreement indicates that Essential Consultants had the address of Subject Premises-

1. The contract calls for AT&T "to pay the Consultant for his services ... a consulting fee of Fifty 

28 
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Thousand ($50,000) Dollars ... per month." Based on my review of reports of interviews with 

AT&T employees, I have learned that AT&T retained Cohen to consult on political issues, 

including net neutrality, the merger between AT&T and Time Warner, and tax reform. 

d. On or about March 1,2017, Cohen appears to have entered into a contract between 

Novartis and Essential Consultants, which provides that Essential Consultants will "provide 

consulting and advisory services to Novartis on matters that relate to the repeal and replacement of 

the Af[ordabIeTare AcCili-tlie-US-and-al1y-other-issues-mutually--agreeable-to [Essential-~-- -_______________ _ 

Consultants] and Novartis." The contract provides for a "consulting fee of One Million Two 

Hundred Thousand ($1,200,000) US dollars," to be paid to Essential Consultants in equal monthly 

instalhnents over the course of a year. Based on my review of reports of interviews with Novartis 

employees, I have learned that Novartis retained Cohen to provide political consulting services and 

to gain access to relevant policymakers in the Trump Administration. 

e. In or about February 2017, Cohen began negotiating the terms of a "strategic 

alliance" with Squire Patton Boggs. On or about March 4, 2017, Squire Patton Boggs emailed 

Cohen a "strategic alliance agreement." Under the terms of the agreement, Cohen agreed to 

generate business for the law fum, and Squire Patton Boggs agreed to pay to Cohen "an annual 

strategic alliance fee of $500,000, payable in twelve (12) equal monthly instalhnents." Squire 

Patton Boggs also agreed to provide Cohen with "dedicated and segregated office space in [Squire 

Patton Boggs's] New York and Washington D.C. offices, which office space shall be physically 

separate from [Squire Patton Boggs's] offices and have locked doors and its own locked file 

cabinets." On or about April 3, 2017, Squire Patton Boggs announced on its website that is had 

formed a "strategic alliance" with Michael D. Cohen & Associates and would "jointly represent 

clients." 
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2017 Financial Statement that Cohen provided to Sterling that Cohen represented that he had 

$1,250,000 in cash as of September 30, 2017. I also know that on or about January 30, 2018, in a 

telephone call with Sterling Employee-3, and on February 1, 2018, in an email to Sterling 

Employee-3, Cohen represented that he did not have more than $1,250,000 in cash. But, fi'om my 

review of a summary of bank records that were scheduled by forensic accountants, I have learned 

that Cohen had approximately $5,000,000 in cash and cash equivalents as of September 30,2017. 

---~Additioii~al1y, as ~of Feb-mary r; 2018~ -Col1en-had-approximateiy- $6,000,OOO-in~cash-and- ....... "' .. -----~-__ 

equivalents. Specifically, from my review of the account schedule and bank records, I have learned 

the following: 

a. Cohen has three checking and/or savings accounts at Capital One Bank, one of 

which is in his wife's name. As of September 30, 2017, Cohen had $1,105,680.35 in his savings 

account, and $1,262,982.29 in total in the three accounts at Capital One Barue. As of February 1, 

2018, Cohen had a total of$I,389,245.78 in these accounts. 

b. Cohen has three accounts at Morgan Stanley in his name. As of September 30, 

2017, the combined total in cash and cash equivalents in those three accounts was $1,270,600.41. 

As of February 1, 2018, Cohen had $1,284.996.13 in these accounts. 

c. As of September 30,2017, Cohen had $260,689.18 in an account at Signature Bank. 

As of February 1, 2018, Cohen had $261,517.55 in this account. 

d. In addition to the Essential Consultants Account and MDC&A Account at First 

Republic, Cohen also had two joint checking accounts with Laura Cohen at First Republic. In total, 

as of September 30, 2017, Cohen had at least $1,876,209.27 in total in his four accounts at First 

Republic. As of February 1,2018, Cohen had $3,332,992.95 in these accounts. 
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an excessive in-kind contribution to the presidential election campaign of then-candidate Donald 

Trump in the form of a $130,000 payment to Stephanie Clifford, an individual who was rumored 

to have had an extramarital affair with Trump, in exchange for her agreement not to disclose that 

alleged affair. As set forth below, there is probable cause to believe that this payment was intended 

to keep Clifford from making public statements about the rumored affair on the eve of the 2016 

presidential election, and thus constitutes a campaign contribution in excess ofthe applicable limit. 

30. From my reviewofpuBlicsoutces;-l havelearned-the-following:---- .----. ~~-

a. In or around October 2011, there were rumors published on the gossip websites 

TheDirty.com that Trump had had an extramarital affair with Clifford, an adult film actress whose 

screen name is Stormy Daniels, in or around July 2006. In or about October 2011, Life & Style 

Magazine, a tabloid sold in supermarkets, also published an article, based on the report in 

TheDirty.com, alleging an affair had OCCUlTed between Trump and Clifford. Both Trump and 

Clifford, through their representatives, issued denials in response to the articles. 

b. Specifically, on or about October 11,2011, Keith Davidson, who identified himself 

as Clifford's attorney, sent a cease and desist letter to TheDirty.com, demanding that the article 

regarding Trump and Clifford be removed from the website. Additionally, on or about October 

12, 2011, Cohen, who was then Executive Vice-President and Special Counsel to the Trump 

Organization, stated to E! News that "[t]he totally untrue and ridiculous story ... emanated from 

a sleazy and disgusting website .... The Trump Organization and Donald 1. Trump will be bringing 

a lawsuit ... [and] Mr. Trump and the Trump Organization would like to thank and commend 

Stormy Daniels and her attorneys for their honesty and swift actions." 

31. On or about June 16, 2015, Trump formally launched his 2016 presidential 

campaign. On or about May 4,2016, Trump became the presumptive Republican Party nominee 
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for president, and on July 19,2016, Trump officially became the nominee. Based on my review 

of public sources, I have learned that while it does not appear that Cohen had an official title as 

part of the Trump campaign, on multiple occasions Cohen made public statements on behalf of 

Trump or his campaign. For instance, on or about August 18,2016, Cohen appeared on CNN to 

defend Trump's polling numbers. 

32. On or about October 7, 2016, The Washington Post published online a video and 

accompanying audio ill which Trump feferre-d to women in-what-the- article-described-as'-'vulgar----_~ __ _ 

terms" in a 2005 conversation with Billy Bush, who was then the host of Access Hollywood. The 

following day, on October 8, 2016, Trump appeared in a video in which he stated, among other 

things, "I've said and done things I regret and words released today on this more than a decade old 

video are one of them. Anyone who knows me lmows these words don't reflect who I am. I said 

it. I was wrong and I apologize." Based on my review of public sources, I also know that 

representatives of the Trump Campaign stated, in sum and substance, that the Access Hollywood 

comment was an old and isolated incident. 

33. Based on my review of public sources, including an article published in Slate 

magazine by a reporter who interviewed Clifford, I have learned that around this same time, in or 

about October 2016, Clifford was in discussions with ABC's Good Morning America show and 

Slate magazine, among other media sources, to provide these media outlets with her statement 

about her alleged relationship with Trump. According to the article in Slate, which the author 

based on conversations with Clifford over the telephone and by text message, Clifford wanted to 

be paid for her story or be paid by Trump not to disclose her accusation. As Cohen summarized 

in a 2018 email obtained pursuant to the Cohen Email Warrants: "In October 2016, I was contacted 
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by counsel for Ms. Clifford stating that news outlets, including ABC News, were pursuing the 2011 

story of an alleged affair between Mr. Trump and Ms. Clifford." 

34. From my review of telephone toll records25 and information produced pursuant to 

the iCloud Warrant and Cohen Email Warrants, I have learned that in the days following the Access 

Hollywood video, Cohen exchanged a series of calls, text messages, and emails with Keith 

Davidson, who was then Clifford's attorney, David Peckel' and Dylan Howard of American Media, 

-------~--- lfic-: ("AMI"};the publisher-ohhe-Nlltivnul-Enquirer;26 Trump;--and-Rope Hicks,-who-was-then-

press secretary for Trump's presidential campaign. Based on the timing of these calls, and the 

content of the text messages and emails, I believe that at least some of these communications 

concerned the need to prevent Clifford from going public, particularly in the wake of the Access 

Hollywood story. In particular, I have learned the following: 

a. On October 8, 2016, at approximately 7:20 p.m., Cohen received a call from Hicks. 

Sixteen seconds into the call, Trump joined the call, and the call continued for over four minutes.27 

Based on the toll records that the USAO has obtained to date, I believe that this was the fIrst call 

25 My attribution' of certain telephone numbers to certain individuals as described in this 
affidavit is based on my review of the vCard (virtual contact fIle) and text messages obtained from 
Cohen's telephone pursuant to the iCloud Warrant. 

26 Pecker is President of AMI and, according to his own statements in public reports, a personal 
fi'iend of Trump. Howard is the chief content officer of AMI, who according to public records 
reports directly to Peckel'. 

27 I believe that Trump joined the call between Cohen and Hicks based on my review of toll 
records. SpecifIcally, I know that a call was initiated between Cohen's telephone number and 
Trump's telephone number at the same time the records indicate that Cohen was talking to Hicks. 
After the Cohen-Trump call was initiated, it lasted the same period of time as the Cohen-Hicks 
call. Additionally, the toll records indicate a "-1" and then Trump's telephone number, which, 
based on my training and experience, means that the call was either transferred to Trump, or that 
Trump was added to the call as a conference or three-way call participant. In addition, based on 
my conversations with an FBI agent who has interviewed Hicks, I have learned that Hicks stated, 
in substance, that to the best of her recollection, she did not learn about the allegations made by 
Clifford until early November 2016. Hicks was not specifIcally asked about this three-way call. 
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Cohen had received or made to Hicks in at least multiple weeks, and that Cohen and Trump spoke 

about once a month prior to this date - specifically, prior to this call on October 8, 2016, Cohen 

and Trump had spoken once in May, once in June, once in July, zero times in August, and twice 

in September. 

b. Approximately ten minutes after the call ended, Hicks and Cohen spoke again for 

about two minutes. 

-c~-ArT.J9 p.m~immediately-afterthe-secondcall-with-Hicks-ended,-Cohen_cal1ed~--,----_ 

David Pecker (as noted above, the President of American Media Inc., or AMI) and they connected 

for thirty seconds. Approximately four minutes later, Cohen called Pecker again and they spoke 

for more than a minute. Three minutes after ending his call with Pecker, Cohen received a call 

from Dylan Howard (as noted above, the Chief Content Officer of AMI), and they spoke for 

approximately a minute. According to toll records, it does not appear that Cohen and Howard 

spoke regulmoly prior to October 8, 2016, as it had been over a month since they had called each 

other. 

d. At 7:56 p.m., approximately eight minutes after his call with Howard ended, Cohen 

called Hicks and they connected for two minutes. At approximately the same time this call ended, 

Cohen received a call from Pecker, and they spoke for about two minutes. At 8:03 p.m., about 

three minutes after ending his call with Pecker, Cohen called Trump, and they spoke for nearly 

eight minutes. 

e. At 8:39 p.m. and 8:57 p.m., Cohen received calls from Howard and spoke to him 

for about four and six minutes, respectively. At 9:13 p.m., about ten minutes after Cohen and 

Howard hung up from the second of these calls, Howard sent Cohen a text message that said: 

"Keith will do it. Let's reconvene tomorrow." Based on my involvement in this investigation, I 
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believe that when Howard wrote "Keith," he was referring to Keith Davidson, the attorney for 

Stephanie Clifford. At 3 :31 a.m., now on October 9, 2016, Cohen sent Howard a text message in 

response that said: "Thank you." Eight minutes later, Cohen sent Howard a text message that said: 

"Resolution Consultants LLC. is the name ofthe entity I formed a week ago. Whenever you wake, 

please call my cell." 

f. The following day, on October 10,2016, at 10:58 a.m., Howard sent a text message 

to Colwn andDavidson,wliiCh-Stafea:"KeithiMichael:-connecting--you--both in-regards-to_ that __ _ 

business opportunity. Spoke to the client this AM and they're conftrmed to proceed with the 

opportunity. Thanks. Dylan. Over to you two." At 12:25 p.m., Davidson sent Cohen a text message 

that stated: "Michael- if we are ever going to close this deal- In my opinion, it needs to be today. 

Keith." Davidson and Cohen then spoke by phone for about three minutes. Based on my 

participation in this investigation, I believe that when Howard wrote that the "client" was 

"confIrmed to proceed with the opportunity," he was referring to Clifford's agreement in plinciple 

to accept money fi'om Cohen in exchange for her agreement not to discuss any plior affair with 

then-candidate Trump.28 

g. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that on or about October 10, 2016, Clifford and Davidson appear to have signed a "side letter 

agreement" that stated it was an exhibit to a "confidential settlement agreement and mutual 

release" between "Peggy Peterson" and "David Dennison." The purpose of the document, 

28 As set forth below, AMI was also involved in a payment to model Karen McDougal. 
However, because these communications were in close temporal proximity to the events involving 
the negotiation of a payment to Clifford, the execution of the agreement with Clifford, and the 
payment of money to Clifford, I believe that these communications were related to Clifford. 
Additionally, based on my review of public statements by McDougal, I have learned that she 
negotiated an agreement with AMI several months prior to these communications between Cohen 
and Pecker, Howard, and Davidson: 
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according to the agreement, was to defme the "true name and identity" of persons named by 

pseudonym in "confidential settlement agreement and mutual release." The side letter agreement 

specifies the identity of "Peggy Peterson" to be Clifford, but the space for "Dennison's" identity 

is blank. The agreement also includes a signature page for ''Peterson,'' "Dennison," and their 

attorneys. The signature page is signed by ''Peterson'' and his attorney, Davidson, but the 

document is unsigned by "Dennison" and his attorney. Based on my involvement in this 

investigation:Tbelievetliat Daviason se1it-Cohen-this-partially-signed~':sideJetteLagreemenCjJ1~~~~ 

order to facilitate the closing of a deal between Davidson's client and Cohen or his client on 

October 10, 2016. 

35. It appears that on October 13, 2016, and the days that followed, Cohen took steps 

to complete a transaction with Davidson, including attempting to open an account from which 

Cohen could transfer funds to Davidson. Specifically, from my review oftoll records, information 

obtained pursuant to the iCloud Warrant and Cohen Email Warrants, records maintained by First 

Republic, as well as my participation in interviews with First Republic employees, I have learned 

the following: 

a. On the'moming of October 13, 2016, at 8:54 a.m., Cohen sent Pecker a text message 

that stated: "1 need to talk to you." At 9:06 a.m., Peeker sent a text message to Cohen that stated, 

"1 called please call me back." The tolls between Cohen and Peeker do not show a telephone call 

between 8:54 a.m. and 9:06 a.m. However, based on my review of text messages, I have learned 

that Cohen and Peeker communicate with each other over Signal, which is an encrypted 

communications cellphone application that allows users to send encrypted text messages and make 

encrypted calls. 
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b. At 9:23 a.m., Cohen sent an email that stated "call me" to First Republic Employee~ 

2. The email attached documents from the Secretary of State of Delaware indicating that Cohen 

had formed a limited liability company called "Resolution Consultants LLC" on September 30, 

2016. As noted above, "Resolution Consultants" is the name of the entity that Cohen had told 

Howard he had formed recently after Howard said Davidson would "do it." At 10:44 a.m., Cohen 

called First Republic Employee-2 and told him, in sum and substance, that he needed an account 

-i~the name of "ResolutTonCOnsultants" opened-immedtately;-and-that-he did-not-want-an-address---- ----______ . 

on the checks written out of the account. Later that day, another employee at First Republic 

emailed Cohen account opening paperwork to complete. Cohen returned the account opening 

documents partially completed, but failed to provide a copy of his driver's license or passport, and 

did not respond to the employee's question of how he wanted to fund the account. As a result, the 

account was never opened. 

c. On October 17, 2016, Cohen incorporated Essential Consultants LLC in Delaware. 

That same day, he filed paperwork to dissolve Resolution Consultants LLC. 

36. Despite these steps taken by Cohen, it appears that the negotiation between Cohen 

and Davidson was not progressing sufficiently fast enough for Davidson or his client, Clifford, 

and they threatened to go public with Clifford's allegations just days before the presidential 

election. Specifically, based on my review of toll records, information obtained pursuant to the 

iCloud Warrant, and public sources, I lmow the following: 

a. According to an aIticle in The Washington Post, which quoted emails sent from 

Cohen's email account hosted by the Trump Organization, on October 17, 2016, Davidson emailed 

Cohen and threatened to cancel the aforementioned "settlement agreement" by the end of the day 
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if Cohen did not complete the transaction.29 According to the article, Davidson sent Cohen a 

second email later in the day that stated in part, "Please be advised that my client deems her 

settlement agreement canceled and void." At 4:00 p.m. that day, Cohen called Davidson and they 

spoke for over five minutes. 

b. Cohen's 4:00 p.m. call with Davidson and/or Davidson's threats to cancel the 

"settlement agreement" appear to have touched off a flurry of communications about the settlement 

i. At 4:43 p.m., Howard sent Cohen a text message that stated: "I'm told 

they're going with DailyMail. Are you aware?" One minute later, Cohen responded: "Call me." 

Based on my involvement in this investigation, I understand Howard's text to mean that he heard 

that Clifford was going to take her story of an extramarital affair with Trump to the Daily Mail, a 

tabloid newspaper. 

ii. At 4:45 p.m., Howard called Cohen and they spoke for over two minutes. 

Moments later, Davidson and Cohen spoke for about two minutes. 

iii. At 5:03 p.m., Cohen attempted to call Trump, but the call only lasted eight 

seconds. This was Cohen's first call after he spoke with Davidson. 

iv. At 5:25 p.m., Cohen texted Howard, stating: "Well???" 

v. At 6:44 p.m., Howard responded to Cohen's text, stating: "Not taking my 

calls." Cohen responded one minute later: ''You're lddding. Who are you trying to reach?" 

Howard responded one minute later: "The 'agent.'" Based on my involvement in this 

29 Due to the partially covert nature of the investigation to this date, the USAO has not requested 
documents from the Trump Organization or Davidson, and thus does not possess the email 
referenced in this article. 
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investigation, I understand Howard's text messages to mean that he attempted to contact Davidson 

about the matter involving Clifford, but that Davidson was not taking Howard's calls. 

vi. At 6:49 p.m., Cohen called Howard and they spoke for nearly four minutes. 

c. The following day, on October 18, 2016, TheSmokingGun.com, a website that 

publishes legal documents and mugshots, published an article called: "Donald Trump and the Porn 

Superstar," which alleged that Trump had an extramarital affair with Clifford. However, the 

article noted that Clifford had declined to comment. 

37. On or about October 25, 2016, the communications between Cohen, Davidson, 

Howard and Pecker picked up again, apparently concerning a transaction involving Clifford. 

Specifically, based on my review of toll records, information obtained pursuant to the Cohen Email 

Warrants and iCloud Wanant, as well as my review of public sources, I have learned the following: 

a. On October 25, 2016, at 6:09 p.m., Howard sent Cohen a text message stating: 

"Keith calling you urgently. We have to coordinate something on the matter he's calling you about 

or its [sic] could look awfully bad for everyone." One minute later, Davidson sent Cohen a text 

message stating "Call me." Cohen and Davidson called each other several times over the next half 

hour but appear not to have connected. At 6:42 p.m., Cohen and Davidson spoke for about eight 

minutes. At 7: 11 p.m., they spoke for another two minutes. 

b. The next morning, on or about October 26,2016, at 8:26 a.m., Cohen called Trump 

and spoke to him for approximately three minutes. At 8:34 a.m., Cohen called Trump again and 

connected for a minute and a half 

c. At approximately 9:04 a.m.-less than thirty minutes after speaking with Trump-

Cohen sent two emails to the person who had incorporated Resolution Consultants and Essential 

Consultants for him, and stated "can you send me asap the filing receipt" and then, in the second 
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email, "for Essential Consultants LLC." That person responded with the filing receipt two minutes 

later at 9:06 a.m. and with the certification of formation 23 minutes later, at 9:27 a.m. 

d. Shortly after that, Cohen contacted First Republic Employee-2 and told him, in sum 

and substance, that he decided not to open an account in the name of "Resolution Consulting" and 

instead would be opening areal estate consulting company in the name of "Essential Consultants." 

Cohen told First Republic Employee-2 that he was at Trump Tower, and wanted to go to a First 

Republic branch across the street to open the account, so FrrsfRepTIolic Employee-2called-First------

Republic Employee-I, a preferred banker at that branch, assist Cohen. At 11:00 a.m., First 

Republic Employee-l called Cohen. I know from my participation in an interview with First 

Republic Employee-I, that around the time of the call he went to Cohen's office in Trump Tower-

on the same floor as the Trump Organization-and went through account opening questions, 

including know your customer questions, with Cohen. In response to a series of know-your-

customer questions about the purpose of the account-the answers to which First Republic 

Employee-l entered into a form-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, and all of his consulting clients would be domestic individuals based in the United States. 

Based on my review of records obtained from First Republic, it appears that this account (the 

"Essential Consultants Accounf') was created at a time between 11:00 a.m. and 1:00 p.m. 

e. At 1:47 p.m., Cohen called Davidson and they spoke for approximately two 

minutes. At approximately 1 :49 p.m., Davidson emailed Cohen wiring instructions for an attorney 

client trust account at City National Bank. 

f. After the Essential Consultants Account was opened on October 26,2016, Cohen 

transferred $131,000 from a home equity line of credit that Cohen had at First Republic to the 
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Essential Consultants Account. Following the transfer, at approximately 4:15 p.m. on October 26, 

2016, First Republic Employee-2's assistant emailed Cohen at his Trump Organization email 

address to tell him that the funds had been deposited into the Essential Consultants Account. 

Cohen forwarded that email to the Cohen Gmail Account and then forwarded it to Davidson .. 

g. At 6:37 p.m., Cohen asked Pecker by text message, "Can we speak? Important." 

Cohen called Pecker at 6:49 p.m. and connected for thirty seconds. At 6:57 p.m., Cohen sent 

-H~';ard a te~t m~ssag~~-~tating: "Please c-iil me.1mpo-rtarit."-conen -callea-How-ard-at1:00p:m.--------- -----;; 

and connected for about thirty seconds. At 7:06 p.m., Cohen called Pecker again and they spoke 

for nearly thirteen minutes. At 7:24 p.m., Howard sent a text message to Cohen that: "He said 

he'd call me back in 20 minutes. I told him what you are asking for his [sic] reasonable. I'll get 

it sorted." Approximately an hour later, at 8:23 p.m., Howard told Cohen by text message to 

"check your Gmail for email from my private account." In an email sent at 8:23 p.m. by Howard 

to Cohen and Davidson, with the subject line "Confirmation," Howard stated, "Thank you both 

for chatting with me earlier. Confirming agreement on: - Executed agreement, hand-signed by 

Keith's client and returned via overnight or same-day FedEx to Michael, - Change of agreement 

to reflect the correct LLC, - Transfer of funds on Thursday AM to be held in escrow until receipt 

of agreement" After receiving that email, at approximately 8:27 p.m., Cohen asked Howard by 

text message, "Can you and David [pecker] give me a call." Howard promptly responded: "David 

is not around I think. I'1l call." At 8:28 p.m., Howard called Cohen and they spoke for three 

minutes. 

38. On October 27,2016, Cohen made a payment to Davidson of $ 13 0, OOO-with the 

funds intended for Clifford-for the purpose of securing her ongoing silence with respect to the 

allegations that she had an extramarital affair with Trump. Specifically, based on my review of 
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toll records, bank records, and information obtained pursuant to the iCloud Warrant and Cohen 

Email Warrants, I have learned the following: 

a. At 9:47a.m., Cohen sent Davidson an email, stating: "Keith, kindly confinn that 

the wire received today, October 27, 2016 shall be held by you in your attorney's trust account 

until such time as directed for release by me, in writing. Additionally, please ensure that all 

paperwork contains the correct name of Essential Consultants LLC. I thank you in advance for 
~~---- --------

your assistance and look forward to heal1ng froin you latee'---

b. At approximately 10:01 a.m., according to records provided by First Republic 

Ban1e, Cohen completed paperwork to wire $130,000 from the Essential Consultants Account-

which had been funded a day prior from Cohen's home equity line of credit-to the attorney client 

trust account at City National Bank that Davidson had specified in the wiring instructions he sent 

to Cohen. The wire transfer was made shortly thereafter. 

c. At 10:02 a.m., Davidson responded to Cohen's email from 9:47 a.m., stating: "I 

confmn that I will work in good faith & that no funds shall be disbursed unless & until the plaintiff 

personally signs all necessary settlement paperwork, (the form of which will match the prior 

agreement). The settlement docs will name the COlTect corporation, (Essential Consultants LLC). 

Plaintiff s signature will be notarized and returned to you via F edEx. Only after you receive F edEx 

will I disburse. Fair?" 

d. At 10:50 a.m., First Republic Employee-1 sent Cohen an email confirming that the 

payment had been sent and providing him with the wire number. 

39. On October 28, 2016, and the days that followed, Cohen finalized the transaction 

with Davidson. Specifically, based on my review of toll records, information obtained pursuant 

to the iCloud Warrant, public sources, and ban1e records, I know the following; 
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a. On October 28,2016, at 11:48 a.m., Cohen spoke to Trump for approximately five 

minutes. Beginning at 1:21 p.m., Cohen attempted a series of phone calls to Davidson, Pecker, 

and Howard throughout the day, although it appears he may only have cOlUlected with Howard. 

b. Later that day, at approximately 7:01 p.m., Davidson stated to Cohen by text 

message that "all is AOK. I should have signed, notarized docs on Monday. You should have 

them on Tuesday." Cohen thanked him and said "I hope we are good." Davidson responded, "I 

we are good." Cohen then responded "OK" to Howard and "Excellent" to Davidson. At 

approximately 10:30 p.m., Cohen spoke to Hicks for three minutes. 

c. On October 31, 2016, Cohen called Howard at 8:22 p.m. and they spoke for over 

three minutes. At 8:32 p.m., Cohen received text messages :Ii-om both Howard and Davidson. 

Howard said: "You'll have paperwork tomorrow says KD." Davidson said: "We are AOK. You 

will be receiving a package tomorrow." Cohen responded "Thank you" to Howard and "Thanks 

Keith. Will call you then" to Davidson. From my involvement in this investigation, I believe 

Davidson was referring to a signed nondisclosure agreement when he told Cohen that he would 

receive a package. 

d. Based on my review of court filings that became public in 2018, I have learned that 

on or about October 28, 2016, "EC, LLC and/or David Dennison" entered into a "confidential 

settlement agreement and mutual release" with "Peggy Peterson," pursuant to which "Peterson" 

agreed not to disclose certain "confidential infonnation pertaining to [Dennison]" in exchange for 

$130,000. The agreement provided that "EC, LLC" would wire the funds to "Peterson's" attorney, 

who would then transfer funds to "Peterson." Cohen signed the agreement on behalf of "EC, 
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LLC." The agreement stated that the address for "EC, LLC," which was later refened to in the 

agreement as "Essential Consultants, LLC," was Cohen's residence. 

e. Consistent with the "confidential settlement agreement and mutual release," on or 

about November 1, 2016, Davidson transfened $96,645 from his attorney client trust account at 

City National Bank to a bank account in Clifford's name. The wire had the annotation "net 

settlement." On the same day, at approximately 9:48 a.m. Davidson sent Cohen a text message 

with a picture of a FedEx delivery confinnation, stating thaiat approximately 9:09a~m. a package 

shipped by Davidson the previous day had anived for Cohen at his Trump Organization 

address. On the same day, at approximately 6: 14 p.m., Davidson sent Cohen an email with an 

audio file attached and said "Give this a lesson [sic] and then call me." The audio attachment was 

titled "Stonny.mp3" and was a five-minute recording of Davidson interviewing Clifford about 

recent public allegations made by an adult film star named Jessica Drake regarding her alleged 

past affair with Trump; in the recording, Clifford explained the reasons she believed that Drake 

was not credible. Less than an hour later, at approximately 7:05 p.m., Cohen called Trump, but it 

appears that they did not connect. Cohen then called a telephone number belonging to Kellyanne 

Conway, who at the time was Trump's campaign manager. They did not connect. At 

approximately 7:44 p.m., however, Cohen received a return call from Conway, which lasted for 

approximately six minutes. 

40. On November 4, 2016, just three days after the Clifford transaction was completed 

and just four days before the presidential election, the Wall Street Journal published an article 

alleging that the National Enquirer had "Shielded Donald Trump" from allegations by Playboy 

model Karen McDougal that she and Trump had an affair. The article alleged that AMI had agreed 

to pay McDougal to bury her story. McDougal, like Clifford, had been represented by Davidson. 
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Based on my review of toll records, information obtained pursuant to the Cohen Email'Warrants 

and iCloud Warrant, and public sources, it appears that Cohen spoke frequently to Davidson, 

Howard, Pecker, and Hicks around the time of this article's publication-just days before Election 

Day-about the importance of preventing the McDougal and Clifford stories from gaining national 

traction. Specifically, I have leamed the following: 

a. Between 4:30 and 8:00 p.m. on November 4, Cohen communicated several times 

m---witllHoward;PeclcerandCUavidson. Forinsfance,at approximately4:49 p.l:h-:~-Conen senrHoward-------'-------! 

a text message with a screenshot of an email forwarded to him by another Trump Organization 

lawyer. The forwarded email was fi'om a Wall Street Journal reporter, and asked for comment 

from Trump and/or the campaign on the story. Cohen also spoke with Hicks several times, 

including shortly before and/or after calls with Pecker, Howard and Davidson. Indeed, at 

approximately 7:33 p.m., using two different cellphones subscribed to him, Cohen appears to have 

been talldng to Davidson and Hicks at the same time. 

b. At approximately 8:51 p.m., Cohen sent Howard a message, stating: "She's being 

really difficult with giving Keith a statement. Basically went into hiding and unreachable." One 

minute later, Howard responded: "I'll ask him again. We just need her to disappear." Cohen 

responded, "She defmitely disappem'ed but refuses to give a statement and Keith cannot push her." 

At approximately 8:55p.m., Howard responded to Cohen's text: "Let's let the dust settle. We don't 

want to push her over the edge. She's on side at present and we have a solid position and a plausible 

position that she is rightfully employed as a columnist." Based on my involvement in this 

investigation, I believe Cohen and Howard were referring to Karen McDougal when they were 

discussing "she" and "her." Additionally, I believe Howard's statement that "we have ... a 
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plausible position that she is rightfully employed as a columnist" was a reference to the fact that 

AMI had given McDougal payments for her role as a purported columnist for the company. 

c. At approximately 8:58 p.m. on November 4, 2016, Howard attempted to reassure 

Cohen about the effect of the forthcoming Wall Street Journal article, texting, "1 think it'll be ok 

pal. 1 think it'll fade into the distance." Cohen responded, "He's pissed." Howard wrote back, 

"I'm pissed! You're pissed. Pecker is pissed. Keith is pissed. Not much we can do." Based on 

r 

my involvement in this investigation, 1 believe Cohen was referring to Trump wnenne stalecr"lie's ------.~-fi 

pissed." Cohen asked Howard at approximately 9:00 p.m. how the Wall Street Journal could 

publish its article if "everyone denies." Howard responded, "Because there is the payment from 

AMI. It looks suspicious at best." 

d. At approximately 9:03 p.m., Hicks called Cohen and they spoke for two minutes. 

At approximately 9:11 p.m., Cohen called Howard and spoke to him for five minutes. At 

approximately 9:15 p.m., Hicks called Cohen and they spoke for nearly seven minutes. Again, 

Cohen used different phones for these two calls, such that he appears to have been on both calls 

for about a minute of overlap. At approximately 9:32 p.m., Cohen texted Pecker, "The boss just 

tried calling you. Are you free?" A minute later, Cohen texted Howard, "Is there a way to fmd 

David quicldy?" 

e. At approximately 9:50 p.m., the Wall Street Journal article was published online. 

Howard and Hicks both sent web links for the article to Cohen. Over the next half hour, Cohen 

and Howard exchanged several text messages commenting on how the story came across. The next 

moming on November 5, 2016, at approximately 7:35 a.m., Cohen texted Hicks, "So far I see only 

6 stories. Getting little to no traction." Hicks responded, "Same. Keep praying!! It's working!" 

Cohen wrote back, "Even CNN not talking about it. No one believes it and if necessary, 1 have a 
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statement by Storm denying everything and contradicting the other porn stars statement. I wouldn't 

use it now or even discuss with him as no one is talking about this or cares!" Based on my 

involvement in this investigation, I believe Cohen was referring to the above-referenced recorded 

audio statement by Clifford that he obtained from Davidson, and was stating that such a statement 

could be used to influence potential negative media relating to Trump, but was unnecessary at that 

time. Based on a text message fi'om Hicks to Cohen, I believe that later that morning, Pecker 

spoke to Trump. 

41. On or about November 8, 2016, Trump won the election forPresidentofthe United 

States. 

42. On or about January 12, 2018, the Wall Street Journal fIrst reported that Cohen 

arranged a payment to Clifford. On or about January 22, 2018, Common Cause, a govermnent 

watchdog group, filed a complaint with the Federal Election Commission, alleging that Cohen had 

violated campaign finance laws by making the payment to Clifford. Based on my review public 

sources following that report, as well as emails obtained pursuant to the Cohen Email Warrants, I 

have learned the following: 

a. On or about January 23, 2018, the day after Common Cause filed its complaint, 

Cohen began em ailing himself drafts of statements describing his payment to Clifford. 

Additionally, on January 23, 2018, Cohen emailed the following draft of that statement to an 

individual who appears to be writing a book on Cohen's behalf: 

2017.08.02 

In October 2016, I was contacted by counsel for Ms. Clifford stating that 
news outlets, including ABC news, were pursuing the 2011 story of an 
alleged affair between Mr. Trump and Ms. Clifford. Despite the fact that 
both parties had already denied the allegation, as Mr. Trump's longtime 
special counsel and protector, I took it upon myself to match the offer and 
keep the story from breaking. I knew the allegation to be false, but I am 
also a realist who understands that just because something isfalse doesn't 
mean that it doesn't create harm and damage. I could not allow this to 
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occur. 1 negotiated a non-disclosure agreement with Ms. Clifford's 
counsel and tendered the funds. 1 did this through my Delaware LLC and 
transferred personal funds to cover the agreement. 1 was not reimbursed 
any monies from Mr. Trump, the Trump Organization, any third party or 
the Presidential campaign. At no point did 1 ever advise Mr. Trump of my 
communications or actions regarding this agreement. As outlandish and 
unusual as this may appear, the Trumps have been like family to me for 
over a decade. It's what you do for family. 

(Emphasis added.) Based on my involvement in this investigation, 1 believe that the above email 

is an ac1rnowledgement that the allegation of the affair had existed for some time (" ... the 2011 
-----. ----------- --~-------- - --~- - --------------------"-

story . .. "), but that Cohen was motivated to "keep the story from breaking" again in October 2016. 

b. On or about February 13,2018, Cohen said in a statement to The New York Times 

that "Neither the Trump Organization nor the Trump campaign was a party to the transaction with 

Ms. Clifford. The payment to Ms. Clifford was lawful, and was not a campaign contribution or a 

campaign expenditure by anyone." Cohen declined to answer follow-up questions including 

whether Trump had been aware of the payment, why Cohen made the payment, or whether similar 

payments had been made to other people. 

c. On or about February 14, 2018, Cohen was asked by The New York Times whether 

Trump had reimbursed him, whether he and Trump had made any arrangement at the time of the 

payment, or whether he had made payments to other women. Cohen stated in response, "I can't 

get into any of that." On or about February 14, 2018, Cohen also stated to The Washington Post 

that: "In a private transaction in 2016, 1 used my own personal funds to facilitate a payment of 

$130,000 to Ms. Stephanie Clifford. Neither the Trump Organization nor the Trump campaign 

was a party to the transaction with Ms. Clifford, and neither reimbursed me for the payment, either 

directly or indirectly." 

43. On or about March 9,2018, Cohen stated to ABC News that ''the funds were taken 

fi:om my home equity line and transferred internally to my LLC account in the same bank." 
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44. Accordingly, for the foregoing reasons, there is probable cause to believe that 

Cohen committed violations of the Campaign Finance Offenses by making an in-ldnd contribution 

to Trump or the Trump campaign in the form of a $130,000 payment to Clifford on the eve of the 

election. Indeed, while he denies having given an unlawful contribution, in his own statements 

Cohen has admitted that he paid $130,000 of his "personal funds" to Clifford and that the payment 

occurred less than two weeks before the election, as Trump was facing negative media allegations 

--about hiSbcl1aVlocioward women,even-tfiougliallegations of-an-affair-between-Trump-and-----~-

Clifford existed since 2011. In addition, the communication records set forth above make evident 

that Cohen communicated with members of the Trump campaign about his negotiation with 

Clifford's attorney and the need to preclude Clifford from making a statement that would have 

reflected negatively on the candidate in advance of the forthcoming election. 

C. Probable Cause Justifying Search of the Subject Premises and Subject Devices 

45. Based on the foregoing, my review of records produced pursuant to subpoenas and 

the Cohen Email Wan'ants, and the iCloud Warrant, and my training and experience, there is 

probable cause to believe that the Subject Premises and Subject Devices have been used in 

furtherance of the Subject Offenses and are likely to contain instrumentalities, evidence, and fiuits 

of the Subject Offenses. Specifically, there is probable cause to believe that Cohen permanently 

resides at Subject Premises-l and, at least in part, works at both Subject Premises-l and Subject 

Premises-2, and that those locations contain evidence relating to the Sterling taxi medallion 

transaction, Cohen's assets, Cohen's consulting work for Essential Consultants LLC, and his 

payment to Clifford. Additionally, there is probable cause to believe that Subject Premises-3 

contains evidence of Cohen's assets and his payment to Clifford. Finally, there is probable cause 

to believe that Subject Premises-4, in which Cohen is temporarily residing, contains electronic 
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devices, including Subject Device-1 and Subject Device-2, which, in turn, contain evidence of the 

Subject Offenses, such as evidence relating to the Sterling taxi medallion transaction, Cohen's 

assets, Cohen's consulting work for Essential Consultants LLC, and his payment to Clifford. 

46. First, there is probable cause to believe that Cohen lives and operates his businesses, 

at least in part, at Subject Premises-1. Specifically, from my review of property records, I know 

that Michael Cohen and Laura Cohen own (in tlUSt) Subject Premises-I. From my review of 

Cohen's tax retums,Tlmow lielist!'nlis primal'Tresidence-as-Subj ect-Premises-l-. Additional1y,--~~-~~- r' 
--~~ _____ '~ 

from my review of emails produced pursuant to the Cohen Email Warrants, I know that Cohen 

routinely refers to Subject Premises-1 as his home. For example, on or about September 28,2017 

and October 6, 2017, Cohen emai1ed individuals that his home address is the address for Subject 

Premises-1. I also know from my review of emails that Cohen receives package delivery 

notifications that list Cohen's address as the address for Subject Premises-1. Cohen has also 

provided the address of Subject Premises-1 as the address for Essential Consultants and Michael 

D. Cohen & Associates, P .C. For example, the certificates of incorporation and account opening 

documents at First Republic for both entities list their addresses as the address for Subject 

Premises-1. See supra ~~ 18(b), 18( d). The consulting agreement between Essential Consultants 

and AT&T also indicated the address for Essential Consultants is the address for Subject Premises-

1. See supra' 19(c). 

47. There is also probable cause to believe that Subject Premises-1 is likely to contain 

instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, from my review of 

emails produced pursuant to subpoena and the Cohen Email Wan-ants and iCloud Wan-ant, as well 

as my training and experience, I know the following: 
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Premises-l contains records relating to the Essential Consultants Account and MDC&A Account, 

including, among other things, account opening documents, bank statements, documents provided 

as part of the know-your-customer process, any notes made by Cohen when he was opening the 

accounts, wire transfer records, and canceled checks. Even where these records can be obtained 

from First Republic, the fact that they may be found in Subject Premises-l will be relevant to, 

among other things, Cohen's ownership of the accounts, or his knowledge of transactions or the 

d. Based on my review of records maintained by Capital One Bank, TD Bank, Morgan 

Stanley, City National Bank, Signature Bank, and Bethpage Credit Union, I know that Cohen 

provided the address for Subject Premises-l as the mailing for his accounts at each of these 

financial institutions. Accordingly, it is likely that Subject Premises-l contains records relating to 

these accounts, including, among other things, bame statements that list account balances. The 

existence of these records in Subject Premises-l will be televant to, among other things, Cohen's 

ownership of the accounts and his knowledge ofthe balances in these accounts. 

e. Additionally, Cohen may have records of other bame accounts or assets that were 

not disclosed to Sterling and are not presently known by law enforcement. For example, as 

described above, Cohen has received interest income since 2015 that he has not disclosed to 

Sterling or paid taxes on. Also, on Cohen's August 2014 Financial Statement, see supra' 16(e), 

he disclosed $10,000,000 in "investments in overseas entities.,,30 The value of these investments 

was omitted from subsequent fmancial statements. However, for the reasons outlined above, there 

is probable cause to believe that Cohen omitted the value of those investments from his 2017 

30 Based on my participation in an interview with Sterling Employee-3, I have leamed that 
Cohen told Sterling Employee-3 that the reference to "investments in overseas entities" on his 
2014 Financial Statement was to serve merely as a "placeholder" for potential future investments. 
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fmancial statements in order to understate his assets. As Subject Premises-l is Cohen's primary 

residence and he uses Subject Premises-l as the mailing address for barne records, there is probable 

cause to believe that account statements for un1mown bank accounts or assets concealed from 

Sterling are likely to be found in Subject Premises-I. 

f. Based on my review of records maintained by AT&T and produced pursuant to the 

Cohen Email Warrants, I lmow that the address Cohen provided to AT&T for Essential Consultants 

is the address for Subject Premises-=.r.··-Seesupra ~-19(c)-:-Tnerefore~-there-is-probable-cause-to-----.---.-- ... 

believe that Subject Premises-l will contain evidence concerning the operation of Essential 

Consultants or money that Cohen received, through Essential Consultants, from AT&T. 

Additionally, because Cohen used the address for Subject Premises-l for at least one consulting 

arrangement involving Essential Consultants, there is probable cause to believe that Subject 

Premises-l may contain records of other consulting arrangements that Cohen, through Essential 

Consultants, has with other individuals or entities. 

g. Based on my review of records maintained by Getzel's accounting firm, and emails 

produced pursuant to the Cohen Email Warrants, I have learned that Getzel's accounting firm sent 

documents to Subject Preniises-l and used the address for Subject Premises-l as the address listed 

on Cohen's personal and corporate tax retulus. See supra ~ 16(n). For instance, on or about 

October 6, 2017, an employee at Getzel's accounting firm emailed Cohen that she had sent 

Cohen's September 2017 Financial Statement by FedEx to Cohen's attention. Accordingly, 

Cohen's tax records are likely to be found in Subject Premises-I. 

h. Based on my review ofbank records and publicly-available documents, I know that 

Cohen used $130,000 from a home equity line of credit on Subject Premises-l to pay Clifford. I 

also know that on the settlement and nondisclosure agreement between "Peggy Peterson" and "Ee, 
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LLC," the address for Essential Consultants is Subject Premises~l. Accordingly, Subject 

Premises-I is likely to contain evidence of the Campaign Finance Offenses, including settlement 

and nondisclosure agreements, payment records, written and email correspondence, and records 

pertaining to the home equity line of credit. 

i. Based on my review of emails produced pursuant to the Cohen Email Warrants and 

iCloud Warrant, I know that Cohen used at least one Apple iPhone, an Apple iPad Mini, and a 

MacBook Pro to access his iCloud account. Raseo onmy review oOocationrecords~provided~by ~-----~~~-~

Apple pursuant to the iCloud Warrant, I know that electronic devices linked to Cohen's iCloud 

account were used at Subject Premises-I to, among other things, place telephone calls and backup 

files to Cohen's iCloud account. Accordingly, there is probable cause to believe that Subject 

Premises-I contains electronic devices, including certain Apple products, that for reasons 

discussed below are likely to contain evidence of the Subject Offenses. 

j. Based on my review of emails produced pursuant to the Cohen Email Warrants, I 

understand that Subject Premises-I recently sustained water damage to certain parts of the 

premises, and that Cohen has engaged contractors to perform certain remediation work on the 

premises. In addition, as set forth above, I believe that Cohen and his family are temporarily 

residing at Subject Premises-4 in the Loew's Regency Hotel, which is approximately two blocks 

from Subject Premises-I. However, based on my review of a work order sent to Cohen's email 

by a contractor, I understand that the first phase of the work order called for the contractor to "Pack 

& Remove all items & furnishings in Living Room, Kitchen, Sons Room & Dining Room" and 

store them off-site. In addition, based on my review of drawings sent to Cohen by the contractor, 

it appears that the work is primarily being done in these rooms. Thus, I believe that the 

construction - to the extent it is still ongoing - would not necessarily have caused Cohen to move 

62 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 63 of 269

all documents or evidence responsive to the wan-ant out of Subject Premises-I, because it does not 

appear that work is being done to the portion of Subject Premises-I, such as a home office or 

Cohen's own room, where such documents or evidence would most likely be found.31 

48. Second, there is probable cause to believe that Cohen uses Subject Premises-2 as 

office space, and also that Subject Premises-2 contains certain electronic devices. Specifically, 

from my review of the "strategic alliance agreement" between Squire Patton Boggs and Cohen, 

office at Subject Premises-2. See supra ~~ 18(d), 19(e). Indeed, I have learned that pursuant to 

Cohen's agreement with the law firm, he has "dedicated and segregated office space" in Squire 

Patton Boggs's offices on the 23rd floor of 30 Rockefeller Plaza, and that the space is "physically 

separate" from the firm's offices and has "locked doors and its own locked file cabinets." See 

supra ~ 19(e). Additionally, I know that under the terms of the agreement, Cohen agreed to 

"arrange for [his] own computer server system that is not connected to [Squire Patton Boggs's] 

computer network system." I know from my participation in an interview with Getzel, who met 

Cohen at Subject Premises-2 in 2017, that Subject Premises-2 is an office with a door, it appears 

to be used only by Cohen, and it contains, among other things, a computer and paper files. 

According to Getzel, when Getzel saw Cohen at Subject Premises-2, he had two cellular 

telephones in Subject Premises-2. I also know from my review of emails produced pursuant to the 

Cohen Email Wan-ants that Cohen uses the address for Subject Premises-2 in the signature block 

31 As noted below, based on my training and experience, I believe that individuals who travel or 
stay in hotels for short-term periods commonly bring some items with them, such as portable 
electronic devices or sensitive items, meaning that Cohen has likely taken some evidence fi'om 
Subject Premises-l to Subject Premises-4. Nevertheless, given the temporary nature of Cohen's 
stay at Subject Premises-4 and the scope of the work being done at Subject Premises-I, I believe 
it is unlikely that Cohen has taken all evidence that would be subject to seizure out of Subject 
Premises-I. 
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on his emails. Based on my review of notes of a call between Cohen and First Republic Employee-

2 (which notes were taken by another First Republic employee, who was participating in the call 

and taking notes), I know that, on or about November 15, 2017, Cohen told First Republic 

Employee-2 that he had a new office at 30 Rock. Moreover, I know from an article in Vanity Fair 

published on or about February 14, 2018, that Cohen was interviewed by the magazine in Subject 

Premises-2 in or about February 2018. 

instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, from my review of 

emails produced pursuant to subpoena and the Cohen Email Warrants and iCloud Warrant, as well 

as my training and experience, I know the following: 

a. According to records maintained by Sterling, when Cohen was emailing with 

Sterling Employee-3 in 2018 about a modification to his existing loan from Sterling, Cohen listed 

his address in his email as the address for Subject Premises-2. See supra ~ 16(t), 16(u). 

Accordingly, Subject Premises-2 likely contains evidence concerning Cohen's loan modification 

negotiations with Sterling. 

b. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that the address Cohen provided to KAI and BTA for Essential Consultants is the address 

for Subject Premises-2. See supra ~~ 19(a), 19(b). Therefore, there is probable cause fo believe 

that Subject Premises-2 will contain evidence concerning the operation of Essential Consultants 

or money that Cohen received, through Essential Consultants, from KAI and BTA, among other 

entities with which Cohen had a consulting arrangement. Additionally, based on my review of 

emails sent in 2018 that were obtained pursuant to the Cohen Email Warrants, I know that Cohen 

continues to enter into consulting arrangements through Essential Consultants, and agreements 
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relating to those arrangements indicate that Essential Consultants is located at Subject Premises-

2. Additionally, because Cohen used the address for Subject Premises-2 for multiple consulting 

an'angements involving Essential Consultants, there is probable cause to believe that Subject 

Premises-2 may contain records of other unknown consulting arrangements that Cohen has with 

other individuals or entities. 

c. Based on my review of records maintained by Getzel's accounting fIrm, and emails 

produced pursuant to the Cohen EmaiTWarrants, as we1fas mTP-a-rtidpation-in-an-interview-with---- ~-~

Getzel, I have learned that Getzel visited Subject Premises-2 to meet with Cohen about his taxes. 

See supra ~ 20(a). At that meeting, Getzel discussed with Cohen whether Cohen should disclose 

Essential Consultants on his personal fmancial statement to banks. According, there is probable 

cause to believe that Subject Premises-2 will contain evidence relating to Cohen's taxes, or notes 

of his conversation with GetzeL Moreover, the fact that Cohen used Subject Premises-2 for a 

meeting regarding his personal fmancial matters provides probable cause to believe that documents 

and infmmation regarding his fmances will be found in Subject Premises-2. 

d. Based on my participation in an interview with Getzel, I know that Cohen maintains 

a computer in Subject Premises-2. From my review ofIP data produced pursuant to a subpoena 

and pen register to Google, it appeal's that Cohen is logging into his Gmail account from Subject 

Premises-2. Accordingly, there is probable cause to believe that Subject Premises-2 contains 

electronic devices, that for reasons discussed below are likely to contain evidence of the Subject 

Offenses. 

e. Based upon my training and experience, I have learned that individuals who 

maintain businesses typically keep records relating to the business-such as contracts with clients 

and records of payments-at the business' identifIed location. I am not aware of any addresses 
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associated with Essential Consultants other than SUbject Premises-1 and Subject Premises-2. 

Accordingly, there is probable cause to believe that Subject Premises-1 and Subject Premises-2 

will contain business records for Essential Consultants. 

50. Third, there is probable cause to believe that Subject Premises-3 is likely to contain 

instrumentalities, evidence, and fruits of the Subject Offenses. In particular: 

a. As noted above, Cohen has two bank accounts at TD Ban1e. In or about November 

to Sterling-Cohen opened the safety deposit box at TD Ban1\:, which is Subject Premises-3. In 

light of the aforementioned evidence that Cohen conceals assets, including assets at TD Bank, 

there is probable cause to believe that Subject Premises-3 contains fmancial assets, objects ofvalue 

and/or documents relating to such assets or objects of value that Cohen likely did not disclose to 

Sterling. Indeed, based on my training and experience, I am aware that people often conceal 

valuable items in safety deposit boxes. Accordingly, there is probable cause to believe that Subject 

Premises-3 will contain evidence of the Bank Fraud Offenses. 

b. In addition, based on my review of records produced by TD Bank, I know that 

Cohen has accessed the vault in which Subject Premises-3 is stored on two occasions. The frrst 

such occasion was on November 10, 2017. Cohen signed into the vault at approximately 5:35 and 

out of vault at approximately 5:39 on that date.32 Based on my review of toll records, I know that 

Cohen's first call after he signed out of the safety deposit box - approximately 45 minutes later-

was to Keith Davidson. Specifically, at 6:25 p.m. Cohen called Davidson and they spoke for less 

than a minute; truee minutes later, Davidson called Cohen back and they spoke for approximately 

32 The entry in the bank's log book does not specify whether this is A.M. or P.M. However, I infer 
that it is P.M., because it is unlikely that the bank would have been open at 5 :35 and 5 :39 a.m. 
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22 minutes. The second such occasion was on February 2,2018, which is during the time period 

numerous media reports about Cohen's payment to Clifford were being published, and is one day 

after it appears that Cohen's family moved into Subject Premises-4, as set forth above. The timing 

of Cohen's two visits to the vault - one shortly before a call to Keith Davidson and the other around 

the time that Cohen came under media scrutiny in connection with the payment to Davidson's 

client - gives rise to probable cause to believe that Subject Premises-3 will contain evidence of the 

Davidson and the payment to Clifford, including documents or evidence that Cohen did not want 

to leave in his apartment where construction workers would be present.33 

51. Based on my review of emails obtained pursuant to the Cohen Email Warrants and 

cell phone location information, I believe that Cohen is temporarily residing in Subject Premises-

4. See supra " 3( d). There is also probable cause to believe that Subject Premises-4 contains 

instrumentalities and evidence of the Subject Offenses, including, the following: 

a. As described above, it appears that Cohen moved to Subject Premises-4 on or about 

February 1, 2018, at which time numerous media reports about Cohen's involvement in the 

payment to Clifford were being published. See supra "3(d). During this time same period, 

Cohen was frequently cOll'esponding with the media and sent himself and others statements about 

his involvement in the payment to Clifford. See supra~' 42(a)-( c). Thus, there is probable cause 

that Cohen took at least some documents and evidence relating to the Clifford payment with him 

to Subject Premises-4, in order to reference and consult them in connection with these statements. 

33 As noted above, Subject Premises-3 is approximately five inches by ten inches. Accordingly, I 
do not believe that it would fit a large volume of hard copy documents; however, a small number 
of hard-copy documents, or a large volume of documents contained on a flash drive or other 
portable storage device, would fit in Subject Premises-3. 
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b. As described above, at the time Cohen moved to Subject Premises-4, he was also 

in the midst of ongoing negotiations with Sterling regarding the refinancing of his medallion debts. 

For example, on January 30,2018, Cohen had a lengthy phone call with Sterling Employee-3 about 

his finances and the proposed restructuring, and on February 1, 2018, Cohen sent an email to 

Sterling Employee-3 claiming that he did not have more than $1.25 million in cash. See supra ~~ 

I6(u). Thus, there is probable cause that Cohen took at least some documents and evidence relating 

--- ----_.-- -10 his ongomg negotiations witl1Sterling witli him to SlilijecfPremEfes-4~ iii order to reference-an-a-------··--· 

consult them in connection with these negotiations. 

c. As described above, Cohen used at least one Apple iPhone, an Apple iPad Mini, 

and a MacBook Pro to access his iCloud account j and these electronic devices linked to Cohen's 

iCloud account were used at Subject Premises-I - Cohens' permanent residence - to place 

telephone calls and backup files to Cohen's iCloud account. See supra~'If 47(i). Although Cohen's 

stay at Subject Premises~4 is temporary, based on my training and experience I know that 

individuals who travel or stay in hotels for short-term periods commonly bring portable electronic 

devices with them, such as cellular phones, tablets, or laptops. Accordingly, there is probable 

cause to believe that Subject Premises-4, where Cohen currently appears to be residing, contains 

electronic devices, including Subject Device-I, Subject Device-2, and/or certain Apple products, 

that for the reasons discussed herein are likely to contain evidence of the Subject Offenses. 

d. Moreover, as set forth above, based on cellphone location information I know that 

Subject Device-I and Subject Device-2 were in the vicinity of Subject Premises-4 as recently as 

this morning (April 8, 2018). As set forth above, there is probable cause to believe that Cohen 

used the Subject Devices in furtherance of the Subject Offenses, including to communicate with 

Sterling employees regarding the medallion transaction, with First Republic employees regarding 
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the Essential Consultants Account, with his accountant regarding his [mances, and with 

individuals, such as Davidson, Howard and Pecker, involved in the $130,000 payment to Clifford. 

52. Although Cohen appears to be residing currently in Subject Premises-4, it is 

unknown whether Cohen will be physically present within Subject Premises-4 at the moment the 

warrant sought herein are executed. If Cohen is within Subject Premises-4 at that moment, Subject 

Device-l and Subject Device-2 - his cellphones - wi11likely also be within Subject premises-4. 
--- ---~------~---.---.-

If Cohen is not within Subject-PremiSes-4 at that momenf;ilieaevices will-lilcelybe on-his-person,-- -~-~-~----- ~-------~-! 

wherever he is located (which, based on location data for Subject Device-l and Subject Device-2 

as recently as today, is likely to be in the Southern District of New York). As such, this wanant 

seeks separate authority to seize Subject Device-I and Subject Device-2, in the event that those 

devices are not located within Subject Premises-4 (or another Subj ect Premises) at the moment the 

wanants sought herein are executed. 

D. Probable Cause Justifying Search ofES! 

53. Based on the foregoing, there is probable cause to believe that Subject Premises-I, 

Subject Premises-2 and Subject Premises-4 contain electronic devices that are likely to contain 

evidence, fruits, and instrumentalities of the Subject Offenses (and, as set forth above, that Subject 

Device-I and Subject Device-2 are themselves electronic devices that are likely to contain 

evidence of the Subject Offenses). Specifically, based on my review of information produced 

pursuant to the Cohen Email Warrants, the iCloud Wanant, and subpoenas, as well as pen register 

data, I submit that there is probable cause that Subject Premises-I contains an Apple iPad Mini, a 

MacBook Pro, and has, at various times, contained Apple cellphones; similarly, there is probable 

cause that Subject Premises-2 contains a computer and has, at various times, contained Apple 
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cellphones. These devices are likely to include evidence, fruits, and instrumentalities of the 

Subject Offenses for the following reasons: 

a. As described throughout this affidavit, Cohen used email to send and receive 

communications related to the Subject Offenses. In particular, Cohen used email to send and 

receive communications with Sterling, First Republic, Getzel, the entities to which he is providing 

consulting services, Davidson, and Howard, among others. While some of these emails have 

-------~"~ -~--arreaay15een obfciiiiea-via su6poenas aiid-se-arch-Warrants,--I-Irnow-frommy-trahlm-g-arrd-exp-elien-ce-

that individuals can and do delete emails from their Internet-based inboxes but retain copies of 

those emails on their hard drives. I also know that individuals often have multiple email accounts, 

some of which may not be known to law enforcement, and as a result electronic devices can be a 

unique repository of all emails relevant to certain Subject Offenses. Indeed, from my involvement 

in this investigation, I lmow that Cohen had an email account with the Trump Organization, but 

the USAO and FBI have not been able to obtain the contents of that account to date. Thus, emails 

relevant to the Subject Offenses are lilcely stored on electronic devices in Subject Premises-I, 

Subject Premises-2 and/or Subject Premises-4. 

b. Additionally, Subject Premises-I, Subject Premise-2 and Subject Premises-4likely 

contain electronic copies of documents relevant to the Subject Offenses. Indeed, I know from my 

training and experience that individuals often retain copies of important documents on their 

computers or other electronic devices capable of storing information, including cellphones (such 

as the Subject Devices) and tablets. Here, there are a number of documents that Cohen has likely 

retained that will be relevant to the Subject Offenses. For example, electronic devices may include 

documentation of Cohen's true net worth, a listing of his assets, an accounting of his available 
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cash, consulting agreements with third parties, and documentation of his payment to Clifford, 

among other evidence of the Subject Offenses. 

c. Third, I know from my review of emails obtained pursuant to the Cohen Email 

Warrants that Cohen sent up online banking with First Republic. Based on my training and 

experience, I know that individuals who set up online banking often receive electronic notices 

concerning financial transactions and, on occasion, save records of their financial transactions to 

their devices. Accordingly, there is probable cause to oelieve 1liat-Col1en's~e1ectronic~devices~----- --~-~- "--'~~-"

contain evidence ofbanldng activity, including the existence of bank accounts or assets that Cohen 

did not disclose to Sterling or Meh·ose. 

d. Fourth, from my review of records produced by Apple, I know that Cohen 

communicates using text message as well as encrypted communications applications. These 

applications that Cohen has downloaded onto a phone include, but are not limited to, WhatsApp, 

Signal, and Dust. I know from my review of toll records and text messages that, in pmticular, 

Cohen communicated with Pecker using these encrypted applications. Accordingly, there is 

probable cause to believe that Cohen's cellphones - the Subject Devices - will contain encrypted 

messages that are not otherwise accessible relating to the Subject Offenses. 

54. Based on my training and experience, I know that individuals who engage in 

financial crimes commonly use computers to communicate with co-conspirators, keep financial 

ledgers, and retain fraudulent documents. As a result, they often store data on their computers 

related to their illegal activity, which can include logs of online or cellphone-based "chats" with 

co-conspirators; email correspondence; contact information of co-conspirators, including 

telephone numbers, email addresses, and identifiers for instant messaging and social medial 

accounts; bank account numbers; and/or records of uses of funds. 
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55. Based on my training and,experience, I also know that, where computers are used 

in furtherance of criminal activity, evidence of the criminal activity can often be found months or 

even years after it occurred. This is typically true because: 

II Electronic files can be stored on a hard drive for years at little or no cost and users thus 
have little incentive to delete data that may be useful to consult in the future. 

• Even when a user does choose to delete data, the data can often be recovered months 
or years later with the appropriate forensic tools. When a file is "deleted" on a home 

___ ~~_______ computer, the data contained in the file does not actually disappear,but instead remains 
·~~~on- the hard m1ve, in "slack space," until it is overwritten by new data that cannoffie 

stored elsewhere on the computer. Similarly, files that have been viewed on the Internet 
are generally downloaded into a temporary Internet directory or "cache," which is only 
overwritten as the "cache" fills up and is replaced with more recently viewed Internet 
pages. Thus, the ability to retrieve from a hard drive or other electronic storage media 
depends less on when the file was created or viewed than on a particular user's 
operating system, storage capacity, and computer habits. 

II In the event that a user changes computers, the user will typically transfer files from 
the old computer to the new computer, so as not to lose data. In addition, users often 
keep backups of their data on electronic storage media such as thumb drives, flash 
memory cards, CD-ROMs, or portable hard drives. 

56. Based on the foregoing, I respectfully submit there is probable cause to believe that 

Cohen engaged in the Subject Offenses, and that evidence of this criminal activity is likely to be 

found in the Subject Premises, on computers and electronic media found in the Subject Premises, 

and on the Subject Devices. In particular, there is probable cause to believe that the Subject 

Premises and Subject Devices will contain evidence, fruits, and instrumentalities of violations of 

the Subject Offenses, as more fully described in Sectiop. II of Attachments A, B, C, D, E and F to 

the proposed warrants, including the following: 

a. Evidence necessary to establish the occupancy or ownership of the Subject 

Premises, including without limitation, utility and telephone bills, mail envelopes, addressed 

cOlTespondence, bank statements, identification documents, and keys. 

b. Evidence relating to Sterling, Melrose, and/or taxi medallions. 
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k. Evidence of communications involving Michael Cohen, American Media, Inc., 

David Pecker, and/or Dylan Howal"d about Donald Trump, the Trump Campaign, Stephanie 

Clifford, andlor Karen McDougal. 

1. Evidence relating to Cohen's role in the Trump Campaign, and coordination or 

consultation with the Trump Campaign. 

m. Evidence of communications with Donald Tiump andlor agents or associates ofthe 

------~--

Tiump Campaigil about the Access Holl);wooa tape ana ~other-poten:tlal~sol1fc-es~of~negative-----~~-------

publicity involving Trump's relationship in the run up to the election. 

n. Evidence relating to any reimbursement or other promises made to Cohen for 

payment to Clifford or others in connection with the election. 

o. Evidence relating to Cohen's lmowledge of the campaign fmance laws, campaign 

'contribution reporting requirements, and campaign contribution limits. 

p. Communications with others, including Jeffrey Getzel and/or other accountants, 

relating to Cohen's bank accounts, taxes, debts, and/or fmances; 

q. Communications, records, documents, and other files reflecting false 

representations to a fmancial institution related to the intended purpose of an account or loan at 

that financial institution; the nature of any business or entity associated with an account at a 

financial institution; the source of funds flowing into an account; or the pm-pose or nature of any 

financial transactions involving that [mancial institution; 

r. Evidence of Cohen's intent as it relates to the Subject Offenses under investigation. 

III. Procedures for Searching ESI 

A. Execution of Warrant for ESI 

57. Federal Rule of Criminal Procedure 41(e)(2)(B) provides that a wan'ant to search 

for and seize property "may authorize the seizm'e of electronic storage media or the seizure or 
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copying of electronically stored information ... for later review." Consistent with Rule 41, this 

application requests authorization to seize any computer devices and storage media and transport 

them to an appropriate law enforcement facility for review. This is typically necessary for a number 

of reasons: 

118 First, the volume of data on computer devices and storage media is often impractical 
for law enforcement personnel to review in its entirety at the search location. 

_~~~econd, because computer data is particularly vulnerable to inadvertent or intentional 
modification~or destruction, computer-devices are iaeally examiITea--in a contl'olle-d-~-------_0 
environment, such as a law enforcement laboratory, where trained personnel, using 
specialized software, can make a forensic copy of the storage media that can be 
subsequently reviewed in a manner that does not change the underlying data. 

118 Third, there are so many types of computer hardware and software in use today that it 
can be impossible to bring to the search site all of the necessary technical manuals and 
specialized personnel and equipment potentially required to safely access the 
underlying computer data. 

GP Fourth, many factors can complicate and prolong recovery of data fi'om a computer 
device, including the increasingly common use of passwords, encryption, or other 
features or configurations designed to protect or conceal data on the computer, which 
often take considerable time and resources for forensic personnel to detect and resolve. 

58. As discussed herein, Squire Patton Boggs is a functioning law film that conducts 

legitimate business unrelated to Cohen's commission of the Subject Offenses. Subject Premises-

2 is an office located inside of Squire Patton Boggs's New York office. In order to execute the 

warrant in the most reasonable fashion, law enforcement personnel will attempt to investigate on 

the scene of what computers or storage media, if any, must be seized or copied, and what computers 

or storage-media need not-be seized or copied. Law enforcement perso1lllel will speak withSqllire 

Patton Boggs personnel on the scene as may be appropriate to detelmine which files and electronic 

devices within Subject Premises-2 belong to or were used by Cohen. While, based on the 

foregoing, it does not appear that Cohen shared electronic devices or a server with Squire Patton 

Boggs, where appropliate, law enforcement personnel will copy data, rather than physically seize 
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computers, to reduce the extent of any disruption of Squire Patton Boggs's operations. If, after 

inspecting the seized computers off-site, it is determined that some or all of this equipment is no 

longer necessary to retrieve and preserve the evidence, the Government will return it. 

59. Additionally, because Cohen is an attorney, and claims to serve as a personal 

attorney for Trump, the review of evidence seized from the Subject Premises and Subject Devices 

will be conducted pursuant to established screening procedures to ensure that the law enforcement 

~--------~--

personnel involved in the investigation, mcluding attorneys forme Governti1ent;-collect-evidence--·--~----

in a manner reasonably designed to protect any attorney-client or other applicable privilege. When 

appropriate, the procedures will include use of a designated "filter team," separate and apart from 

the investigative team, in order to review potentially privileged communications and determine 

which communications to release to the investigation and prosecution team. 

B. Accessing ESI on the SUbject Devices 

60. As described above, the Subject Devices are both Apple brand devices. 

61. I know from my training and experience, as well as from information found in 

publicly available materials including those published by Apple, that some models of Apple 

devices such as iPhones and iPads offer their users the ability to unlock the device via the use of a 

fingerprint or thumbprint (collectively, "fmgerprint") in lieu of a numeric or alphanumeric 

passcode or password. This feature is called Touch ID. I also know that the Apple iPhone X offers 

its users the ability to unlock the device via the use of facial recognition (through infrared and 

visible'light scans) in lieu of a numeric or alphanumeric passcode or password. This feature is 

called Face ID. 

62. If a user enables Touch ID on a given Apple device, he or she can register up to 5 

fmgerprints that can be used to unlock that device. The user can then use any of the registered 
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fingerprints to unlock the device by pressing the relevant fmger(s) to the device's Touch ID sensor, 

which is found in the round button (often refened to as the "home" button) found at the bottom 

center of the front of the device. If a user enables Face ID on a given Apple device, he or she can 

unlock the device by raising the iPhone to his or her face, or tapping the screen. In my training 

and experience, users of Apple devices that offer Touch ID or Face ID often enable it because it is 

considered to be a more convenient way to unlock the device than by entering a numeric or 

alphanumeric passcode -~i: password, as well as-a more-secure way to protect the device's contents. 

63. In some circumstances, Touch ID or Face ID cannot be used to unlock a device that 

has either security feature enabled, and a passcode or password must be used instead. These 

circumstances include: (1) when the device has just been turned on or restarted; (2) when more 

than 48 hours has passed since the last time the device was unlocked; (3) when the passcode or 

password has not been entered in the last 6 days, and the device has not been unlocked via Touch 

ID in the last 8 hours or the device has not been unlocked via Face ID in the last 4 hours; (4) the 

device has received a remote lock command; or (5) five unsuccessful attempts to unlock the device 

via Touch ID or Face ID are made. 

64. The passcodes or passwords that would unlock the Subject Devices are not known 

to law enforcement. Thus, it will likely be necessary to press the fmgers of the user of the Subject 

Devices to the devices' Touch ID sensor, or hold the Subject Devices in front ofthe user's face to 

activate the Face ID sensor, in an attempt to unlock the devices for the purpose of executing the 

search authorized by this warrant. Attempting to unlock the relevant Apple devices via Touch ID 

with the use of the fingerprints of the user, or via Face ID by holding the device in front of the 

user's face, is necessary because the government may not otherwise be able to access the data 

contained on those devices for the purpose of executing the search authorized by this warrant. 
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65. Based on these facts and my training and experience, it is likely that Cohen is the 

user ofthe Subject Devices, and thus that his fingerprints are among those that are able to unlock 

the Subject Devices via Touch ill or his face is able to unlock the Subject Devices via Face ID. 

66. Although I do not lmow which of a given user's 10 fingerprints is capable of 

unlocking a particular device, based on my training and expeIience I know that it is common for a 

user to unlocka Touch ill-enabled Apple device via the fingerprints on thumbs or index fingers. 

In the eventfhat law enforcemennsunable to unlacJf1lieSu15jecfDevices as Qescribe-d--above------~-

within the five attempts permitted by Touch ill, this will simply result in the device requiring the 

entry of a password or passcode before it can be unlocked. 

67. I also know from my training and experience, and my review of publicly available 

materials published by Apple that Apple brand devices, such as the Subject Devices, have a feature 

that allows a user to erase the contents of the device remotely. By logging into the Internet, the 

user or any other individual who possesses the user's account information can take steps to 

completely wipe the contents ofthe device, thereby destroying evidence of criminal conduct, along 

with any other information on the device. The only means to prevent this action is to disable the 

device's ability to connect to the I:ilternet immediately upon seizure, which requires either access 

to the device itself to alter the settings, or the use of specialized equipment that is not consistently 

available to law enforcement agents at every arrest. 

68. Due to the foregoing, I request that the Court authorize law enforcement to press 

the [mgers (including thumbs) of Cohen to the Touch ID sensors the Subject Devices, or hold the 

Subject Devices in front of Cohen's face, for the purpose of attempting to unlock the Subject 

Devices via Touch ill or Face ill in order to search the contents as authorized by this warrant. 
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C. Review of ESI 

69. Following seizure of any computer devices and storage media and/or the creation 

of forensic image copies, law enforcement personnel (including, in addition to law enforcement 

officers and agents, and depending on the nature of the ESI and the status of the investigation and 

related proceedings, attomeys for the government, attomey support staff, agency personnel 

assisting the govemment in this investigation, and outside technical experts under government 

70. In conducting this review, law enforcement personnel may use various techniques 

to determine which files or other ESI contain evidence or fi:uits of the Subject Offenses. Such 

techniques may include, for example: 

lit surveying directories or folders and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

I} conducting a file-by-file review by "opening" or reading the first few "pages" of such 
files in order to determine their precise contents (analogous to performing a cursory 
examination of each document in a file cabinet to determine its relevance); 

lit "scanning" storage areas to discover and possibly recover recently deleted data or 
deliberately hidden files; and 

<D performing electronic keyword searches through all electronic storage areas to 
determine the existence and location of data potentially related to the subject matter of 
the investigation34

; and 

I} reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

34 Keyword searches alone are typically inadequate to detect all relevant data. For one thing, 
keyword searches work only for text data, yet many types of files, such as images and videos, do 
not store data as searchable text. Moreover, even as to text data, there may be information properly 
subject to seizure but that is not captured by a keyword search because the infonnation does not 
contain the keywords being searched. 
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71. Law enforcement personnel will make reasonable efforts to restrict their search to 

data falling within the categories of evidence specified in the warrant. Depending on the 

circumstances, however, law enforcement personnel may need to conduct a complete review of all 

the ESI fi'om seized devices or storage media to evaluate its contents and to locate all data 

responsive to the wan-ant. 

D. Return ofESI 

to retrieve and preserve the data, and the devices themselves are not subject to seizure pursuant to 

Federal Rule of Criminal Procedure 41 (c), the Government will return these items, upon request. 

Computer data that is encrypted or unreadable will not be returned unless law enforcement 

personnel have determined that the data is not (i) an instrumentality ofthe offense, (ii) a fruit of 

the criminal activity, (iii) contraband, (iv) otherwise unlawfully possessed, or (v) evidence of the 

Subject Offenses. 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-1 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 

---~----~--cDncerningtheconfiguration-ofthe~seizedor-GOpied-computer-devices_oLStorage_me_dia. _________ ~_~. _________ ~~~ .. 

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

ED surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

CII opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

CII scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

CII performing key word searches through all electronic storage areas to determine whether 
OCCUlTences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other infmmation reflecting how, when, and by whom the computer was used. 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
II.A and II.B ofthis Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review ofthe items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 
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or in his possession, portable hard drives, disk drives, thumb drives, and personal digital assistants. 
In lieu of seizing any such computer devices or storage media, this warrant also authorizes the 
copying of such devices or media for later review. 

The items to be seized from Subject Premises-2 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 

----
concemmg the configuration oftlie seiZea Ol'copied~~omputer-devices-or~storagemedia~--~--~--·-.--

3. Any evidence concerning the identities or locations ofthose persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the wal1"ant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

III surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

It opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

e scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

It performing key word searches through all electronic storage areas to determine whether 
OCCUl1"ences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system infonnation, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 
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Law enforcement personnel will malce reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
Il.A and Il.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the wanant. 

Additionally, review ofthe items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

---------- ---
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8. Evidence relating to Cohen's knowledge of the campaign fmance laws, campaign 
contribution reporting requirements, and campaign contribution limits. 

9. Any portable electronic storage device. 

B. Search of Seized Electronic Devices 

Probable cause exists to search any seized electronic storage device for the items set 

forth in Section II(A)(1)-(8), above. 

c. Review of ESI 

Following seizure of any electronic storage device, law enforcement personnel (which may 
include, in addition to law enforcement officers and agents, attOlneys for the government, attorney 
support staff, agency personnel assisting the government in this investigation, and outside 
technical experts under government control) are authorized to review the ESI contained therein for 
information responsive to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

Gil surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

III opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

III scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

III performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

III reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
II.A and II.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices if necessary to evaluate its contents and to 
locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 
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any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
__ ___ __~ devices or storage media, including any hardware or software manuals or other information 

--concemirigtlieconfiguration ofllie seizeQoi" copiecl cOfilputerdevices-orstorage-media;---------~-----~------

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attomeys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

/I surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

It opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

III scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

iii performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

It reviewing metadata, system infonnation, configuration files, registry data, and any 
other information re:flecting how, when, and by whom the computer was used. 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
II.A and II.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the wan-ant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to 

address potential privileges. 
--------------------.------------------------~~- ----~----- --~~~ 
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If the Government determines that Subject Device-1 is no longer necessary to retrieve and 
preserve the data on the device, and that Subject Device-1 is not subject to seizure pursuant to 
Federal Rule of Criminal Procedure 41(c), the Government will return Subject Device-1, upon 
request. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

--------- --~--~~---- ----_._---. ----~--.--- "-----
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lfthe Government determines that Subject Device-2 is no longer necessary to retrieve and 
preserve the data on the device, and that Subject Device-2 is not subject to seizure pursuant to 
Federal Rule of Criminal Procedure 41(c), the Govemment will retum Subject Device-2, upon 
request. 

Additionally, review ofthe items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attomey-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 
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emails and text messages; download and run mobile telephone applications, including encrypted 

call and messaging application such as WhatsApp, Signal, and Dust; take, send, and receive 

pictures and videos; save and store notes and passwords; and store documents. 

c. The Subject Offenses 

5. For the reasons detailed below, I believe that there is probable cause to believe that 

the Subject Premises and Subject Devices contain evidence, _ fruits, and instrumentalities of 

violations of 18 l[S. C:-rrl 005~(falSe15ai:iK entriesJ;--rOr4-(fal~'-e--statements--to-a-fmancial--------------

institution), 1343 (wire fraud), and 1344 (bank fraud) (collectively, the "Bank Fraud Offenses"), 

52 U.S.C. §§ 30116(a)(1)(A) and 30l09(d)(1)(A)(1) (illegal campaign contributions) (the 

"Campaign Finance Offenses"), and 18 U.S.C. §§ 371 (conspiracy as it pertains to the other

Subject Offenses) (collectively, the "Subject Offenses"). 

D. Prior Applications 

6. The FBI and the United States Attorney's Office for the Southern District of New 

York ("USAO") have been investigating several courses of criminal conduct by Michael Cohen. 

Cohen is an attorney who currently holds himself out as the personal attorney for President Donald 

Trump, and who previously served for over a decade as an executive in the Trump Organization, 

an international conglomerate with real estate and other holdings. 

7. In connection with an investigation then being conducted by the Office of the 

Special Counsel ("SCO"), the FBI sought and obtained from the Honorable Beryl A. Howell, Chief 

United States District Judge for the District of Columbia, three search warrants for emails and 

other content information associated with two email accounts used by Cohen, and one search 

warrant for stored content associated with an iCloud account used by Cohen. Specifically: 

6 
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with all non-privileged content obtained pursuant to the Cohen iCloud Warrant.5 A filter team 

working with the SCO had previously reviewed the content produced pursuant to these warrants 

for privilege. 

9. On or about February 28, 2018, the USAO sought and obtained search warrants for 

emails in the Cohen Gmail Account and the Cohen MDCPC Account, among other accounts, sent 

or received between November 14,2017 and February 28,2018 (the "Third Cohen Gmail Warrant" 

----~- --

and the "Second Cohen .MDCPC Wariant"r~Tfie content proauce(q)iIrsuanttcnITesewarrants-is~~-~~-~--~~-~~~-~ 

subject to an ongoing review for privilege by an SDNY filter team.6 

10. The emails search warrants described above are referred to collectively as the 

"Cohen Email Warrants." 

11. On or about April 7, 2018, the USAO and FBI sought and obtained a warrant for 

prospective and historical cellphone location information for Subject Device-1 and Subject 

Device-2. On or about April 8, 2018, the USAO and FBI sought and obtained authority to employ 

an electronic technique, commonly known as a "triggerfish," to determine the location of Subject 

Device-1 and Subject Device-2. 

II. Probable Cause 

A. Overview 

12. The United States Attorney's Office for the Southern District of New York and FBI 

are investigating, among other things, schemes by Target Subject Michael Cohen (a) to defraud 

multiple banks from in or about 2016 up to and including the present, and (b) to make an illegal 

5 The SCO had previously provided a subset of this non-privileged content on or about February 
2,2018. 

6 On or about February 28, 2018 and April 7, 2018, the USAO and FBI sought and obtained Rule 
41 search warrants authorizing the search of emails and content obtained pursuant to previously 
issued warrants for additional subject offenses. 
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probable cause to believe that Cohen made this payment to Clifford for the purpose of influencing 

the presidential election, and therefore that the payment was an excessive in-kind contribution to 

the Trump campaign. 

15. Based on my review of em ails obtained from the Cohen Email Warrants, 

information obtained pursuant to the iCloud Warrant, and documents produced pursuant to 

subpoenas, as well as my review of public sources, I have learned that Cohen has used the Subject 

Premises to (a) receive documents-related to the transactioii-iiitended to relieve Cohenofliislaxl---------------

medallion debt, (b) receive documents and/or conduct meetings related to his consulting work, ( c) 

receive documents and/or conduct meetings relating to his finances and assets, some of which, as 

noted above and as detailed further herein, he has concealed from the bank:s in connection with the 

refinancing of his taxi medallion debt, (d) receive and send documents relating to his payment to 

Clifford, and (e) house and operate electronic devices that were utilized in connection with, among 

other things, the taxi medallion transaction, Cohen's consulting work, and his payment to Clifford. 

Specifically, as described below, Subject Premises-l likely contains evidence concerning Cohen's 

taxi medallion loans, his negotiations with bank:s, his personal finances, his consulting work, his 

tax returns, and his payment to Clifford, as well as electronic devices containing such evidence, 

all of which constitute or contain evidence of the Subject Offenses. Additionally, as described 

below, Subject Premises-2 likely contains evidence relating to Cohen's consulting work, his 

finances, and his payment to Clifford, as well as electronic devices containing such evidence. 

Subject Premises-3, as described below, likely contains evidence relating to Cohen's assets and 

finances, including assets that may not have been disclosed to banks in connection with the 

refinancing of Cohen's taxi medallion debt or documents relating to such assets, and documents 

or evidence related to Cohen's payment to Clifford. Subject Premises-4 likely contains electronic 

10 
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devices, including Subject Device-l and Subject Devite-2, which themselves contain evidence of 

the Subject Offenses, including concerning Cohen's taxi medallion loans, his negotiations with 

banks, his personal finances, his consulting work, his tax returns, and his payment to Clifford. 

Accordingly, and as set forth in more detail below, there is probable cause to believe that the 

Subject Premises and Subject Devices will include evidence of the Subject Offenses. 

B. Probable Cause Regarding Subjects' Commission of the Subject Offenses7 

-----------------Tlie BanlfFraudScneme ----- ------ ---------------- --- -----

(i) Cohen's Statements to Sterling National Bank 

16. As set forth in detail below, in 2014, Cohen, through LLCs controlled by him and 

his wife, Laura Cohen, entered into a series ofloans from Sterling National Bank ("Sterling") and 

the Melrose Credit Union ("Melrose"), secured by taxi medallions, for approximately $20 million. 

Though entered into by LLCs, the loans were also secured by personal guarantees in the names of 

both Cohen and his wife. Over time, as the taxi industry weakened and the medallions lost value, 

Cohen sought to renegotiate the terms of those loans and/or relieve himself from their obligations, 

including the personal guarantees. As part of that effort, Cohen made a series of representations 

to Sterling and Melrose about his net worth, assets~ available cash and income, among other things. 

Specifically, based on my review of records maintained by Sterling and Melrose, and public 

sources concerning the taxi industry and the value of taxi medallions, as well as my participation 

in interviews with a Sterling executive vice-president (the "Sterling Employee-I") and two other 

7 In the following recitation of probable cause, I frequently refer to phone calls or text messages 
involving Cohen. The text messages described herein as sent or received by Cohen were all sent 
or received from the telephone numbers associated with Subject Device-lor Subject Device-2. 
The vast majority of the phone calls described herein made or received by Cohen were made or 
received by the telephone numbers associated with Subject Device-l or Subject Device-2, although 
in certain limited instances Cohen used a landline or other phone. 

11 
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Sterling employees ("Sterling Employee-2" and "Sterling Employee-3"), I have learned, among 

other things, the following: 

a. Taxi medallions are small metal plaques affixed to taxis. Without a medallion, it 

is illegal to operate a taxi in cities with medallion systems, such as New York City. Cohen and his 

wife own multiple LLCs that collectively own 32 taxi medallions (each LLC owns two 

medallions).8 Cohen's purchase of these New York taxi medallions was originally financed by 

operator, and leased his medallions to a third party. That third party made monthly payments to 

Cohen, who in turn used some of those proceeds to make his monthly loan payments to Capital 

One. 

b. In early 2014, Cohen became a customer of Sterling when he sought to refinance a 

mortgage on a rental property'that he owned. In or around Apri12014, Cohen raised with Sterling 

the prospect of refinancing his taxi medallion loans, which were then at Capital One. By in or about 

September 2014, Cohen began negotiating a lending transaction with Sterling that would allow 

Cohen to pay offhis loans at Capital One and borrow more money from the then-increase in value 

of the medallions. According to Sterling Employee-I, in 2014, prior to the recent upheaval in the 

taxi industry-as a result of the emergence of ride-sharing services, such as Uber-taxi medallion 

loans were viewed by banks and investors as safe, short term credits, as the market value of taxi 

medallions was consistently rising. Consequently, taxi medallion loans-like the loans held by 

Cohen-were frequently refinanced at increasing amounts as the value of the medallions rose. 

According to Sterling Employee-I, borrowers typically cashed out the increase in the loan amount 

8 One of these companies, Mad Dog Cab Corp., was jointly owned by Sondra Cohen, who I 
believe is Cohen's mother. 
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and used the additional funds for other purposes. Cohen appears to have followed this approach in 

2014, when he agreed to refmance his medallion loans for approximately $22 million, which-

according to letters from Capital One in Sterling's files-was greater than his previous debt at 

Capital One Bank ($21 million, of which $14.6 million was a line of credit to Cohen). This allowed 

Cohen to cash out the proceeds from the transaction. 

c. Based on my reviey; of records maintained by Sterling, I have learned that on or 

-------about December 8, 20T4, eachofConen'ssixteenmxirneua:llion LLGrentereajfitb~lo-anagreements-- ---~------

and promissory notes with Steriing for the principal sum of $1,375,000, with repayment due on 

December 8, 2016. Each loan was signed by Michael or Laura Cohen, depending on who was the 

sole shareholder of the LLC. The address listed for each of the LLCs was the address for Subject 

Premises-I. The loans were also each secured by a security agreement, dated the same day, mal~ing 

the medallions collateral for the notes. To give Sterling additional security, Michael and Laura 

Cohen signed personal guarantees and confessions of judgment, giving Sterling the right to pursue 

collection against the Cohens' personal assets were their corporations to default under the loan 

agreements. The personal guaranty agreements stated that the LLCs had offices at the address for 

Subject Premises-I, and contained a notice provision that stated that any notices required by the 

agreements should be mailed to Subject Premises-I. In total, Sterling agreed to lend approximately 

$22 million to the Cohens' companies. 

d. Pursuant to participation agreements, Sterling transferred 45 percent of Cohen's 

taxi medallion debt to Melrose.9 

9 Melrose, which had a business principally focused on taxi medallion loans, is now in 
conservatorship by the National Credit Union Administration ("NCUA"). 
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e. In evaluating Cohen's requested refmancing of the taxi medallions, Sterling (and 

Melrose, consistent with its participation in the deal) conducted due diligence. At Sterling's 

request, Cohen provided Sterling with a statement of financial condition, dated August 1, 2014 

(the "August 2014 Financial Statement"), which indicated that Cohen had $100,740,000 in total 

assets, $23,550,000 in total liabilities, and a net worth of $77,190,000. 10 From my review of a 

Sterling credit memorandum, dated September 29, 2014, I know that Sterling viewed the 

projected to be positive, the value of the collateral (as estimated by Sterling) exceeded $42 million, 

and the net worth of Cohen-who was the direct obligor under the guarantee agreements-was 

over $77 million. An internal Sterling credit and risk rating analysis report, dated October 20, 

2014, recommended approval of the loans for substantially the same reasons. 

f. Based on my review of records maintained by Sterling and public sources, I have 

learned that over time, the collateral backing Cohen's loans (taxi medallions) lessened in value due 

to the rise in ride-sharing companies. Additionally, Cohen began falling behind on loan payments 

to Sterling and Melrose. I know from records maintained by Sterling and an interview with Sterling 

Employee-2 that, beginning in or around September 2015, Cohen told Sterling, in sum and 

substance, that the individual leasing Cohen's medallions had fallen behind in making payments to 

Cohen, and that as a result, the monthly cash flow from his taxi medallions had been reduced, 

leaving him with a shortfall of approximately $16,000 each month. For instance, I have reviewed 

an email from Sterling Employee-2, dated September 9,2015, summarizing a call with Cohen-

which according to the email and toll records for Cohen's cellphone occurred on September 8, 

10 Cohen subsequently provided Sterling with a revised statement of financial condition, also 
dated August 1, 2014, which reported assets of$99,420,000, total liabilities of $23,550,000, and a 
net worth of $75,870,000. 
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20 15--during which Cohen told Sterling Employee-2, in sum and substance, about his cash flow 

problems and a monthly shortfall of approximately $16,000. In that same email, Sterling 

Employee-2 commented that despite Cohen's statements, his personal financial information 

"indicate [ d] a strong ability to make up the difference in payments." Cohen, however, according 

to Sterling Employee-2, pushed the bank for a reduction in Cohen's monthly payments. 

g. From my review of records maintained by Sterling and my participation in an 

again oil September 28,2015, and that during the call Cohen stated, in sum and substance, that the 

individual to whom Cohen leases the medallions had again reduced monthly payments to Cohen. I 

know from my review of records maintained by Sterling that between in or about September 2015 

and November 2015, Sterling raised the possibility-both internally and with Cohen-of Cohen 

posting his real estate holdings, personal residence, or some other collateral as additional security 

for the banks,u According to these records, however, Cohen resisted these requests. From my 

review of loan documents and records maintained by Sterling, I lmow that in or about November 

2015, as a result of Cohen's representation that he was not earning sufficient returns on his 

medallions to cover monthly interest payments, Sterling and Melrose agreed to amend their loans 

with Cohen by, among other things, reducing the interest rate Cohen paid to Melrose and extending 

the loan maturity date to December 8, 2017. 

h. I lmow from intenriews with Sterling Employee-l and Sterling Employee-2, as well 

as emails I have reviewed, that in or about October 2016, Cohen told Sterling Employee-l that 

Cohen had a potential buyer of his taxi medallions, named Fred Weingarten, who would agree to 

11 Based on my review of property records, I know that on or about October 28, 2015, around 
the time period when Sterling raised the possibility of Cohen posting his personal residence-
Subject Premises-I-as collateral, Cohen transferred Subject Premises-l into a trust. . 
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~~~ --------------

Emp10yee-l emailed Cohen to request an "updated personal financial statement," completed 

jointly with Cohen's wife, and Cohen's most recent federal income tax return. On or about June 

8,2017, Cohen emailed Sterling Emp10yee-1 a Sterling personal fmancia1 statement form that had 

been filled out by hand, which referenced a statement of financial condition, dated May 1, 2017 

(the "May 2017 Financial Statement") that was also attached. The May 2017 Financial Statement 

included a cover letter from Cohen's accountant, Jeffrey Getze1, stating, in sum and substance, that 

~- -~--~--

the information in thestaiement came fr6m~Colien-ana tliarGetzefl1aCl nofConfirmea-its accuracy- u ----~--~ 

or completeness. The May 2017 Financial Statement stated that Cohen had total assets of 

$41,955,000, total liabilities of $39,130,000, and a net worth of $2,825,000. The May 2017 

Financial Statement indicated that Cohen's assets were comprised of $1,250,000 in cash, 

$26,155,000 in closely held companies (such as the taxi medallion entities and his real estate 

holdings), $3,200,000 in real estate investments, and his $11,000,000 personal residenceY 

k. Based on my review of reports of law enforcement interviews of Sterling 

Employee-I, I have learned that Sterling Emp10yee-l reviewed the May 2017 Financial Statement 

with Cohen to, among other things, verify its accuracy, and Sterling Emp10yee-l asked Cohen about 

specific line items on the financial statement, including the cash amount, value of medallions, and 

tota1liabilities. Cohen stated to Sterling Employee-I, in sum and substance, that the May 2017 

Financial Statement was accurate. 

1. On or about August 16, 2017, Sterling Emp10yee-l emailed Cohen and Allen 

Weingarten, attaching a non-binding term sheet memorializing the potential transaction between 

12 Based on my review of Cohen's financial statements, I know that the precipitous decline in 
assets from his 2014 fmancia1 statement to his 2017 financial statements can be explained 
primarily by reported depreciation in the value of Cohen's real estate assets and medallion 
investments. 
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$20,500,000. Cohen also suggested revised monthly interest payment amounts. The signature 

block on the email indicated that Cohen's address was the address for Subject Premises-2. On or 

about January 31, 2018, Sterling Employee-3 responded to Cohen and stated, in sum and 

substance, that Cohen would need to pay the entirety of the overdue payments and pay down the 

principal balance of the loan to $20,000,000 (in total, a payment of approximately $1,750,000), 

and would need to make larger monthly interest payments. 

~~~~u.~Qn-or~about~February-l-,--2018,CQhen-emailed-Ster1ing~Employee.,.3-and~propose(L-~"" 

"[p]ayment of $1.250m which ALL can be used to pay down principal, if [Sterling] will waive 

past due amounts," but stated "I do NOT have more than the $1.250m." (Emphasis in original.) 

Cohen also stated, in sum and substance, that he had insufficient financial resources to post 

additional collateral or pre-fund monthly payments. The signature block on the email indicated 

that Cohen's address was the address for Subject Premises-2. Based on my participation in an 

interview with Sterling Employee-3, I have learned that since January 30, 2018, Sterling has 

continued to renegotiate the medallion loans with Cohen based on Cohen's representations about 

his current financial position. In particular, according to Sterling Employee-3, Cohen and Sterling 

have an agreement in principal to restructure Cohen's loans based in part of Cohen's agreement to 

make a principal payment of approximately $750,000, to make a payment of $500,000 to become 

current on interest payments, and to post $192,000 in cash collateral for his future monthly 

payments on the loan. Cohen also agreed to pledge an interest he had in a property. Steiling 

Employee-3 has stated that had Cohen indicated he had more than $1,250,000 available to him, 

Sterling would have, among other things, negotiated for a larger reduction to the principal amount 

of the loan. 
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a. Cohen and his wife have been customers of First Republic since approximately 

June 2011. Cohen controls several checking and loan accounts at First Republic, some in his own 

name and others in the names of corporate entities. According to First Republic's know-your-

customer records on Cohen,17 his primary physical address is the address for Subject Premises-l. 

b .. On or about October 26, 2016, in Manhattan, New York, Cohen opened a new 

checking account at First Republic in the name of Essential Consultants LLC (the "Essential 

account opening documents, the primary address for Essential Consultants LLC was the address 

for Subject Premises-1. When Cohen opened the Essential Consultants Account, First Republic 

Employee-1 conducted an in-person interview of Cohen. In response to a series of know-your-

customer questions about the purpose of the account-the answers to which First Republic 

Employee-1 entered into a form 18-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, and all of his consulting clients would be domestic individuals based in the United States. 

Cohen also stated, in sum and substance, that his purpose in setting up the account was to keep the 

revenue from his consulting business-which he said was not his main source of income-separate 

from his personal finances. As set forth below, there is probable cause to believe that Cohen's 

statements about the intended purpose of the account and source of funds for the account were 

false. Specifically, as described below, the account was not intended to receive-and does not 

17 Certain fmancial institutions are required to conduct such procedures pursuant to the Bank 
Secrecy Act and its implementing regulations. See 31 U.S.C. § 5318; 31 C.F.R. § 1020.220. 

18 First Republic Employee-1 first filled out the form on the day he interviewed Cohen, October 
·26, 2016. On or about December 19, 2016, at the request of bank compliance personnel, First 
Republic Employee-1 updated the form to add more detail about Cohen's statements. 
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appear to have received-money in connection with real estate consulting work; in addition, the 

account has received substantial payments from foreign sources. 

c. I know from my review of First Republic bank records that were scheduled by an 

FBI forensic accountant that after Cohen opened the Essential Consultants Account, Cohen 

received payments into that account from foreign businesses and entities that do not reflect the 

stated client profile for the residential and commercial real-estate consulting services. Specifically, 

--- ------------

from my review of the Essential Consultants Account scneaufe- and puBlic sources, I-larowthe---~--

following; 

i. Beginning on or about January 31,2017, Cohen began receiving monthly 

payments of $83,333 into the Essential Consultants Account from an entity called Columbus Nova 

LLC. According to public sources, Columbus Nova is an investment management firm controlled 

by Renova Group, an industrial holding company based in Zurich, Switzerland that is controlled 

by Russian national Viktor Vekselberg. From January 2017 to August 2017, the Essential 

Consultants Account received seven payments totaling $583,332.98 from Columbus Nova LLC. 

ii. Beginning on or about April 5, 2017, the Essential Consultants Account 

began receiving payments from Novartis Investments, SARL, which I believe to be the in-house 

financial subsidiary of the Swiss pharmaceutical company Novartis International AG (''Novartis''). 

Between April 2017 and February 2018, the Essential Consultants Account received eleven wire 

payments from a Swiss bank account held in the name of Nov artis, each in the amount of $99,980, 

for a total of $1,099,780. 

iii. Beginning in or about April 2017, the Essential Consultants Account started 

receiving wire payments from a bank account associated with the telecommunications company 

AT&T Inc. ("AT&T"). Specifically, on or about April 14, 2017, AT&T sent $100,000 to the 
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Essential Consultants Account and, from in or about June 2017 to in or about January 2018, the 

Essential Consultants Account received ten $50,000 payments from AT&T. In total, AT&T sent 

$600,000 to the Essential Consultants Account. 

iv. On or about May 10,2017, June 9, 2017, July 10,2017, and November 27, 

2017, the Essential Consultants Account received four deposits in the amount $150,000 (totaling 

$600,000) from a bank account in South Korea. The account holder from which the money was 

,--------- sent-is-Korea-Aerospace-Industries-Ltd.-(-"-KAI"). KAlcis- a-South-Korea-based_compan)UhaL __ _ 

produces and sells fixed-wing aircraft, helicopter aircraft, and satellites to the United States 

Department of Defense, among other customers. 

v. On or about May 22, 2017, the Essential Consultants Account received a 

$150,000 deposit from an account at Kazkommertsbank, a Kazakhstani bank. The listed account 

holder at Kazkommertsbank was a second Kazakhstani bank named BTA Bank, AO. A message 

accompanying the wire payment indicated that the payment was a "monthly consulting fee as per 

Inv BTA-101 DD May 10, 2017 consulting agreement WIN DD 08 05 2017 CNTR WINDD 

08/05/2017." 

v!. In total, from on or about January 31, 2017 to on or about February 1,2018, 

the Essential Consultants Account received approximately $3,033,112.98 in transfers and checks 

from the aforementioned entities. As of on or about January 10,2018, the balance in the Essential 

Consultants Account was $1,369,474.23. Cohen's withdrawals from the Essential Consultants 

account reveal that it was used for largely personal purposes, including to pay, among other things, 

American Express bills and fees from "the Core Club," a private social club in New York. 

d. On or about April 4, 2017, Cohen opened another new checking account at First 

Republic, this one in the name of Michael D. Cohen & Associates, P.C. (the "MDC&A Account"). 
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($1,200,000.00) US Dollars," disbursed through eight $150,000 installments between May 2017 

and December 2017. I have also reviewed invoices in amounts of $150,000 that Cohen emailed 

to an individual whom I believe is affiliated with KAI. At the top of the invoices the address listed 

for Essential Consultants is the address for Subject Premises-2. 

b. On or about May 8,2017, Cohen sent an email to an individual whom I believe is 

affiliated with BTA Bank. The signature block on Cohen's email1isted "Essential Consultants 

--------. ---LLC"-;'ild "MichaeT.I5~Cohen & Assoc-iates, PC" an<rproviaeCf1lie adCliess-for Su.ojecrPremises---

2. In the email, Cohen attached a document purporting to be a "Consulting Agreement" between 

B TA Bank and Essential Consultants dated as of about May 8, 2017. The agreement indicates that 

Essential Consultants had the address of Subject Premises-2. The document indicates that 

Essential Consultants would render "consulting and advisory services" to BTA Bank, and that 

BTA Bank would pay Essential Consultants "a consulting fee of One Million Eight Hundred 

Thousand ($1,800,000.00) US Dollars," disbursed through monthly payments of $150,000. On or 

about May 10,2017, Cohen sent an email to an employee ofBTA Bank, and attached to the email 

an invoice to BTA Bank in the name of Essential Consultants, with the address of Subject Premises-

2. The invoice contemplated a $150,000 payment to Essential Consultants for a "monthly 

consulting fee." 

c. On or about January 23, 2017, Cohen appears to have entered into a consulting 

agreement with AT&T, which contemplates that Essential Consultants "shall render consulting and 

advisory services to [AT&T]" and that AT&T would "advise [Essential Consultants] of those issues 

and matters with respect to which AT&T Services desires [Essential Consultants]' s assistance and 

advice." The agreement indicates that Essential Consultants had the address of Subject Premises-

1. The contract calls for AT&T "to pay the Consultant for his services ... a consulting fee of Fifty 
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Thousand ($50,000) Dollars ... per month." Based on my review of reports of interviews with 

AT&T employees, I have learned that AT&T retained Cohen to consult on political issues, 

including net neutrality, the merger between AT&T and Time Warner, and tax reform. 

d. On or about March 1,2017, Cohen appears to have entered into a contract between 

N ovartis and Essential Consultants, which provides that Essential Consultants will "provide 

consulting and advisory services to N ovartis on matters that relate to the repeal and replacement of 

---~~~~-~-----th@--Affordable-Qaf(~-AGt~~-in-th€--US-and-any-oth€r-issues~.~~mutuaUy-agreeable--to--[Essential---------~~--~-~-~ .. -. 

Consultants] and Novartis." The contract provides for a "consulting fee of One Million Two 

Hundred Thousand ($1,200,000) US dollars," to be paid to Essential Consultants in equal monthly 

installments over the course of a year. Based on my review of reports of interviews with Novartis 

employees, I have learned that Novartis retained Cohen to provide political consulting services and 

to gain access to relevant policymakers in the Trump Administration. 

e. In or about February 2017, Cohen began negotiating the terms of a "strategic 

alliance" with Squire Patton Boggs. On or about March 4, 2017, Squire Patton Boggs emailed 

Cohen a "strategic alliance agreement." Under the terms of the agreement, Cohen agreed to 

generate business for the law firm, and Squire Patton Boggs agreed to pay to Cohen "an annual 

strategic alliance fee of $500,000, payable in twelve (12) equal monthly installments." Squire 

Patton Boggs also agreed to provide Cohen with "dedicated and segregated office space in [Squire 

Patton Boggs's] New York and Washington D.C. offices, which office space shall be physically 

separate from [Squire Patton Boggs's] offices and have locked doors and its own locked file 

cabinets." On or about April 3, 2017, Squire Patton Boggs announced on its website that is had 

formed a "strategic alliance" with Michael D. Cohen & Associates and would "jointly represent 

clients." 
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2017 Financial Statement that Cohen provided to Sterling that Cohen represented that he had 

$1,250,000 in cash as of September 30, 2017. I also know that on or about January 30, 2018, in a 

. telephone call with Sterling Employee-3, and on February 1, 2018, in an email to Sterling 

Employee-3, Cohen represented that he did not have more than $1,250,000 in cash. But, from my 

review of a summary of bank records that were scheduled by forensic accountants, I have learned 

that Cohen had approximately $5,000,000 in cash and cash equivalents as of September 30,2017. 

------- ------Additionany,~as-of-FeEruary-l~20T8~Colien-mlda:pproximately$6~000;000-in--cash-and-cash--· 

equivalents. Specifically, from my review of the account schedule and bank records, I have learned 

the following: 

a. Cohen has three checking and/or savings accounts at Capital One Bank, one of 

which is in his wife's name. As of September 30, 2017, Cohen had $1,105,680.35 in his savings 

account, and $1,262,982.29 in total in the three accounts at Capital One Bank. As of February 1, 

2018, Cohen had a total of $1,389,245.78 in these accounts. 

b. Cohen has three accounts at Morgan Stanley in his name. As of September 30, 

2017, the combined total in cash and cash equivalents in those three accounts was $1,270,600.41. 

As of February 1, 2018, Cohen had $1,284.996.13 in these accounts. 

c. As of September 30, 2017, Cohen had $260,689.18 in an account at Signature Bank. 

As of February 1,2018, Cohen had $261,517.55 in this account. 

d. In addition to the Essential Consultants Account and MDC&A Account at First 

Republic, Cohen also had two joint checking accounts with Laura Cohen at First RepUblic. In total, 

as of September 30, 2017, Cohen had at least $1,876,209.27 in total in his four accounts at First 

Republic. As of February 1,2018, Cohen had $3,332,992.95 in these accounts. 
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an excessive in-kind contribution to the presidential election campaign of then-candidate Donald 

Trump in the form of a $130,000 payment to Stephanie Clifford, an individual who was rumored 

to have had an extramarital affair with Trump, in exchange for her agreement not to disclose that 

alleged affair. As set forth below, there is probable cause to believe that this payment was intended 

to keep Clifford from making public statements about the rumored affair on the eve of the 2016 

presidential election, and thus constitutes a campaign contribution in excess of the applicable limit. 

"-----""-30~-From my reviewof pu151ic s6urces;-r-have-tearne-dthe-fanowing:----~" "---------"---""-

a. In or around October 2011, there were rumors published on the gossip websites 

TheDirty. com that Trump had had an extramarital affair with Clifford, an adult film actress whose 

screen name is Stormy Daniels, in or around July 2006. In or about October 2011, Life & Style 

Magazine, a tabloid sold in supermarkets, also published an article, based on the report in 

TheDirty. com, alleging an affair had occurred between Trump and Clifford. Both Trump and 

Clifford, through their representatives, issued denials in response to the articles. 

b. Specifically, on or about October 11,2011, Keith Davidson, who identified himself 

as Clifford's attorney, sent a cease and desist letter to TheDirty.com, demanding that the article 

regarding Trump and Clifford be removed from the website. Additionally, on or about October 

12, 2011, Cohen, who was then Executive Vice-President and Special Counsel to the Trump 

Organization, stated to E! News that "[t]he totally untrue and ridiculous story ... emanated from 

a sleazy and disgusting website .... The Trump Organization and Donald 1. Trump will be bringing 

a lawsuit ... [and] Mr. Trump and the Trump Organization would like to thank and commend 

Stormy Daniels and her attorneys for their honesty and swift actions." 

31. On or about June 16, 2015, Trump formally launched his 2016 presidential 

campaign. On or about May 4, 2016, Trump became the presumptive Republican Party nominee 
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for president, and on July 19,2016, Trump officially became the nominee. Based on my review 

of public sources, I have learned that while it does not appear that Cohen had an official title as 

part of the Trump campaign, on multiple occasions Cohen made public statements on behalf of 

Trump or his campaign. For instance, on or about August 18, 2016, Cohen appeared on CNN to 

defend Trump's polling numbers. 

32. On or about October 7, 2016, The Washington Post published online a video and 

--- ------c----accompany:ing- audio in-which-Trump-referred-to-women-in-what-the-article-describeQas--"vulgar ___ ~ __ ~ ___ .. 

terms" in a 2005 conversation with Billy Bush, who w~s then the host of Access Hollywood. The 

following day, on October 8, 2016, Trump appeared in a video in which he stated, among other 

things, "I've said and done things I regret and words released today on this more than a decade old 

video are one of them. Anyone who knows me knows these words don't reflect who I am. I said 

it. I was wrong and I apologize." Based on my review of public sources, I also know that 

representatives of the Trump Campaign stated, in sum and substance, that the Access Hollywood 

comment was an old and isolated incident. 

33. Based on my review of public sources, including an article published in Slate 

magazine by a reporter who interviewed Clifford, I have learned that around this same time, in or 

about October 2016, Clifford was in discussions with ABC's Good Morning America show and 

Slate magazine, among other media sources, to provide these media outlets with her statement 

about her alleged relationship with Trump. According to the article in Slate, which the author 

based on conversations with Clifford over the telephone and by text message, Clifford wanted to 

be paid for her story or be paid by Trump not to disclose her accusation. As Cohen summarized 

in a 2018 email obtained pursuant to the Cohen Email Warrants: "In October 2016, I was contacted 
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by counsel for Ms. Clifford stating that news outlets, including ABC News, were pursuing the 2011 

story of an alleged affair between Mr. Trump and Ms. Clifford." 

34. From my review of telephone toll records25 and information produced pursuant to 

the i Cloud Warrant and Cohen Email Warrants, I have learned that in the days following the Access 

Hollywood video, Cohen exchanged a series of calls, text messages, and emails with Keith 

Davidson, who was then Clifford's attorney, David Pecker and Dy Ian Howard of American Media, 

-----Inc-:-("AMI~');-the~publisher-ofthe-'-National-Enquirer;26'Trump,and~Hope Hicks,who-was~then~---- --- ----- ____ c 

press secretary for Trump's presidential campaign. Based on thy timing of these calls, and the 

content of the text messages and emails, I believe that at least some of these communications 

concerned the need to prevent Clifford from going public, particularly in the wake of the Access 

Hollywood story. In particular, I have learned the following: -

a. On October 8, 2016, at approximately 7:20 p.m., Cohen received a call from Hicks. 

Sixteen seconds into the call, Trump joined the call, and the call continued for over four minutes.27 

Based on the toll records that the USAO has obtained to date, I believe that this was the first call 

25 My attribution of certain telephone numbers to certain individuals as described in this 
affidavit is based on my review of the vCard (virtual contact file) and text messages obtained from 
Cohen's telephone pursuant to the iClou4 Warrant. 

26 Pecker is President of AMi and, according to his own statements in public reports, a personal 
friend of Trump. Howard is the chief content officer of AMI, who according to public records 
reports directly to Pecker. 

27 I believe that Trump joined the call between Cohen and Hicks based on my review of toll 
records. Specifically, I know that a call was initiated between Cohen's telephone number and 
Tnunp's telephone number at the same time the records indicate that Cohen was talking to Hicks. 
After the Cohen-Trump call was initiated, it lasted the same period of time as the Cohen-Hicks 
call. Additionally, the toll records indicate a "-I" and then Trump's telephone number, which, 
based on my training and experience, means that the call was either transferred to Trump, or that 
Trump was added to the call as a conference or three-way call participant. In addition, based on 
my conversations with an FBI agent who has interviewed Hicks, I have learned that Hicks stated, 
in substance, that to the best of her recollection, she did not learn about the allegations made by 
Clifford until early November 2016. Hicks was not specifically asked about this three-way call. 
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Cohen had received or made to Hicks in at least multiple weeks, and that Cohen and Trump spoke 

about once a month prior to this date - specifically, prior to this call on October 8, 2016, Cohen 

and Trump had spoken once in May, once in June, once in July, zero times in August, and twice 

in September. 

b. Approximately ten minutes after the call ended, Hicks and Cohen spoke again for 

about two minutes. 

-----------~-----c. -Air r:3 9 -p.m~, immediafeiY"affer llie -seconacallwitli-Hicks-ende-d;-eohen-called-~---~ ----

David Peeker (as noted above, the President of American Media Inc., or AMI) and they connected 

for thirty seconds. Approximately four minutes later, Cohen called Peeker again and they spoke 

for more than a minute. Three minutes after ending his call with Peeker, Cohen received a call 

from Dylan Howard (as noted above, the Chief Content Officer of AMI), and they spoke for 

approximately a minute. According to toll records, it does not appear that Cohen and Howard 

spoke regularly prior to October 8,2016, as it had been over a month since they had called each 

other. 

d. At 7:56 p.m., approximately eight minutes after his call with Howard ended, Cohen 

called Hicks and they connected for two minutes. At approximately the same time this call ended, 

Cohen received a call from Peeker, and they spoke for about two minutes. At 8:03 p.m., about 

three minutes after ending his call with Peeker, Cohen called Trump, and they spoke for nearly 

eight minutes. 

e. At 8:39 p.m. and 8:57 p.m., Cohen received calls from Howard and spoke to him 

for about four and six minutes, respectively. At 9:13 p.m., about ten minutes after Cohen and 

Howard hung up from the second of these calls, Howard sent Cohen a text message that said: 

"Keith will do it. Let's reconvene tomorrow." Based on my involvement in this investigation, I 
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believe that when Howard wrote "Keith," he was referring to Keith Davidson, the attorney for 

Stephanie Clifford. At 3:31 a.m., now on October 9, 2016, Cohen sent Howard a text message in 

response that said: "Thank you." Eight minutes later, Cohen sent Howard a text message that said: 

"Resolution Consultants LLC. is the name of the entity I formed a week ago. Whenever you wake, 

please call my cell." 

f. The following day, on October 10,2016, at 10:58 a.m., Howard sent a text message 

~----- -----~ 

to Cohen and Davidson, which stated:"IZeiffi.7MiCliaeT:connecting you15otl::i:ifiregarcls~to~that~-~ -~-------~~~> 

business opportunity. Spoke to the client this AM and they're confirmed to proc~ed with the 

opportunity. Thanks. Dylan. Over to you two." At 12:25 p.m., Davidson sent Cohen a text message 

that stated: "Michael- if we are ever going to close this deal- In my opinion, it needs to be today. 

Keith." Davidson and Cohen then spoke by phone for about three minutes. Based on my 

participation in this investigation, I believe that when Howard wrote that the "client" was 

"confirmed to proceed with the opportunity," he was referring to Clifford's agreement in principle 

to accept money from Cohen in exchange for her agreement not to discuss any prior affair with 

then-candidate Trump.28 

g. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that on or about October 10, 2016, Clifford and Davidson appear to have signed a "side letter 

agreement" that stated it was an exhibit to a "confidential settlement agreement and mutual 

release" between "Peggy Peterson" and "David Dennison." The> purpose of the document, 

28 As set forth below, AMI was also involved in a payment to model Karen McDougal. 
However, because these communications were in close temporal proximity to the events involving 
the negotiation of a payment to Clifford, the execution of the agreement with Clifford, and the 
payment of money to Clifford, I believe that these communications were related to Clifford. 
Additionally, based on my review of public statements by McDougal, I have learned that she 
negotiated an agreement with AMI several months prior to these> communications between Cohen 
and Pecker, Howard, and Davidson. 
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according to the agreement, was to defme the "true name and identity" of persons named by 

pseudonym in "confidential settlement agreement and mutual release." The side letter agreement 

specifies the identity of "Peggy Peterson" to be Clifford, but the space for "Dennison's" identity 

is blank. The agreement also includes a signature page for "Peterson," "Dennison," and their 

attorneys. The signature page is signed by "Peterson" and his attorney, Davidson, but the 

document is unsigned by "Dennison" and his attorney. Based on my involvement in this 

investigation,lb~lieve that David~9_1!_~gLCohen this partially-siglled ~§ide Jetter ag~~em~!lt" in ___ ~ ________ _ 

order to facilitate the closing of a deal between Davidson's client and Cohen or his client on 

October 10,2016. 

35. It appears that on October 13,2016, and the days that followed, Cohen took steps 

to complete a transaction with Davidson, including attempting to open an account from which 

Cohen could transfer funds to Davidson. Specifically, from my review oftoll records, information 

obtained pursuant to the iCloud Warrant and Cohen Email Warrants, records maintained by First 

Republic, as well as my participation in interviews with First Republic employees, I have learned 

the following: 

a. On the morning of October 13,2016, at 8:54 a.m., Cohen sent Peeker a text message 

that stated: "I need to talk to you." At 9:06 a.m., Peeker sent a text message to Cohen that stated, 

"I called please call me back." The tolls between Cohen and Peeker do not show a telephone call 

between 8:54 a.m. and 9:06 a.m. However, based on my review of text messages, I have learned 

that Cohen and Peeker communicate with each other over Signal, which is an encrypted 

communications cellphone application that allows users to send encrypted text messages and make 

encrypted calls. 
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b. At 9:23 a.m., Cohen sent an email that stated "call me" to First Republic Employee-

2. The email attached documents from the Secretary of State of Delaware indicating that Cohen 

had formed a limited liability company called "Resolution Consultants LLC" on September 30, 

2016. As noted above, "Resolution Consultants" is the name of the entity that Cohen had told 

Howard he had formed recently after Howard said Davidson would "do it." At 10:44 a.m., Cohen 

called First Republic Employee-2 and told him, in sum and substance, that he needed an account 

_.- -----~--in-the-name_of--"Resolution-Consultants~openedimmediatelJ,-and-thathe.didnoLwantan-address .. ___________ . __ ._c- .. _._, 

on the checks written out of the account. Later that day, another employee at First Republic 

emailed Cohen account opening paperwork to complete. Cohen returned the account opening 

documents partially completed, but failed to provide a copy of his driver's license or passport, and 

did not respond to the employee's question of how he wanted to fund the account. As a result, the 

account was never opened. 

c. On October 17, 2016, Cohen incorporated Essential Consultants LLC in Delaware. 

That same day, he filed paperwork to dissolve Resolution Consultants LLC. 

36. Despite these steps taken by Cohen, it appears that the negotiation between Cohen 

and Davidson was not progressing sufficiently fast enough for Davidson or his client, Clifford, 

and they threatened to go public with Clifford's allegations just days before the presidential 

election. Specifically, based on my review of toll records, information obtained pursuant to the 

iCloud Warrant, and public sources, I know the following: 

a. According to an article in The Washington Post, which quoted emails sent from 

Cohen's email account hosted by the Trump Organization, on October 17,2016, Davidson emailed 

Cohen and threatened to cancel the aforementioned "settlement agreement" by the end of the day 
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if Cohen did not complete the transaction.29 According to the article, Davidson sent Cohen a 

second email later in the day that stated in part, "Please be advised that my client deems her 

settlement agreement canceled and void." At 4:00 p.m. that day, Cohen called Davidson and they 

spoke for over five minutes. 

b. Cohen's 4:00 p.m. call with Davidson and/or Davidson's threats to cancel the 

"settlement agreement" appear to have touched off a flurry of communications about the settlement 

1. At 4:43 p.m., Howard sent Cohen a text message that stated: "I'm told 

they're going with DailyMail. Are you aware?" One minute later, Cohen responded: "Call me." 

Based on my involvement in this investigation, I understand Howard's text to mean that he heard 

that Clifford was going to take her story of an extramarital affair with Trump to the Daily Mail, a 

tabloid newspaper. 

ii. At 4:45 p.m., Howard called Cohen and they spoke for over two minutes. 

Moments later, Davidson and Cohen spoke for about two minutes. 

iii. At 5:03 p.m., Cohen attempted to call Trump, but the call only lasted eight 

seconds. This was Cohen's first call after he spoke with Davidson. 

IV. At 5:25 p.m., Cohen texted Howard, stating: "Wel1???" 

v. At 6:44 p.m., Howard responded to Cohen's text, stating: "Not taking my 

calls." Cohen responded one minute later: "You're kidding. Who are you trying to reach?" 

Howard responded one minute later: "The 'agent.'" Based on my involvement in this 

29 Due to the partially covert nature of the investigation to this date, the USAO has not requested 
documents from the Trump Organization or Davidson, and thus does not possess the email 
referenced in this article. 
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investigation, I understand Howard's text messages to mean that he attempted to contact Davidson 

about the matter involving Clifford, but that Davidson was not taking Howard's calls. 

VI. At 6:49 p.m., Cohen called Howard and they spoke for nearly four minutes. 

c. The following day, on October 18, 2016, TheSmokingGun.com, a website that 

publishes legal documents and mugshots, published an article called: "Donald Trump and the Porn 

Superstar," which alleged that Trump had an extramarital affair with Clifford.. However, the 

article noted that Clifford had declined to comment. 
~~~-.-- ... -~.-.---.. ----.---~---~-- ... -------- -----~---.-----.---.----------.. -.-----.~ 

37. On or about October 25, 2016, the communications between Cohen, Davidson, 

Howard and Pecker picked up again, apparently concerning a transaction involving Clifford. 

Specifically, based on my review of toll records, information obtained pursuant to the Cohen Email 

Warrants and iCloud Warrant, as well as my review of public sources, I have learned the following: 

a. On October 25, 2016, at 6:09 p.m., Howard sent Cohen a text message stating: 

"Keith calling you urgently. We have to coordinate something on the matter he's calling you about 

or its [sic] could look awfully bad for everyone." One minute later, Davidson sent Cohen a text 

message stating "Call me." Cohen and Davidson called each other several times over the next half 

hour but appear not to have connected. At 6:42 p.m., Cohen and Davidson spoke for about eight 

minutes. At 7:11 p.m., they spoke for another two minutes. 

b. The next morning, on or about October 26,2016, at 8:26 a.m., Cohen called Trump 

and spoke to him for approximately three minutes. At 8:34 a.m., Cohen called Trump again and 

connected for a minute and a half. 

c. At approximately 9:04 a.m.-less than thirty minutes after speaking with Trump-

Cohen sent two emails to the person who had incorporated Resolution Consultants and Essential 

Consultants for him, and stated "can you send me asap the filing receipt" and then, in the second 

47 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 150 of 269

email, "for Essential Consultants LLC." That person responded with the filing receipt two minutes 

later at 9:06 a.m. and with the certification of formation 23 minutes later, at 9:27 a.m. 

d. Shortly after that, Cohen contacted First Republic Employee-2 and told him, in sum 

and substance, that he decided not to open an account in the name of "Resolution Consulting" and 

instead would be opening a real estate consulting company in the name of "Essential Consultants." 

Cohen told First Republic Employee-2 that he was at Trump Tower, and wanted to go to a First 

Republic Employee-I, a preferred banker at that branch, assist Cohen. At 11:00 a.m., First 

Republic Employee-l called Cohen. I know from my participation in an interview with First 

Republic Employee-I, that around the time of the call he went to Cohen's office in Trump Tower-

on the same floor as the Trump Organization-and went through account opening questions, 

including know your customer questions, with Cohen. In response to a series of know-your-

customer questions about the purpose of the account-the answers to which First Republic 

Employee-l entered into a form-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, and all of his consulting clients would be domestic individuals based in the United States. 

Based, on my review of records obtained from First Republic, it appears that this account (the 

''Essential Consultants Account") was created at a time between 11 :00 a.m. and 1 :00 p.m. 

e. At 1:47 p.m., Cohen called Davidson and they spoke for approximately two 

minutes. At approximately 1 :49 p.m., Davidson emailed Cohen wiring instructions for an attorney 

client trust account at City National Banle. 

f. After the Essential Consultants Account was opened on October 26, 2016, Cohen 

transferred $131,000 from a home equity line of credit that Cohen had at First Republic to the 
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Essential Consultants Account. Following the transfer, at approximately 4: 15 p.m. on October 26, 

2016, First Republic Employee-2's assistant emailed Cohen at his Trump Organization email 

address to tell him that the funds had been deposited into the Essential Consultants Account. 

Cohen forwarded that email to the Cohen Gruail Account and then forwarded it to Davidson. 

g. At 6:37 p.m., Cohen asked Pecker by text message, "Can we speak? Important." 

Cohen called Pecker at 6:49 p.m. and connected for thirty seconds. At 6:57 p.m., Cohen sent 

and connected for about thirty seconds. At 7:06 p.m., Cohen called Pecker again and they spoke 

for nearly thirteen minutes. At 7:24 p.m., Howard sent a text message to Cohen that: "He said 

he'd call me back in 20 minutes. I told him what you are asking for his [sic] reasonable. I'll get 

it sorted." Approximately an hour later, at 8:23 p.m., Howard told Cohen by text message to 

"check your Gruail for email from my private account." In an email sent at 8:23 p.m. by Howard 

to Cohen and Davidson, with the subject line "Confirmation," Howard stated, "Thank you both 

for chatting with me earlier. Confirming agreement on: - Executed agreement, hand-signed by 

Keith's client and returned via overnight or same-day FedEx to Michael, - Change of agreement 

to reflect the correct LLC, - Transfer of funds on Thursday AM to be held in escrow until receipt 

of agreement." After receiving that email, at approximately 8:27 p.m., Cohen asked Howard by 

text message, "Can you and David [pecker] give me a call." Howard promptly responded: "David 

is not around I think. I'll call." At 8:28 p.m., Howard called Cohen and they spoke for three 

minutes. 

38. On October 27, 2016, Cohen made a payment to Davidson of $130,000-with the 

funds intended for Clifford-for the purpose of securing her ongoing silence with respect to the 

allegations that she had an extramarital affair with Trump. Specifically, based on my review of 
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toll records, bank records, and information obtained pursuant to the iCloud Warrant and Cohen 

Email Warrants, I have learned the following: 

a. At 9:47 a.m., Cohen sent Davidson an email, stating: "Keith, kindly confirm that 

the wire received today, October 27,2016 shall be held by you in your attorney's trust account 

until such time as directed for release by me, in writing. Additionally, please ensure that all 

paperwork contains the correct name of Essential Consultants LLC. I thank you in advance for 

. your-assIstance and-fQok forward-tonearing from you later:" 

b. At approximately 10:01 a.m., according to records provided by First Republic 

Bank, Cohen completed paperwork to wire $130,000 from the Essential Consultants Account

which had been funded a day prior from Cohen's home equity line of credit-to the attorney client 

trust account at City National Bank that Davidson had specified in the wiring instructions he sent 

to Cohen. The wire transfer was made shortly thereafter. 

c. At 10:02 a.m., Davidson responded to Cohen's email from 9:47 a.m., stating: "I 

confirm that I will work in good faith & that no funds shall be disbursed unless & until the plaintiff 

personally signs all necessary settlement paperwork, (the form of which will match the prior 

agreement). The settlement docs will name the correct corporation, (Essential Consultants LLC). 

Plaintiff s signature will be notarized and returned to you via FedEx. Only after you receive F edEx 

will I disburse. Fair?" 

d. At 10:50 a.m., First Republic Employee-l sent Cohen an email confirming that the 

payment had been sent and providing him with the wire number. 

39. On October 28, 2016, and the days that followed, Cohen finalized the transaction 

with Davidson. Specifically, based on my review of toll records, information obtained pursuant 

to the iCloud Warrant, public sources, and bank records, I know the following: 
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a. On October 28, 2016, at 11 :48 a.m., Cohen spoke to Trump for approximately five 

minutes. Beginning at 1 :21 p.m., Cohen attempted a series of phone calls to Davidson, Pecker, 

and Howard throughout the day, although it appears he may only have connected with Howard. 

b. Later that day, at approximately 7:01 p.m., Davidson stated to Cohen by text 

message that "all is AOK. I should have signed, notarized docs on Monday. You should have 

them on Tuesday." Cohen thanked him and said "I hope we are good." Davidson responded, "I 

assure you. We are very good." Howard al~()texted Cohen at 7:08 p.m., "Keith [DavidsonJ~ay~ ____ ~~ _____ ,_ 

we are good." Cohen then responded "OK" to Howard and "Excellent" to Davidson. At 

approximately 10:30 p.m., Cohen spoke to Hicks for three minutes. 

c. On October 31,2016, Cohen called Howard at 8:22 p.m. and they spoke for over 

three minutes. At 8:32 p.m., Cohen received text messages from both Howard and Davidson. 

Howard said: "You'll have paperwork tomorrow says KD." Davidson said: "We are AOK. You 

will be receiving a package tomorrow." Cohen responded "thank you" to Howard and "Thanks 

Keith. Will call you then" to Davidson. From my involvement in this investigation, I believe 

Davidson was referring to a signed nondisclosure agreement when he told Cohen that he would 

receive a package. 

d. Based on my review of court filings that became public in 2018, I have learned that 

on or about October 28, 2016, "EC, LLC and/or David Dennison" entered into a "confidential 

settlement agreement and mutual release" with "Peggy Peterson," pursuant to which "Peterson" 

agreed not to disclose certain "confidential information pertaining to [Dennison]" in exchange for 

$130,000. The agreement provided that "EC, LLC" would wire the funds to "Peterson's" attorney, 

who would then transfer funds to "Peterson." Cohen signed the agreement on behalf of "EC, 

51 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 154 of 269

LLC." The agreement stated that the address for "EC, LLC," which was later referred to in the 

agreement as "Essential Consultants, LLC," was Cohen's residence. 

e. Consistent with the "confidential settlement agreement and mutual release," on or 

about November 1, 2016, Davidson transferred $96,645 from his attorney client trust account at 

City National Bank to a bank account in Clifford's name. The wire had the annotation "net 

settlement." On the same day, at approximately 9:48 a.m. Davidson sent Cohen a text message 

with a picture of a F edEx dcliveryconfrrmation, statinirtliarat approxifu-ately 9:09-a~m:-a-paGkage~--

shipped by Davidson the previous day had arrived for Cohen at his Trump Organization 

address. On the same day, at approximately 6:14 p.m., Davidson sent Cohen an email with an 

audio file attached and said "Give this a lesson [sic] and then call me." The audio attachment was 

titled "Stormy.mp3" and was a five-minute recording of Davidson interviewing Clifford about 

recent public allegations made by an adult film star named Jessica Drake regarding her alleged 

past affair with Trump; in the recording, Clifford explained the reasons she believed that Drake 

was not credible. Less than an hour later,at approximately 7:05 p.m., Cohen called Trump, but it 

appears that they did not connect. Cohen then called a telephone number belonging to Kellyanne 

Conway, who at the time was Trump's campaign manager. They did not connect. At 

approximately 7:44 p.m., however, Cohen received a return call from Conway, which lasted for 

approximately six minutes. 

40. On November 4,2016, justthree days after the Clifford transaction was completed 

and just four days before the presidential election, the Wall Street Journal published an article 

alleging that the National Enquirer had "Shielded Donald Trump" from allegations by Playboy 

model Karen McDougal that she and Trump had an affair. The article alleged that AMI had agreed 

to pay McDougal to bury her story. McDougal, like Clifford, had been represented by Davidson. 
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Based on my review oftoll records, information obtained pursuant to the Cohen Email Warrants 

and iCloud Warrant, and public sources, it appears that Cohen spoke frequently to Davidson, 

Howard, Pecker, and Hicks around the time of this article's publication-just days before Election 

Day-about the importance of preventing the McDougal and Clifford stories from gaining national 

traction. Specifically, I ~ave learned the following: 

a. Between 4:30 and 8:00 p.m. on November 4, Cohen communicated several times 

with Howard, Peeker and Davids~~F or lllstan~e, a! approximately :':~4JJ:J.m., CoheE sent HO"\,'l~~<!~ 

a text message with a screenshot of an email forwarded to him by another Trump Organization 

lawyer. The forwarded email was from a Wall Street Journal reporter, and asked for comment 

from Trump and/or the campaign on the story. Cohen also spoke with Hicks several times, 

including shortly before and/or after calls with Pecker, Howard and Davidson. Indeed, at 

'approximately 7:33 p.m., using two different cellphones subscribed to him, Cohen appears to have 

been talking to Davidson and Hicks at the same time. 

b. At approximately 8:51 p.m., Cohen sent Howard a message, stating: "She's being 

really difficult with giving Keith a statement. Basically went into hiding and umeachable." One 

minute later, Howard responded: "I'll ask him again. We just need her to disappear." Cohen 

responded, "She definitely disappeared but refuses to give a statement and Keith cannot push her." 

At approximately 8:55 p.m., Howard responded to Cohen's text: "Let's let the dust settle. We don't 

want to push her over the edge. She's on side at present and we have a solid position and a plausible 

position that she is rightfully employed as a columnist." Based on my involvement in this 

investigation, I believe Cohen and Howard were referring to Karen McDougal when they were 

discussing "she" and "her." Additionally, I believe Howard's statement that "we have ... a 
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plausible position that she is rightfully employed as a columnist" was a reference to the fact that 

AMI had given McDougal payments for her role as a purported columnist for the company. 

c. At approximately 8:58 p.m. on November 4, 2016, Howard attempted to reassure 

Cohen about the effect ofthe forthcoming Wall Street Journal article, texting, "I think it'll be ok 

pal. I think it'll fade into the distance." Cohen responded, "He's pissed." Howard wrote back, 

"I'm pissed! You're pissed. Pecker is pissed. Keith is pissed. Not much we can do." Based on 

my involvement in this investiglltion, I beli~veJ;:~l!~p. was referring to Trum12when he stated "he's 

pissed." Cohen asked Howard at approximately 9:00 p.m. how the Wall Street Journal could 

publish its article if "evelyone denies." Howard responded, "Because there is the payment from 

AMI. It looks suspicious at best." 

d. At approximately 9:03 p.m., Hicks called Cohen and they spoke for two minutes. 

At approximately 9: 11 p.m., Cohen called Howard and spoke to him for five minutes. At 

approximately 9: 15 p.m., Hicks called Cohen and they spoke for nearly seven minutes. Again, 

Cohen used different phones for these two calls, such that he appears to have been on both calls 

for about a minute of overlap. At approximately 9:32 p.m., Cohen texted Peckel', "The boss just 

tried calling you. Are you free?" A minute later, Cohen texted Howard, "Is there a way to fmd 

David quickly?" 

e. At approximately 9:50 p.m., the Wall Street Journal article was published online. 

Howard and Hicks both sent web links for the article to Cohen. Over the next half hour, Cohen 

and Howard exchanged several text messages commenting on how the story came across. The next 

moming on November 5, 2016, at approximately 7:35 a.m., Cohen texted Hicks, "So far I see only 

6 stories. Getting little to no traction." Hicks responded, "Same. Keep praying!! It's working!" 

Cohen wrote back, "Even CNN not talking about it. No one believes it and if necessary, I have a 
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statement by Stonn denying everything and contradicting the other porn stars statement. I wouldn't 

use it now or even discuss with him as no one is talking about this or cares!" Based on my 

involvement in this investigation, I believe Cohen was referring to the above-referenced recorded 

audio statement by Clifford that he obtained from Davidson, and was stating that such a statement 

could be used to influence potential negative media relating to Trump, but was unnecessary at that 

time. Based on a text message from Hicks to Cohen, I believe that later that morning, Pecker 

spoke-to-Trump. -----------------

41. On or about November 8, 2016, Trump won the election for President ofthe United 

States. 

42. On or about January 12, 2018, the Wall Street Journal fIrst reported that Cohen 

arranged a payment to Clifford. On or about January 22, 2018, Common Cause, a government 

watchdog group, filed a complaint with the Federal Election Commission, alleging that Cohen had 

violated campaign finance laws by making the payment to Clifford. Based on my review public 

sources following that report, as well as emails obtained pursuant to the Cohen Email Warrants, I 

have learned the following: 

a. On or about January 23, 2018, the day after Common Cause filed its complaint, 

Cohen began emailing himself drafts of statements describing his payment to Clifford. 

Additionally, on January 23, 2018, Cohen emailed the following draft of that statement to an 

individual who appears to be writing a book on Cohen's behalf: 

2017.08.02 

In October 2016, I was contacted by counsel for Ms. Clifford stating that 
news outlets, including ABC news, were pursuing the 2011 story of an 
alleged affair between Mr. Trump and Ms. Clifford. Despite the fact that 
both parties had already denied the allegation, as Mr. Trump's longtime 
special counsel and protector, I took it upon myself to match the offer and 
keep the story from breaking. I knew the allegation to be false, but I am 
also a realist who understands that just because something is false doesn't 
mean that it doesn't create harm and damage. I could not allow this to 
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occur. I negotiated a non-disclosure agreement with Ms. Clifford's 
counsel and tendered the funds. I did this through my Delaware LLC and 
transferred personal funds to cover the agreement. I was not reimbursed 
any monies from Mr. Trump, the Trump Organization, any third party or 
the Presidential campaign. At no point did I ever advise Mr. Trump of my 
communications or actions regarding this agreement. As outlandish and 
unusual as this may appear, the Trumps have been like family to me for 
over a decade. It's what you do for family. 

(Emphasis added.) Based on my involvement in this investigation, I believe that the above email 

is an acknowledgement that the allegation of the affair had existed for some time (" ... the 2011 

story ... "), but that Cohen was motivated to "keep the story from breaking" again in October 2016. 

b. On or about February 13,2018, Cohen said in a statement to The New York Times 

that "Neither the Trump Organization nor the Trump campaign was a party to the transaction with 

Ms. Clifford. The payment to Ms. Clifford was lawful, and was not a campaign contribution or a 

campaign expenditure by anyone." Cohen declined to answer follow-up questions including 

whether Trump had been aware of the payment, why Cohen made the payment, or whether similar 

payments had been made to other people. 

c. On or about February 14,2018, Cohen was asked by The New York Times whether 

Trump had reimbursed him, whether he and Trump had made any arrangement at the time of the 

payment, or whether he had made payments to other women. Cohen stated in response, "I can't 

get into any of that." On or about February 14,2018, Cohen also stated to The Washington Post 

that: "In a private transaction in 2016, I used my own personal funds to facilitate a payment of 

$130,000 to Ms. Stephanie Clifford. Neither the Trump Organization nor the Trump campaign 

was a party to the transaction with Ms. Clifford, and neither reimbursed me for the payment, either 

directly or indirectly." 

43. On or about March 9,2018, Cohen stated to ABC News that "the funds were taken 

from my home equity line and transferred intemally to my LLC account in the same banle." 
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44. Accordingly, for the foregoing reasons, there is probable cause to believe that 

Cohen committed violations of the Campaign Finance Offenses by making an in-kinq contribution 

to Trump or the Trump campaign in the form of a $130,000 payment to Clifford on the eve ofthe 

election. Indeed, while he denies having given an unlawful contribution, in his own statements 

Cohen has admitted that he paid $130,000 of his "personal funds" to Clifford and that the payment 

occurred less than two weeks before the election, as Trump was facing negative media allegations 

--~-~------ab-out his behaVlortowara-women;-even tfiougn-allegations-6ran[ff[if-15efWeen~TITlrrrp-a:nd---- ------~---.-

Clifford existed since 2011. In addition, the communication records set forth above make evident 

that Cohen communicated with members of the Trump campaign about his negotiation with 

Clifford's attorney and the need to preclude Clifford from making a statement that would have 

reflected negatively on the candidate in advance of the forthcoming election. 

C. Probable Cause Justifying Search of the Subject Premises and Subject Devices 

45. Based on the foregoing, my review of records produced pursuant to subpoenas and 

the Cohen Email Warrants, and the iCloud Warrant, and my training and experience, there is 

probable cause to believe that the Subject Premises and Subject Devices have been used in 

furtherance of the Subject Offenses and are likely to contain instrumentalities, evidence, and fruits 

of the Subject Offenses. Specifically, there is probable cause to believe that Cohen permanently 

resides at Subject Premises-l and, at least in part, works at both Subject Premises-l and Subject 

Premises-2, and that those locations contain evidence relating to the Sterling taxi medallion 

transaction, Cohen's assets, Cohen's consulting work for Essential Consultants LLC, and his 

payment to Clifford. Additionally, there is probable cause to believe that Subject Premises-3 

contains evidence of Cohen's assets and his payment to Clifford. Finally, there is probable cause 

to believe that Subject Premises-4, in which Cohen is temporarily residing, contains electronic 
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devices, including Subject Device-l and Subject Device-2, which, in turn, contain evidence of the 

Subject Offenses, such as evidence relating to the Sterling taxi medallion transaction, Cohen's 

assets, Cohen's consulting work for Essential Consultants LLC, and his payment to Clifford. 

46. First, there is probable cause to believe that Cohen lives and operates his businesses, 

at least in part, at Subject Premises-I. Specifically, from my review of property records, I know 

that Michael Cohen and Laura Cohen own (in trust) Subject Premises-I. From my review of 

Gohen's-tax-returns,-I know-he lists-his-pfimary-residence asSubj eGt-"Fn~miseS-l-.----AdditionaUy-,-----------_J! 

from my review of emails produced pursuant to the Cohen Email Warrants, I know that Cohen ~ 
f 

routinely refers to Subject Premises-l as his home. For example, on or about September 28,2017 

and October 6,2017, Cohen emailed individuals that his home address is the address for Subject 

Premises-I. I also know from my review of emails that Cohen receives package delivery 

notifications that list Cohen's address as the address for Subject Premises-I. Cohen has also 

provided the address of Subject Premises-l as the address for Essential Consultants and Michael 

D. Cohen & Associates, P.C. For example, the certificates of incorporation and account opening 

documents at First Republic for both entities list their addresses as the address for Subject 

Premises-I. See supra ~~ 18(b), 18( d). The consulting agreement between Essential Consultants 

and AT&T also indicated the address for Essential Consultants is the address for Subject Premises-

1. See supra ~ 19(c). 

47. There is also probable cause to believe that Subject Premises-l is likely to contain 

instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, from my review of 

emails produced pursuant to subpoena and the Cohen Email Warrants and iCloud Warrant, as well 

as my training and experience, I know the following: 
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Premises-l contains records relating to the Essential Consultants Account and MDC&A Account, 

including, among other things, account opening documents, bank statements, documents provided 

as part of the know-your-customer process, any notes made by Cohen when he was opening the 

accounts, wire transfer records, and canceled checks. Even where these records can be obtained 

from First Republic, the fact that they may be found in Subject Premises-l will be relevant to, 

among other things, Cohen's ownership of the accounts, or his knowledge of transactions or the 

existence of funds in accounts-:-

d. Based on my review of records maintained by Capital One Bank, TD Bank, Morgan 

Stanley, City National Bank, Signature Bank, and Bethpage Credit Union, I know that Cohen 

provided the address for Subject Premises-l as the mailing for his accounts at each of these 

financial institutions. Accordingly, it is likely that Subject Premises-l contains records relating to 

these accounts, including, among other things, bank statements that list account balances. The 

existence ofthese records in Subject Premises-l will be relevant to, among other things, Cohen's 

ownership of the accounts and his knowledge of the balances in these accounts. 

e. Additionally, Cohen may have records of other bank accounts or assets that were 

not disclosed to Sterling and are not presently known by law enforcement. For example, as 

described above, Cohen has received interest income since 2015 that he has not disclosed to 

Sterling or paid taxes on. Also, on Cohen's August 2014 Financial Statement, see supra ~ 16(e), 

he disclosed $10,000,000 in "investments in overseas entities."30 The value of these investments 

was omitted from subsequent financial statements. However, for the reasons outlined above, there 

is probable cause to believe that Cohen omitted the value of those investments from his 2017 

30 Based on my participation in an interview with Sterling Employee-3, I have learned that 
Cohen told Sterling Employee-3 that the reference to "investments in overseas entities" on his 
2014 Financial Statement was to serve merely as a "placeholder" for potential future investments. 
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financial statements in order to understate his assets. As Subject Premises-1 is Cohen's primary 

residence and he uses Subj ect Premises-1 as the mailing address for bank records, there is probable 

cause to believe that account statements for unknown bank accounts or assets concealed from 

Sterling are likely to be found in Subject Premises-I. 

f. Based on my review of records maintained. by AT&T and produced pursuant to the 

Cohen Email Warrants, I know that the address Cohen provided to AT&T for Essential Consultants 

is the address for Subj ect Premises-1.-See-silpraJT9-(c)-:-Tnerefore;there-is-probable-cause-to 

believe that Subject Premises-1 will contain evidence concerning the operation of Essential 

Consultants or money that Cohen received, through Essential Consultants, from AT&T. 

Additionally, because Cohen used the address for Subject Premises-1 for at least one consulting 

arrangement involving Essential Consultants, there is probable cause to believe that Subject 

Premises-1 may contain records of other consulting arrangements that Cohen, through Essential 

Consultants, has with other individuals or entities. 

g. Based on my review of records maintained by Getzel' s accounting firm, and emails 

produced pursuant to the Cohen Email Warrants, I have learned that Getzel' s accounting firm sent 

documents to Subject Premises-1 and used the address for Subject Premises-1 as the address listed 

on Cohen's personal and corporate tax returns. See supra ~ 16(n). For instance, on or about 

October 6, 2017, an employee at Getzel's accounting firm emailed Cohen that she had sent 

Cohen's September 2017 Financial Statement by FedEx to Cohen's attention. Accordingly, 

Cohen's tax records are likely to be found in Subject Premises-I. 

h. Based on my review of bank records and publicly-available documents, I know that 

Cohen used $130,000 from a home equity line of credit on Subject Premises-1 to pay Clifford. I 

also know that on the settlement and nondisclosure agreement between "Peggy Peterson" and "EC, 
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LLC," the address for Essential Consultants is Subject Premises-I. Accordingly, Subject 

Premises-l is likely to contain evidence of the Campaign Finance Offenses, including settlement 

and nondisclosure agreements, payment records, written and email correspondence, and records 

pertaining to the home equity line of credit. 

i. Based on my review of emails produced pursuant to the Cohen Email Warrants and 

iCloud Warrant, I know that Cohen used at least one Apple iPhone, an Apple iPad Mini, and a 

-----------MacBook-Pro-to-access-his-ieloud-account:-Based-on-my-review-of location-records-provided-by----------- -

Apple pursuant to the iCloud Warrant, I know that electronic devices linked to Cohen's iCloud 

account were used at Subject Premises-l to, among other things, place telephone calls and backup 

files to Cohen's iCloud account. Accordingly, there is probable cause to believe that Subject 

Premises-l contains electronic devices, including certain Apple products, that for reasons 

discussed below are likely to contain evidence of the Subject Offenses. 

j. Based on my review of emails produced pursuant to the Cohen Email Warrants, I 

understand that Subject Premises-l recently sustained water damage to certain parts of the 

premises, and that Cohen has engaged contractors to perform certain remediation work on the 

premises. In addition, as set forth above, I believe that Cohen and his family are temporarily 

residing at Subject Premises-4 in the Loew's Regency Hotel, which is approximately two blocks 

from Subject Premises-I. However, based on my review of a work order sent to Cohen's email 

by a contractor, I understand that the first phase of the work order called for the contractor to "Pack 

& Remove all items & furnishings in Living Room, Kitchen, ~ons Room & Dining Room" and 

store them off-site. In addition, based on my review of drawings sent to Cohen by the contractor, 

it appears that the work is primarily being done in these rooms. Thus, I believe that the 

construction - to the extent it is still ongoing - would not necessarily have caused Cohen to move 

62 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 165 of 269

all documents or evidence responsive to the warrant out of Subject Premises-I, because it does not 

appear that work is being done to the portion of Subject Premises-I, such as a home office or 

Cohen's own room, where such documents or evidence would most likely be found.31 

48. Second, there is probable cause to believe that Cohen uses Subject Premises-2 as 

office space, and also that Subject Premises-2 contains certain electronic devices. Specifically, 

from my review of the "strategic alliance agreement" between Squire Patton Boggs and Cohen, 

--~---------and:.my-re:v:iew of the. press-release-on. SquireJ)atton-Boggs~s_website,_Lknow_thaLCohen.has_an_~ ___ -_____.' 

office at Subject Premises-2. See supra ~~ I8(d), I9(e). Indeed, I have learned that pursuant to 

Cohen's agreement with the law firm, he has "dedicated and segregated office space" in Squire 

Patton Boggs's offices on the 23rd floor of 30 Rockefeller Plaza, and that the space is "physically 

separate" from the firm's offices and has "locked doors and its own locked file cabinets." See 

supra,-r I9(e). Additionally, I know that under the terms of the agreement, Cohen agreed to 

"arrange for [his] own computer server system that is not connected to [Squire Patton Boggs's] 

computer network system." I know from my participation in an interview with Getzel, who met 

Cohen at Subject Premises-2 in 2017, that Subject Premises-2 is an office with a door, it appears 

to be used only by Cohen, and it contains, among other things, a computer and paper files. 

According to Getzel, when Getzel saw Cohen at Subject Premises-2, he had two cellular 

telephones in Subject Premises-2. I also lmow from my review of emails produced pursuant to the 

Cohen Email Warrants that Cohen uses the address for Subject Premises-2 in the signature block 

31 As noted below, based on my training and experience, I believe that individuals who travel or 
stay in hotels for short-term periods commonly bring some items with them, such as portable 
electronic devices or sensitive items, meaning that Cohen has likely taken some evidence from 
Subject Premises-I to Subject Premises-4. Nevertheless, given the temporary nature of Cohen's 
stay at Subject Premises-4 and the scope of the work being done at Subject Premises-I, i believe 
it is unlikely that Cohen has taken all evidence that would be subject to seizure out of Subject 
Premises-I. 
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on his emails. Based on my review of notes of a call between Cohen and First Republic Employee-

2 (which notes were taken by another First Republic employee, who was participating in the call 

and taking notes), I know that, on or about November 15, 2017, Cohen told First Republic 

Employee-2 that he had a new office at 30 Rock. Moreover, I know from an article in Vanity Fair 

published on or about February 14,2018, that Cohen was interviewed by the magazine in Subject 

Premises-2 in or about February 2018. 

instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, from my review of 

, emails produced pursuant to subpoena and the Cohen Email Warrants and iCloud Warrant, as well 

as my training and experience, I know the following: 

a. According to records maintained by Sterling, when Cohen was emailing with 

Sterling Employee-3 in 2018 about a modification to his existing loan from Sterling, Cohen listed 

his address in his email as the address for Subject Premises-2. See supra ~ 16(t), 16(u). 

Accordingly, Subject Premises-2 likely contains evidence concerning Cohen's loan modification 

negotiations with Sterling. 

b. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that the address Cohen provided to KAI and BTA for Essential Consultants is the address 

for Subject Premises-2. See supra ~~ 19(a), 19(b). Therefore, there is probable cause to believe 

that Subject Premises-2 will contain evidence concerning the operation of Essential Consultants 

or money that Cohen received, through Essential Consultants, from KAI and BTA, among other 

entities with which Cohen had a consulting arrangement. Additionally, based on my review of 

emails sent in 2018 that were obtained pursuant to the Cohen Email Warrants, I know that Cohen 

continues to enter into consulting arrangements through Essential Consultants, and agreements 
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relating to those arrangements indicate that Essential Consultants is located at Subject Premises-

2. Additionally, because Cohen used the address for Subject Premises-2 for multiple consulting 

arrangements involving Essential Consultants, there is probable cause to believe that Subject 

Premises-2 may contain records of other unknown consulting arrangements that Cohen has with 

other individuals or entities. 

c. Based on my review of records maintained by Getzel's accounting firm, and emails 

produced purs~~nt to the Cohen EmaiCWarrants, as wella:s-my participationin an mterview-with----~---··-· 

Getzel, I have learned that Getzel visited Subject Premises-2 to meet with Cohen about his taxes. 

See supra ~ 20(a). At that meeting, Getzel discussed with Cohen whether Cohen should disclose 

Essential Consultants on his personal financial statement to banks. According, there is probable 

cause to believe that Subject Premises-2 will contain evidence relating to Cohen's taxes, or notes 

of his conversation with Getzel. Moreover, the fact that Cohen used Subject Premises-2 for a 

meeting regarding his personal financial matters provides probable cause to believe that documents 

and information regarding his finances will be found in Subject Premises-2. 

d. Based on my participation in an interview with Getzet, I know that Cohen maintains 

a computer in Subject Premises-2. From my review ofIP data produced pursuant to a subpoena 

and pen register to Google, it appears that Cohen is logging into his Gmail account from Subject 

Premises-2. Accordingly, there is probable cause to believe that Subject Premises-2 contains 

electronic devices, that for reasons discussed below are likely to contain evidence of the Subject 

. Offenses. 

e. Based upon my training and experience, I have learned that individuals who 

maintain businesses typically keep records relating to the business-such as contracts with clients 

and records of payments-at the business' identified location. I am not aware of any addresses 
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associated with Essential Consultants other than Subject Premises-1 and Subject Premises-2. 

Accordingly, there is probable cause to believe that Subject Premises-1 and Subject Premises-2 

will contain business records for Essential Consultants. 

50. Third, there is probable cause to believe that Subject Premises-3 is likely to contain 

instrumentalities, evidence, and fruits of the Subject Offenses. In particular: 

a. As noted above, Cohen has two bank accounts at TD Bank. In or about November 

2017, as Cohen was receiving sUDstanHirincome ff6rifconsiIltingwotk which-he-didnot-disclose-~----

to Sterling-Cohen opened the safety deposit box at TD Bank, which is Subject Premises-3. In 

light of the aforementioned evidence that Cohen conceals assets, including assets at TD Bank, 

there is pro bable cause to believe that Subj ect Premises-3 contains fmancial assets, 0 bj ects of value 

and/or documents relating to such assets or objects of value that Cohen likely did not disclose to 

Sterling. Indeed, based on my training and experience, I am aware that people often conceal 

valuable items in safety deposit boxes. Accordingly, there is probable cause to believe that Subject 

Premises-3 will contain evidence of the Bank Fraud Offenses. 

b. In addition, based on my review of records produced by TD Bank, I know that 

Cohen has accessed the vault in which Subject Premises-3 is stored o'n two occasions. The first 

such occasion was on November 10,2017. Cohen signed into the vault at approximately 5:35 and 

out of vault at approximately 5:39 on that date.32 Based on my review of toll records, I know that 

Cohen's first call after he signed out of the safety deposit box - approximately 45 minutes later -

was to Keith Davidson. Specifically, at 6:25 p.m. Cohen called Davidson and they spoke for less 

than a minute; three minutes later, Davidson called Cohen back and they spoke for approximately 

32 The entry in the ban1e's log book does not specify whether this is A.M. or P.M. However, I infer 
that it is P.M., because it is unlikely that the bank would have been open at 5 :35 and 5 :39 a.m. 
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~----

22 minutes. The second such occasion was on February 2,2018, which is during the time period 

numerous media reports about Cohen's payment to Clifford were being published, and is one day 

after it appears that Cohen's family moved into Subject Premises-4, as set forth above. The timing 

of Cohen's two visits to the vault - one shortly before a call to Keith Davidson and the other around 

the time that Cohen came under media scrutiny in connection with the payment to Davidson's 

client - gives rise to probable cause to believe that Subject Premises-3 will contain evidence of the 
--._------------

Campaign Finance Offenses, such-as documents relevant -to~tl:le-Collen'sclealtffg~with~Keith----~----~~---

Davidson and the payment to Clifford, including documents or evidence that Cohen did not want 

to leave in his apartment where construction workers would be present.33 

51. Based on my review of emails obtained pursuant to the Cohen Email Warrants and 

cell phone location information, I believe that Cohen is temporarily residing in Subject Premises-

4. See supra ~~ 3(d). There is also probable cause to believe that Subject Premises-4 contains 

instrumentalities and evidence of the Subject Offenses, including, the following: 

a. As described above, it appears that Cohen moved to Subject Premises-4 on or about 

February 1, 2018, at which time numerous media reports about Cohen's involvement in the 

payment to Clifford were being published. See supra ~~ 3(d). During this time same period, 

Cohen was frequently corresponding with the media and sent himself and others statements about 

his involvement in the payment to Clifford. See supra ~~ 42(a)-(c). Thus, there is probable cause 

that Cohen took at least some documents and evidence relating to the Clifford payment with him 

to Subject Premises-4, in order to reference and consult them in connection with these statements. 

33 As noted above, Subject Premises-3 is approximately five inches by ten inches. Accordingly, I 
do not believe that it would fit a large volume of hard copy documents; however, a small number 
of hard-copy documents, or a large volume of documents contained on a flash drive or other 

.portable storage device, would fit in Subject Premises-3. 
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b. As described above, at the time Cohen moved to Subject Premises-4, he was also 

in the midst of ongoing negotiations with Sterling regarding the refinancing of his medallion debts. 

For example, on January 30, 2018, Cohen had a lengthy phone call with Sterling Employee-3 about 

his finances and the proposed restructuring, and on February 1, 2018, Cohen sent an email to 

Sterling Employee-3 claiming that he did not have more than $1.25 million in cash. See supra ,-r,-r 

16(u). Thus, there is probable cause that Cohen took at least some documents and evidence relating 

------to-hisongoing-negotiations-with-Sterling-with-himto-Subj ect-Premises-4,-in order to-referenee-and---------~-·

consult them in connection with these negotiations. 

c. As described above, Cohen used at least one Apple iPhone, an Apple iPad Mini, 

and a MacBook Pro to access his iCloud account, and these ele_ctronic devices linked to Cohen's 

iCloud account were used at Subject Premises-I ~ Cohens' permanent residence - to place 

telephone calls and backup files to Cohen's iCloud account. See supra n 47(i). Although Cohen's 

stay at Subject Premises-4 is temporary, based on my training and experience I know that 

individuals who travel or stay in hotels for short-term periods commonly bring portable electronic 

devices with them, such as cellular phones, tablets, or laptops. Accordingly, there is probable 

cause to believe that Subject Premises-4, where Cohen currently appears to be residing, contains 

electronic devices, including Subject Device-I, Subject Device-2, and/or certain Apple products, 

that for the reasons discussed herein are likely to contain evidence of the Subject Offenses. 

d. Moreover, as set forth above, based on cellphone location information I know that 

Subject Device-I and Subject Device-2 were in the vicinity of Subject Premises-4 as recently as 

this morning (April 8, 2018). As set forth above, there is probable cause to believe that Cohen 

used the Subject Devices in furtherance of the Subject Offenses, including to communicate with 

Sterling employees regarding the medallion transaction, with First Republic employees regarding 
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the Essential Consultants Account, with his accountant regarding his finances, and with 

individuals, such as Davidson, Howard and Pecker, involved in the $130,000 payment to Clifford. 

52. Although Cohen appears to be residing currently in Subject Premises-4, it is 

unknown whether Cohen will be physically present within Subject Premises-4 at the moment the 

warrant sought herein are executed. If Cohen is within Subj ect Premises-4 at that moment, Subj ect 

Device-I and Subject Device-2 - his cellphones - will likely also be within Subject Premises-4. 

If CohenTs-not within Sutij ect Premises--4-itl1liat moment;-tnecleviceswtll-likely-heon his-person~----------

wherever he is located (which, based on location data for Subject Device-I and Subject Device-2 

as recently as today, is likely to be in the Southern District of New York). As such, this warrant 

seeks separate authority to seize Subject Device-I and Subject Device-2, in the event that those 

devices are not located within SubjectPremises-4 (or another Subject Premises) at the moment the 

warrants sought herein are executed. 

D. Probable Cause Justifying Search ofESI 

53. Based on the foregoing, there is probable cause to believe that Subject Premises-I, 

Subject Premises-2 and Subject Premises-4 contain electronic devices that are likely to contain 

evidence, fruits, and instrumentalities of the SubjectOffenses (and, as set forth above, that Subject 

Device-I and Subject Device-2 are themselves electronic devices that are likely to contain 

evidence of the Subject Offenses). Specifically, based on my review of information produced 

pursuant to the Cohen Email Warrants, the iCloud Warrant, and subpoenas, as well as pen register 

data, I submit that there is probable cause that Subj ect Premises-I contains an Apple iPad Mini, a 

MacBook Pro, and has, at various times, contained Apple cellphones; similarly, there is probable 

cause that Subject Premises-2 contains a computer and has, at various times, contained Apple 
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cellphones. These devices are likely to include evidence, fruits, and instrumentalities of the 

Subject Offenses for the following reasons: 

a. As described throughout this affidavit, Cohen used email to send and receive 

communications related to the Subject Offenses. In particular, Cohen used email to send and 

receive communications with Sterling, First Republic, Getzel, the entities to which he is providing 

consulting services, Davidson, and Howard, among others. While some of these emails have 

already-be-en-obtairredvia-subpoerras-arrd-search-warrants;-I-know-frorn-my-training-and-experience--

that individuals can and do delete emails from their Internet-based inboxes but retain copies of 

those emails on their hard drives. I also know that individuals often have multiple email accounts, 

some of which may not be known to law enforcement, and as a result electronic devices can be a 

unique repository of all emails relevant to certain Subject Offenses. Indeed, from my involvement 

in this investigation, I know that Cohen had an email account with the Trump Organization, but 

the USAO and FBI have not been able to obtain the contents ofthat account to date. Thus, emails 

relevant to the Subject Offenses are likely stored on electronic devices in Subject Premises-I, 

Subject Premises-2 and/or Subject Premises-4. 

b. Additionally, Subject Premises-I, Subject Premise-2 and Subject Premises-4likely 

contain electronic copies of documents relevant to the Subject Offenses. Indeed, I know from my 

training and experience that individuals often retain copies of important documents on their 

computers or other electronic devices capable of storing information, including cellphones (such 

as the Subject Devices) and tablets. Here, there are a number of documents that Cohen has likely 

retained that will be relevant to the Subject Offenses. For example, electronic devices may include 

documentation of Cohen's true net worth, a listing of his assets, an accounting of his available 
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cash, consulting agreements with third parties, and documentation of his payment to Clifford, 

among other evidence of the Subject Offenses. 

c. Third, I know from my review of emails obtained pursuant to the Cohen Email 

Warrants that Cohen sent up online banking with First Republic. Based on my training and 

experience, I know that individuals who set up online banking often receive electronic notices 

concerning fmancial transactions and, on occasion, save records of their financial transactions to 
- ----------

their d~.;i~~~.-A~~ordingly, th~re-isprobable causeto5eIieve tllatConen's-etectfbnlc-devrc-es---------

contain evidence of banking ~ctivity, including the existence of bank accounts or assets that Cohen 

did not disclose to Sterling or Melrose. 

d. Fourth, from my review of records produced by Apple, I know that Cohen 

communicates using text message as well as encrypted communications applications. These 

applications that Cohen has downloaded onto a phone include, but are not limited to, Whats,App, 

Signal, and Dust. I know from my review of toll records and text messages that, in particular, 

Cohen communicated with Pecker using these encrypted applications. Accordingly, there is 

probable cause to believe that Cohen's cellphones - the Subject Devices - will contain encrypted 

messages that are not otherwise accessible relating to the Subject Offenses. 

54. Based on my training and experience, I know that individuals who engage in 

financial crimes commonly use computers to communicate with co-conspirators, keep fmancial 

ledgers, and retain fraudulent documents. As a result, they often store data on their computers 

related to their illegal activity, which can include logs of online or cellphone-based "chats" with 

co-conspirators; email correspondence; contact information of co-conspirators, including 

telephone numbers, email addresses, and identifiers for instant messaging and social medial 

accounts; bank account numbers; and/or records of uses of funds. 
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55. Based on my training and experience, I also know that, where computers are used 

in furtherance of criminal activity, evidence of the criminal activity can often be found months or 

even years after it occurred. This is typically true because: 

• Electronic files can be stored on a hard drive for years at little or no cost and users thus 
have little incentive to delete data that may be useful to consult in the future. 

• Even when a user does choose to delete data, the data can often be recovered months 
or years later with the appropriate forensic tools. When a file is "deleted" on a horne 

--_. computer,-the_data_wntained in the file does not actually disappear, but instead remains 
on the hard drive, in "slack space," until iUs oyerwl"ittenby-new 4ata tl:iat cannbt'l5e-
stored elsewhere on the computer. Similarly, files that have been viewed on the Internet 
are generally downloaded into a temporary Internet directory or "cache," which is only 
overwritten as the "cache" fills up and is replaced with more recently viewed Internet 
pages. Thus, the ability to retrieve from a hard drive or other electronic storage media 
depends less on when the file was created or viewed than on a partiCUlar user's 
operating system, storage capacity, and computer habits. 

• In the event that a user changes computers, the user will typically transfer files from 
the old computer to the new computer, so as not to lose data. In addition, users often 
keep backups of their data on electronic storage media such as thumb drives, flash 
memory cards, CD-ROMs, or portable hard drives. 

56. Based on the foregoing, I respectfully submit there is probable cause to believe that 

Cohen engaged in the Subject Offenses, and that evidence of this criminal activity is likely to be 

found in the Subject Premises, on computers and electronic media found in the Subject Premises, 

and on the Subject Devices. In particular, there is probable cause to believe that the Subject 

Premises and Subject Devices will contain evidence, fruits, and instrumentalities of violations of 

the Subject Offenses, as more fully described in Section II of Attachments A, B, C, D, E and F to 

the proposed warrants, including the following: 

a. Evidence necessary to establish the occupancy or ownership of the Subject 

Premises, including without limitation, utility and telephone bills, mail envelopes, addressed 

correspondence, ban1e statements, identification documents, and keys. 

b. Evidence relating to Sterling, Melrose, andlor taxi medallions. 
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k. Evidence of communications involving Michael Cohen, American Media, Inc., 

David Pecker, and/or Dylan Howard about Donald Trump, the Trump Campaign, Stephanie 

Clifford, and/or Karen McDougal. 

1. Evidence relating to Cohen's role in the Trump Campaign, and coordination or 

consultation with the Trump Campaign. 

m. Evidence of communications with Donald Trump and/or agents or associates of the 

----------
Trump Campaign about the Access Hollywood tape and other potential so=ur=ce~s;---=ofneg-ative---------------r 

I publicity involving Trump's relationship in the run up to the election. 

n. Evidence relating to any reimbursement or other promises made to Cohen for 

payment to Clifford or others in connection with the election. 

o. Evidence relating to Cohen's knowledge of the campaign finance laws, campaign 

contribution reporting requirements, and campaign contribution limits. 

p. Communications with others, including Jeffrey Getzel and/or other accountants, 

relating to Cohen's bank accounts, taxes, debts, and/or finances; 

q. Communications, records, documents, and other files reflecting false 

representations to a financial institution related to the intended purpose of an account or loan at 

that financial institution; the nature of any business or entity associated with an account at a 

financial institution; the source of funds flowing into an account; or the purpose or nature of any 

financial transactions involving that financial institution; 

r. Evidence of Cohen's intent as it relates to the Subject Offenses under investigation. 

III. Procedures for Searching ESI 

A. Execution of Warrant for ESI 

57. Federal Rule of Criminal Procedure 41(e)(2)(B) provides that a warrant to search 

for and seize property "may authorize the seizure of electronic storage media or the seizure or 
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copying of electronically stored information ... for later review." Consistent with Rule 41, this 

application requests authorization to seize any computer devices and storage media and transport 

them to an appropriate law enforcement facility for review. This is typically necessary for a number 

of reasons: 

• First, the volume of data on computer devices and storage media is often impractical 
for law enforcement personnel to review in its entirety at the search location. 

• Second, because computer data is particularly vulnerable to inadvertent or intentional 
---mcmlfication or -destruction~ computer Qevtce-s-ate~ide-ally~examined-in-a--control1ed~--"" 

environment, such as a law enforcement laboratory, where trained personnel, using 
specialized software, can make a forensic copy of the storage media that can be 
subsequently reviewed in a manner that does not change the underlying data. 

• Third, there are so many types of computer hardware and software in use today that it 
can be impossible to bring to the search site all of the necessary technical manuals and 
specialized personnel and equipment potentially required to safely access the 
underlying computer data. 

• Fourth, many factors can complicate and prolong recovery of data from a computer 
device, including the increasingly common use of passwords, encryption, or other 
features or configurations designed to protect or conceal data on the computer, which 
often take considerable time and resources for forensic personnel to detect and resolve. 

58. As discussed herein, Squire Patton Boggs is a functioning law firm that conducts 

legitimate business unrelated to Cohen's commission of the Subject Offenses. Subject Premises-

2 is an office located inside of Squire Patton Boggs's New York office. In order to execute the 

warrant in the most reasonable fashion, law enforcement personnel will attempt to investigate on 

the scene ofwhat computers or storage media, if any, must be seized or copied, and what computers 

or storage media need not be seized or copied. Law enforcement personnel will speak with Squire 

Patton Boggs personnel on the scene as may be appropriate to determine whiCh files and electronic 

devices within Subject Premises-2 belong to or were used by Cohen. While, based on the 

foregoing, it does not appear that Cohen shared electronic devices or a server with Squire Patton 

Boggs, where appropriate, law enforcement personnel will copy data, rather than physically seize 
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computers, to reduce the extent of any disruption of Squire Patton Boggs's operations. If, after 

inspecting the seized computers off-site, it is determined that some or all of this equipment is no 

longer necessary to retrieve and preserve the evidence, the Government will return it. 

59. Additionally, because Cohen is an attorney, and claims to serve as a personal 

attorney for Trump, the review of evidence seized from the Subject Premises and Subject Devices 

will be conducted pursuant to established screening procedures to ensure that the law enforcement 
--------
personnel involved in the investigation, includIng attorneysfor llie-Government~CDnect-evidence--------------

in a manner reasonably designed to protect any attorney-client or other applicable privilege. When 

appropriate, the procedures will include use of a designated "filter team," separate and apart from 

the investigative team, in order to review potentially privileged communications and determine 

which communications to release to the investigation and prosecution team. 

B. Accessing ESI on the Subject Devices 

60. As described above, the Subject Devices are both Apple brand devices. 

61. I know from my training and experience, as well as from information found in 

publicly available materials including those published by Apple, that some models of Apple 

devices such as iPhones and iPads offer their users the ability to unlock the device via the use of a 

fingerprint or thumbprint (collectively, "fingerprint") in lieu of a numeric or alphanumeric 

passcode or password. This feature is called Touch ID. I also know that the Apple iPhone X offers 

its users the ability to unlock the device via the use of facial recognition (through infrared and 

visible light scans) in lieu of a numeric or alphanumeric passcode or password. This feature is 

called Face ID. 

62. If a user enables Touch ID on a given Apple device, he or she can register up to 5 

fingerprints that can be used to unlock that device. The user can then use any of the registered 
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fingerprints to unlock the device by pressing the relevant finger(s) to the device's Touch ID sensor, 

which is found in the round button (often referred to as the "home" button) found at the bottom 

center ofthe front of the device. If a user enables Face ID on a given Apple device, he Or she can 

unlock the device by raising the iPhone to his or her face, or tapping the screen. In my training 

and experience, users of Apple devices that offer Touch ID or Face ID often enable it because it is 

considered to be a more convenient way to unlock the device than by entering a numeric or 

alpnaiiumei'ic passcoae or pas-swora~aswenas-a more-se-curewayto-protectthe-device' scontents;--- ---

63. In some circumstances, Touch ID or Face ID cannot be used to unlock a device that 

has either security feature enabled, and a passcode or password must be used instead. These 

circumstances include: (1) when the device has just been turned on or restarted; (2) when more 

than 48 hours has passed since the last time the device was unlocked; (3) when the passcode or 

password has not been entered in the last 6 days, and the device has not been unlocked via Touch 

ID in the last 8 hours or the device has not been unlocked via Face ID in the last 4 homs; (4) the 

device has received a remote lock command; or (5) five unsuccessful attempts to unlock the device 

via Touch ID or Face ID are made. 

64. The passcodes or passwords that would unlock the Subject Devices are not known 

to law enforcement. Thus, it will likely be necessary to press the fingers of the user of the Subject 

Devices to the devices' Touch ID sensor, or hold the Subject Devices in front of the user's face to 

activate the Face ID sensor, in an attempt to unlock the devices for the purpose of executing the 

search authorized by this warrant. Attempting to unlock the relevant Apple devices via Touch ID 

with the use of the fingerprints of the user, or via Face ID by holding the device in front of the 

user's face, is necessary because the government may not otherwise be able to access the data 

contained on those devices for the purpose of executing the search authorized by this warrant. 
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65. Based on these facts and my training and experience, it is likely that Cohen is the 

user of the Subject Devices, and thus that his fingerprints are among those that are able to unlock 

the Subject Devices via Touch ID or his face is able to unlock the Subject Devices via Face ID. 

66. Although I do not know which of a given user's 10 fingerprints is capable of 

unlocking a particular device, based on my training and experience I know that it is common for a 

user to unlock a Touch ID-enabled Apple device via the fingerprints on thumbs or index fingers. 

--------
In the event that law enforcement is un-;bletoUnlock tlieSUojeCtDevices as des-Clibed-above----'--------j~ 

i' 

I 
within the five attempts permitted by Touch ID, this will simply result in the device requiring the ! 

~ 

entry of a password or passcode before it can be unlocked. 

67. I also know from my training and experience, and my review of publicly available 

materials published by Apple that Apple brand devices, such as the Subject Devices, have a feature 

that allows a user to erase the contents of the device remotely. By logging into the Internet, the 

user or any other individual who possesses the user's account information can take steps to 

completely wipe the contents of the device, thereby destroying evidence of criminal conduct, along 

with any other information on the device. The only means to prevent this action is to disable the 

device's ability to connect to the Internet immediately upon seizure, which requires either access 

to the device itself to alter the settings, or the use of specialized equipment that is not consistently 

available to law enforcement agents at every arrest. 

68. Due to the foregoing, I request that the Court authorize law enforcement to press 

the fingers (including thumbs) of Cohen to the Touch ID sensors the Subject Devices, or hold the 

Subject Devices in front of Cohen's face, for the purpose of attempting to unlock the Subject 

Devices via Touch ID or Face ID in order to search the contents as authorized by this warrant. 
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C. Review of ESI 

69. Following seizure of any computer devices and storage media and/or the creation 

of forensic image copies, law enforcement personnel (including, in addition to law enforcement 

officers and agents, and depending on the nature of the ESI and the status of the investigation and 

related proceedings, attorneys for the government, attorney support staff, agency personnel 

assisting the government in this investigation, and outside technical experts under government 

-- -- ~~---------

control) will review the ESI ~-ontaIned therein for InIo1TI1afion responsive to the-warrant;--------- ---

70. In conducting this review, law enforcement personnel may use various techniques 

to determine which files or other ESI contain evidence or fruits of the Subject Offenses. Such 

techniques may include, for example: 

• surveying directories or folders and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• conducting a file-by-file review by "opening" or reading the first few "pages" of such 
files in order to determine their precise contents (analogous to performing a cursory 
examination of each document in a file cabinet to determine its relevance); 

• "scanning" storage areas to discover and possibly recover recently deleted data or 
deliberately hidden files; and 

• performing electronic keyword searches through all electronic storage areas to 
determine the existence and location of data potentially related to the subject matter of 
the investigation3

\ and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

34 Keyword searches alone are typically inadequate to detect all relevant data. F or one thing, 
keyword searches work only for text data, yet many types of files, such as images and videos, do 
not store data as searchable text. Moreover, even as to text data, there may be information properly 
subject to seizure but that is not captured by a keyword search because the information does not 
contain the keywords being searched. 
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71. Law enforcement personnel will make reasonable efforts to restrict their search to 

data falling within the categories of evidence specified in the warrant. Depending· on the 

circumstances, however, law enforcement personnel may need to conduct a complete review of all 

the ESI from seized devices or storage media to evaluate its contents and to locate all data 

. responsive to the warrant. 

D. Return ofESI 

72. If the~Governrrl.ent deterrninesthat the electronic--devices are no -loJ1gernecessary--~----

to retrieve and preserve the data, and the devices themselves are not subject to seizure pursuant to 

Federal Rule of Criminal Procedure 41 (c), the Government will return these items, upon request. 

Computer data that is encrypted or unreadable will not be returned unless law enforcement 

personnel have detennined that the data is not (i) an instrumentality of the offense, (ii) a fruit of 

the criminal activity, (iii) contraband, (iv) otherwise unlawfully possessed, or (v) evidence of the 

Subject Offenses. 

80 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 183 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 184 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 185 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 186 of 269

belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-1 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 

---~----G0nGerning-the-configuration-of-the-seizedorcopie<icompllter_dev:ic_eS_QLStorag~_medi~___~~ ___ ~_~ __ _ 

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the marldngs it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences of language contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information,configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

4 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
ILA and ILB of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

5 
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or in his possession, portable hard drives, disk drives, thumb drives, and personal digital assistants. 
In lieu of seizing any such computer devices or. storage media, this warrant also authorizes the 
copying of such devices or media for later review. 

The items to be seized from Subject Premises-2 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records of login credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
.. _~ devices or storage media, including any hardware or software manuals or other information 

~-w-ncernin:gthe configuration oItlie-seiz-eaorc·opied-computer devices-er-storage-media. ---- . ____ ~ .. __ ~~ 

3. Any evidence concerning the identities or locations ofthose persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

8 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
II.A and n.B ofthis Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

9 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 192 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 193 of 269

8. Evidence relating to Cohen's knowledge of the campaign finance laws, campaign 
contribution reporting requirements, and campaign contribution limits. 

9. Any portable electronic storage device. 

B. Search of Seized Electronic Devices 

Probable cause exists to search any seized electronic storage device for the items set 

forth in Section II(A)(1)-(8), above. 

C. Review of ESI 

Following seizure of any electronic storage device, law enforcement personnel (which may 
include, in addition to law enforcement officers and agents, attorneys for the government, attorney 
support staff, agency personnel assisting the government in this investigation, and outside 
technical experts under government control) are authorized to review the ESI contained therein for 
information responsive to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the, computer was used. 

Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
ILA and ILB ofthis Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices if necessary to evaluate its contents and to 
locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 

11 
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any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

12 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 
concerning the configu:fa.tion onne seizeci-ofcopied-computerdevices-or-storage-media.-- _ 

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

15 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
ILA and n.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to 
address potential privileges. 

----------------~-----~-
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If the Government determines that Subject Device-l is no longer necessary to retrieve and 
preserve the data on the device, and that Subject Device-l is not subject to seizure pursuant to 
Federal Rule of Criminal Procedure 41(c), the Government will return Subject Device-I, upon 
'request. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

-- -~~ - --~----------~--
---------- ------ - ----------
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If the Government determines that Subject Device-2 is no longer necessary to retrieve and 
preserve the data on the device, and that Subject Device-2 is not subject to seizure pursuant to 
Federal Rule of Criminal Procedure 4l(c), the Government will return Subject Device-2, upon 

. request. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

~~---~
---------~-

2017.08.Q2 

----------------------. ------ ---- -~----- ----'---~~~-------.~-
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AO 93 (Rev. 01/09) Search and Seizure Warrant (Page 2) 

Return 

Case No.: I Date and time wamUlt executed: I Copy of warrant and inventory left with: 

InventOlY made in the presence of: 

InventOlY ofthe property taken and name of any person(s) seized: 
: 

: 

I; 
-" 

.~~----~~~---

, 

, 
, 
! 
i 

~ 
\ 

I 

r 

I 
I 

Certification 

I declare under penalty of peljury that this inventory is correct and was retumed along with the original wanant 
to the Court. 

: 

r 

Date: 
Executing officer's signature 

I 

Printed nallle and title 
I 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-1 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private enclyption keys, or similar infonnation. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or softwal'e manuals or other infonnation 
conceming the configuration of the seized or copied computer devices or storage media. 

3. Any evidence conceming the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

c. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attomeys for the government, attomey SUppOlt staff, agency 
personnel assisting the government in this investigation, and outside technical expelts under 
government control) are authorized to review the EST contained therein for infOlmation responsive 
to the Wall'ant. 

In conducting this review, law enforcement personnel may use val'ious techniques to locate 
information responsive to the warrant, including, for example: 

III surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the mal'kings it contains and opening a drawer 
believed to contain peltinent files); 

III opening or cursorily reading the first few "pages" of such files in order to detelmme 
their precise contents; 

@ scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

III pelfOlming key word searches through all electronic storage areas to determine whether 
OCCUll'ences oflanguage contained in such storage al'eas exist that al'e intimately related 
to the subject matter of the investigation; and 

@ reviewing metadata, system info11llation, configuration files, registry data, and any 
other infOlmation reflecting how, when, and by Whom the computer was used. 

4 
2017.08.Q2 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 210 of 269

Law enforcement personnel will make reasonable effOlis to search only for files, 
documents, or other electronically stored infonnation within the categories identified in Sections 
II.A and II.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
cOIitents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attomey~c1ient or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apali fl:om the investigative team, in order to address 
potential privileges. 

5 
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AO 93 (Rev. 01109) Search and Seizure Warrant (Page 2) . 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person( s) seized: 

i 
-~----- ----------,"-- --~----------. 

I 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer's signature 

Printed name and title 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-1 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 
concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel maY,use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
ILA and ILB of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review ofthe items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence ina manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 
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AO 93 (SDNY Rev. 05IIO) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Southem District of New Yodc 

In the Matter of the Search of 
(Briefly describe the property to be searched 
01' identijjl the person by name and address) 

) 
) 
) 
) 
) 
) 

IBM G 2969 
Case No. . 

Michael Cohen's Office at 30 Rockefeller Plaza, 23rd 
Floor, New York, New York 10112, and any closed 

containers/items contained therein, See Attachment B 

SEARCH AND SEIZURE WARRANT 
--- "------,,._---_.,._---

To: Any authol'ized law enforcement officer 

An application by a federal law enforcement officer or an attomey for the government requests the search 
of the following person or property located in the Southern District of New York 
(identijjl the person or describe the property to be searched and give its location): 
Michael Cohen's Office at 30 Rocl<efeller Plaza, 23rd Floor, New York, New York 10112, and any closed 
containers/items contained therein, See Attachment B 

TIle person or property to be searched, described above, is believed to conceal (identijjl the person O/' describe the 

p/,opel'ty to be seized): 

See Attachment B 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search ~nr,l iet2~'the, person or 
iy , " I, '1/ ' propel , ' , . 

, , 
1 ! < , ,~ 

, '>''';1, ',1 
YOU ARE COMMANDED to execute this warrant on or before 4' ,"'f,.'!"' ,-,:-, 

--,,--+, c-'. '. >-:-"~------,-:--:--,-,-:-----:---'--
, .. ' (liol to exceed 14 days) 

Flf in the daytime 6:00 a.m. to 10 p.m. 0 at any time in the day or night a§;1 fin(i're~omlble pi1.u,se hM beej} 
established. "', 

Unless delayed notice is authorized below, you must give a copy of the wal1'a~t :3.l;dareceiptfor the property 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy fI~d l:ecelpt a~ the 
place where the propeliy was taken. ' ' 

The officer executing this wan'ant, or an officer present during the execution of the wanarit; inust prepare an 
inventolYas required by law and promptly return this wal1'ant and inventOlY to the Clerk of the COUlt. 

Upon its return, this wa11'ant and inventory ShOllld be filed under seal by the Clerk of the Court. ____ _ 
USMJ Initials 

o I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay 
of tria!), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be 
searched or seized (check the appropriate box) Of or days (not to exceed 30). 

Ountil, the facts justifying, the later specific date of 

Date and time issued: 

']/ ,51( ? }7) 

City and state: --,-N-,-,e~w-,-,-Y-",or,-"k,,-, '-'N-'-Y _____ _ \'ioh'. a-ienry B. Pitman .. U,S. Magistrate Judge 
, ' . Pf'flill!tj nal1leq{~i~itle , 

,. , 
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AO 93 (Rev. 01109) Search and Seizure Warrant (Page 2) 

Return 

Case No.: I Date and time wan'ant executed: I Copy of wan:ant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person(s) seized: 

, 
, 

! 

---~.-,~~~ -----

! 

, 

, 

" 

Certification 

I declare under penalty of peljury that this inventory is correct and was retumed along with the original warrant 
to the COUlt. 

" 

Date: I 

Executing officer's signature 

Printed name and title 
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or in his possession, pOliable hard drives, disk drives, thumb drives, and personal digital assistants. 
In lieu of seizing any such computer devices or storage media, this warrant also authorizes the 
copying of such devices or media for later review. 

The items to be seized :fi:om Subject Premises-2 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or recmds oflo gin credentials, passwords, private encryption keys, or similar infOlmation. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other informaiion 
concerning the configuration ofthe seized or copied computer devices or storage media. 

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review ofESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney suppOli staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the EST contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various teclmiques to locate 
infOlmation responsive to the wan'ant, including, for example: 

III surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

III opening or cursorily reading the first few "pages" of such files in order to detennine 
their precise contents; 

@ scanning storage areas to discover and possibly recover recently deleted flles or 
deliberately hidden files; 

eo performing key word searches through all electronic storage areas to determine whether 
OCCUll'ences oflanguage contained in such stomge areas exist that are intimately related 
to the subj ect matter of the investigation; and 

6iI reviewing metadata, system infOlmation, configuration files, registry data, and any 
oilier infOlmation reflecting how, when, and by whom the computer was used. 

8 
2017.08.02 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored infOllllation within the categories identified in Sections 
ILA and n.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attomey-c1ient or other applicable privilege. When appropriate, the pl'Ocedll'es shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

9 
2017.08;02 
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AO 93 (SDNY Rev. 05/10) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the person by name and address) 

Michael Cohen's Office at 30 Rockefeller Plaza, 23rd 
Floor, New York, New York 10112, and any closed 

containers/items contained therein, See Attachment B 

) 
) 
) 
) 
) 
) 

Case No. 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identify the person or describe the property to be searched and give its location): 
Michael Cohen's Office at 30 Rockefeller Plaza, 23rd Floor, New York, New York 10112, and any closed 
containers/items contained therein, See Attachment B 

The person or property to be searched, described above, is believed to conceal (identify the person or describe the 

property to be seized): 

See Attachment B 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before 

~ in the daytime 6:00 a.m. to 10 p.m. 
(not to exceed 14 days) 

o at any time in the day or night as I find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an 
inventory as required by law and promptly return this warrant and inventory to the Clerk ofthe Court. 

Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court. ___ _ 
USMJ Initials 

o I find that immediate notification may have an adverse result listed in 18 U.S .C. § 2705 (except for delay 
oftrial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be 
searched or seized (check the appropriate box) o for days (not to exceed 30). 

Ountil, the facts justifying, the later specific date of 

Date and t;me ;ssucd: 1.\-"15-10 7 ;s'-\ ~.... ft.! Hr"rr J",L,&!::;'" 
City and state: --,-N-'.-'e"-,-w,---Y-,--,,,-or,-,-,k,,--. -'--'N'-'-Y _____ _ Han. Henry B. Pitman, U.S. Magistrate Judge 

Printed name and title 
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AO 93 (Rev. 01109) Search and Seizure Warrant (Page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person( s) seized: 

----"--~-.~ ---_. 
~------

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer's signature 

" 

Printed name and title 

r 
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or in his possession, portable hard drives, disk drives, thumb drives, and personal digital assistants. 
In lieu of seizing any such computer devices or storage media, this warrant also authorizes the 
copying of such devices or media for later review. 

The items to be seized from Subject Premises-2 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 
concerning the configuration of the seized or copied computer devices or storage media. 

-"~----~"---~-~~~--- -'----'----

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

c. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences of language contained in such storage areas exist that are intimately related 
to the subj ect matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

8 
2017.08.02 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
ILAand n.B ofthis Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review ofthe items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

9 
2017.08.02 
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AO 93 (Rev. 01109) Search and Seizure Warrant (page 2) 

Return 

Case No.: I _I Date and time warrant executed: I Copy ofwa1'l'ant and inventory left with: 

InventOlY made i~ the presence of: 

Inventory of the property taken and name of any person(s) seized: 

-------------- -----.~--------.---.------------------------------------------------------t-----i-------

Certification 

I declare under penalty of peljury that this inventory is correct and was retUlned along with the original warrant 
to the Comt. 

Date: 
Executing officer's signature 

Printed name and title 
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8. Evidence relating to Cohen's knowledge of the campaign finance laws, campaign 
contribution repoliing requirements, and campaign contribution limits. 

9. Any pOltable electronic storage device. 

B. Search of Seized Electronic Devices 

Probable cause exists to search any seized electronic storage device for the items set 

forth in Section II(A)(1 )-(8), above. 

C. Review of ESI 

--~-Fol1owingseizure-ofany-electronic-sto1'agedeviee,lawenforeement-pel'sonnel-Ewhiehmay 

include, in addition to law enforcement officers and agents, attorneys for the government, attomey 
SUppOlt staff, agency personnel assisting the government in this investigation, and outside 
technical expelts under govemment control) are authorized to review the ESr contained therein for 
information responsive to the wa11'ant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
infOlmation responsive to the wa11'ant, including, for example: 

III surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain peliinent files); 

II opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

111 scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

111 pelfOlming key word searches through all electronic storage areas to detelmine whether 
OCCU11'ences of language contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

II reviewing metadata, system infOlmation, configuration files, registry data, and any 
other infOlmation reflecting how, when, and by whom the computer was used. 

Law enforcement personnel will malce reasonable efforts to search only for files, 
documents, or other electronically stored infOlmation within the categories identified in Sections 
rI.A and n.B ofthis Attaclunent. However, law enforcement personnel are authorized to conduct 
a complete review of all the Esr from seized devices if necessary to evaluate its contents and to 
locate an data responsive to the wa11'ant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 

11 
2017.08.02 

---'-- ---, 
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any attomey-client 01' other applicable privilege. When appropriate, the procedures shall include 
use of a designated "fIlter team," separate and apart fi.-om the investigative team, in order to addTess 
potential privileges. 

---------

12 
2017.08.02 
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AO 93 (Rev. 01/09) Search and Seizure Warrant (Page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person(s) seized: 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer's signature 

Printed name and title 
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8. Evidence relating to Cohen's knowledge of the campaign finance laws, campaign 
contribution reporting requirements, and campaign contribution limits. 

9. Any portable electronic storage device. 

B. Search of Seized Electronic Devices 

Probable cause exists to search any seized electronic storage device for the items set 

forth in Section H(A)(l )-(8), above. 

C. Review of ESI 

.FQlhwing..S..eiZULe_Qi.oo):," electronic storage device, law enforcement personnel (which ID~y ____ _ 
include, in addition to law enforcement officers and agents, attorneys for the government, attorney'! 
support staff, agency personnel assisting the government in this investigation, and outside t· 

technical experts under government control) are authorized to review the ESI contained therein for I: 

information responsive to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
II.A and H.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices if necessary to evaluate its contents and to 
locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 

11 
2017.08.02 
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any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

~ --~-~-- ~~-

12 
2017.08.02 
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AO 93 (SDNY Rev. 05110) Search and Seizure Warrant 

UNITED STATES DrSTRlCT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the properly to be searched 
or identify the person by name and address) 

Loews Regency Hotel, 540 Park Avenue, Room 1728, 
New York, New York 10065, and any closed 

containerslitems contained therein, See Attachment 0 

) 
) 
) Case No. 

18MAG 969 
SEARCH AND SEIZURE WARRANT 

To: Any authodzed law enforcement officer 

An application by a federal law enforcement officer or an attol1ley for the govenllnent requests the search 
of the following person or property located in the Southern District of New York 
(identifY the person or describe the properly to be searched and give its location): 
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and any closed contalnerslitems 
contained therein, See Attachment 0 

The person or property to be searched, described above, is believed to conceal (identify the person or describe the 

property to be seized): 

See Attachment 0 

I find that the affidavit(s), or any recorded testimony, establish probable cause to sem:c:;r,at14~iie the person or 
property. .. '. . '/. . 

YOU ARE COMMANDED to execute this warrant on or before i~,~, ,~}~I t· 
-----~~~I~--~~~~ 

, ' .. '(not to exceed ]4 days) 

o at any time in the day or night a~ I find:reasomible cau~e haG bEJen 
established. ' 

0" in the daytime 6:00 a.m. to 10 p.m. 

, , , 

Unless delayed notice is authorized below, you must give a copy of the wan-ant and aTeceipt foi' the pl'Opel'fy 
taken to the person from whom, or fi'om whose premises, the property was taken, or lea,'~ the copy ~rqdreceipt ',lphe 
place where the propel'fy was taken. ' . 

The officer executing this warrant, or an officer present during the execution of the wal1'atit, must prepare an 
inventory as required by law and promptly return this wan'ant and inventOlY to the Clerk ofthe Court. 

Upon its return, this warrant and inventOlY ShOlJld be filed under seal by the Clerk ofthe Comt. ________ _ 
USMJ Initials 

o I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay 
oftrial), and authorize the officer executing this wal1'ant to delay notice to the persoll who, or whose propeI'fy, will be 
searched or seized (check tlie appropriate box) Of or days (not to exceed 30). 

Ouutil, the facts justifying, the later specific date of' ~"~ 

/} / . ",yf~,,~~ ," 
/ ~1-=7t-,.~J- ,,~-~~~.~~ ~_~'A'''¥~' 

I ./ JZJdgg'S~9i!f7;tllre . , 
, ,. 
, \ >, J 

Hon. Henry B. Pitrrj~~.', lj,s,~agi~trate\ Judgo , 

Date and time issued: 

City and state: ..!.N"-,e<:!.w,-Y-,-,o",,r.!.>.ku, N-"-YL.-____ _ 
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AD.93 (Rev. 01109) Search and Seizure Warrant (Page 2) 

Return 

Case No.: I Date and time wanant executed: I Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person(s) seized: 

.... 
---- .---.. -.--~~-.-~ .. -.---. -----

Certification 

I declare tmder penalty of peljury that this inventory is conect and was retumed along with the original warrant 
to the COUlt. 

Date: 
Executing officer's signature 

Pi'hUed name and title 

~ 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
d1ives, thumb cb:ives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this walTant also authorizes the copying of such devices or media for later review. 

The items to be seized fl.-om Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media; including but not limited to any physical keys, enclyption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 

-"-----concerning_the_configuratiollc-ofthe_seized_orcopied computer devic~{t orstQ1:~ge med=i=a. __ 

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media, 

C. Review ofESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to teview the ESI contained therein for information responsive 
to the wan'ant. 

In conducting this review, law enforcement personnel may use val'ious techniques to locate 
information responsive to the wan'ant, including, for example: 

010 surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

e opening or cursorily reading the first few "pages" of such files in order to detennine 
their precise contents; 

.. scanning storage al'eas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• peliorming key word searches through all electronic storage areas to determine whether 
occurrences of language contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, copfiguration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

15 
2017.08.02 

·i , 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 244 of 269

Law enforcement personnel will make reasonable eff01ts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
ILA and n.B ofthis Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Addition~llly, review ofthe items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 
any attomey-client or othel' applicable privilege. When appropriate, the procedmes shall include 
use of a designated "fliter team," separate and apart from the investigative team, in order to 
address potential privileges. 

16 
2017.08.02 
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AO 93 (SDNY Rev. 05110) Search and Seizure Warrant. 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identifY the person by name and address) 

Loews Regency Hotel, 540 Park Avenue, Room 1728, 
New York, New York 10065, and any closed 

containers/items contained therein, See Attachment 0 

) 
) 
) 
) 
) 
) 

Case No. 

SEARCH AND SEIZURE WARRANT 

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identifY the person or describe the property to be searched and give its location): 
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and any closed containers/items 
contained therein, See Attachment 0 

The person or property to be searched, described above, is believed to conceal (identifY the person or describe the 

property to be seized): 

See Attachment 0 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before 

It in the daytime 6:00 a.m. to 10 p.m. 

(not to exceed 14 days) 

D at any time in the day or night as I find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the execution ofthe warrant, must prepare an 
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court. 

Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court. ___ _ 
USMJ Initials 

D I [md that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay 
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be 
searched or seized (check the appropriate box) Dfor days (not to exceed 30). 

Duntil, the facts justifying, the later specific date of 

Date and time issued: 
Judge's signature 

City and state: New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge 
Printed name and title 
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AO 93 (Rev. 01/09) Search and Seizure Warrant (Page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of: 

Inventory of the property taken and name of any person( s) seized: 

----1----------- ----------~-------------------------~---------------------'----- -----1-----------------;; 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer's signature 

Printed name and title 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. I:h lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media; including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption h~ys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 
concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage· media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences of language contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
II.A and ILB ofthis Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Addition:;tlly, review ofthe items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to 

address potential privileges. 

16 
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AO 93 (Rev. 01109) Search and Seizure Warrant (Page 2) 
,- , 

Return: I 
i 

Case No,: I Date and time warrant executed: I Copy or warrant and inventory left with: 
, 

I 
I 
I 

Inventory made in the presence of : I 

InventOlY of the property taken and name of any person(-s) seized: 

i 

.. ---------------.~-~-,------- -~-----.---.--

; 

" 

, 

,! 

Certifica tion 

I declare under penalty of peljUlY that this inventory is correct and was retUl'ned along with the original wall'ant , 
to the Comi. 

Date: 
Executing officer's signatul'e 

Printed 11ame and title 
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If the Govemment determines that Subj ect Device-I is no longer necessary to retrieve and 
preserve the data on the device, and that Subject Device-l is not subject to seizure pursuant to 
Federal Rule of Criminal Procedure 41(c), the Government will retum Subject Device-I, upon 
request. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attomey-client or other applicable p11vilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

19 
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AO 93 (Rev. 01/09) Search and Seizure Warrant (page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person(~) seized: 

~~-~ ----~-------------~------~-----------~ -~~----~----~----~---~- --------~---~~~-~~~~~----~'------I----~~-· 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer'S signature 

Printed name and title 
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If the Government determines that Subj ect Device-l is no longer necessary to retrieve and 
preserve the data on the device, and that Subject Device-l is not subject to seizure pursuant to 
Federal Rille of Criminal Procedure 41(c), the Government will return Subject Device-I, upon 
request. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

19 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 261 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 262 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 263 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 264 of 269

If the Government determines that Subject Device-2 is no longer necessary to retrieve and 
preserve the data on the device, and that Subject Device-2 is not subject to seizure pursuant to 
Federal Rule of Criminal Procedure 41(c), the Government will retum Subject Device-2, upon 
request. 

Additionally, review of the items described in this Attachment shall be conducted pursuant 
to established procedures designed to collect evidence in a maImer reasonably designed to protect 
any attomey-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apaIt feom the investigative team, in order to address 
potential privileges. 

---~~---------

22 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 265 of 269



Case 1:18-cr-00602-WHP   Document 48-1   Filed 07/18/19   Page 266 of 269

AO 93 (Rev. 01109) Search and Seizure Warrant (Page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person( s) seized: 

-------------~---------------------------------~-- ------ --------1-----------------:" 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer'S signature 

Printed name and title 
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If the Government determines that Subject Device-2 is no longer necessary to retrieve and 
preserve the data on the device, and that Subject Device-2 is not subject to seizure pursuant to 
Federal Rule of Criminal Procedure 41(c), the Government will return Subject Device-2, upon 
request. 

Additionally, review ofthe items described in this Attachment shall be conducted pursuant 
to established procedures designedto collect ~vidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to address 
potential privileges. 

-~-~----------"------~--------,- ----~------------"---
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3. On or about April 9, 2018, based upon a conversation with another law enforcement 

agent who spoke to an employee of Loews Regency Hotel, I learned that Michael Cohen is in fact 

staying in Room 1628 (in a suite encompassing rooms 1628, 1629, and 1630) (collectively, "Room 

1628"), not Room 1728. Accordingly, I respectfully submit the attached amended warrant 

pursuant to Rule 41 of the Federal Rules of Criminal Procedure for the following Subject Premises: 

Loews Regency Hotel, 540 Park Avenue, Room 1628, New York, New York 10065, and Any 

Closed Containers/Items Contained Therein ("Subject Premises-4"). For the reasons detailed in 

the Affidavit and herein, I believe that there is probable cause to believe that Subject Premises-4 

contains-evidence;-fruits;-andinstrumentalities-of-violatioliS-of~1-8-B:S-.e-.-§§-1005-'{false-bank---··:.,··_· .. - ... ------'-..... 

entries), 1014 (false statements to a fmancial institution), 1343 (wire fraud), and 1344 (bank fraud) 

(collectively, the "Bank Fraud Offenses"), 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) 

(illegal campaign contributions) (the "Campaign Finance Offenses"), and 18 U.S.C. §§ 371 

(conspiracy as it pertains to the other Subject Offenses) (collectively, the "Subject Offenses"). 

4. Based on the foregoing, I respectfully request the court to issue a warrant to seize 

the items and information specified in Attachment A to this affidavit and to the Search and Seizure 

Warrant. 

3 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 4 of 201



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 5 of 201



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 6 of 201



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 7 of 201

belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 
concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the identities or locations ofthose persons with access to, 
control over, or ownership ofthe seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media andlor the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

411 opening or cursorily reading the fust few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

4 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
IlA and IlB ofthis Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to 
address potential privileges. 

5 
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emails and text messages; download and run mobile telephone applications, including encrypted 

call and messaging application such as WhatsApp, Signal, and Dust; take, send, and receive 

pictures and videos; save and store notes and passwords; and store documents. 

c. The Subject Offenses 

5. F or the reasons detailed below, I believe that there is probable cause to believe that 

the Subject Premises and Subject Devices contain evidence, fiuits, and instrumentalities of 

violations of 18 U.S.C. §§ 1005 (false bank entries), 1014 (false statements to a financial 

institution), l343 (wire fraud), and l344 (banle fraud) (collectively, the "Banle Fraud Offenses"), 

52-' B:S~.&--§-~--3 OH6Ea:)(l)(A )-and-3 Ol09( d1(-I-)EA)El)--(i11ega~-Gampai~n--co~tributions )-~the~-----------.- __ ]1, 

"Campaign Fmance Offenses"), and 18 U.S.C. §§ 371 (conspIracy as It pertams to the other ' 
~ 

t 
I' 

D. Prior Applications 

Subject Offenses) (collectively, the "Subject Offenses"). 

6. The FBI and the United States Attorney's Office for the Southem District ofN ew 

Yode ("USAO") have been investigating several courses of criminal conduct by Michael Cohen. 

Cohen is an attorney who currently holds himself out as the personal attorney for President Donald 

Trump, and who previously served for over a decade as an executive in the Trump Organization, 

an international conglomerate with real estate and other holdings. 

7. In connection with an investigation then being conducted by the Office of the 

Special Counsel ("SCO"), the FBI sought and obtained from the Honorable Beryl A. Howell, Chief 

United States District Judge for the District of Columbia, three search warrants for emails and 

other content information associated with two email accounts used by Cohen, and one search 

warrant for stored content associated with an iCloud account used by Cohen. Specifically: 

6 
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with all non-privileged content obtained pursuant to the Cohen iCloud WalTanU A filter team 

working with the SCO had previously reviewed the content produced pursuant to these Walnnts 

for privilege. 

9. On or about February 28,2018, the USAO sought and obtained search walTants for 

emails in the Cohen Gruail Account and the Cohen MDCPC Account, among other accounts, sent 

or received between November 14,2017 and February 28,2018 (the "Third Cohen Gmail Warrant" 

and the "Second Cohen MDCPC WalTant"). The content produced pursuant to these Walnnts is 

subjeCt to an ongoing review for privilege by an SDNY filter team.6 

. ~ 

-------"-----~-10-. ~'Fhe_emails-seareh-'-wan'ants-desGribed-above_an:-rdem:d-to-collectively-as-the---------~~~--:, 
I 

"Cohen Email WalTants." 

11., On or about April 7, 2018, the USAO and FBI sought and obtained a WalTant for 

prospective and historical cellphone location infornlation for Subject Device-l and Subject 

Device-2. On or about April 8, 2018, the USAO and FBI sought and obtained authority to employ 

an electronic technique, commonly known as a "triggerfish," to determine the location of Subject 

Device-l and Subject Device-2. 

n. Probable Cause 

A. Overview 

12. The United States Attorney's Office for the Southern District ofN ew York and FBI 

are investigating, among other things, schemes by Target Subject Michael Cohen (a) to defraud 

multiple banks :B:om in or about 2016 up to and including the present, and (b) to make an illegal 

5 The SCO had previously provided a subset of this non-privileged content on or about February 
2,2018. 

6 On or about Februal'y 28,2018 and April 7,2018, the USAO and FBI sought and obtained Rule 
41 search walTants authorizing the search of emails and content obtained pursuant to previously 
issued warrants for additional subject offenses. 

8 
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probable cause to believe that Cohen made this payment to Clifford for the purpose of influencing 

the presidential election, and therefore that the payment was an excessive in-kind contribution to 

the Trump campaign. 

15. Based on my review of emails obtained from the Cohen Email Warrants, 

information obtained pursuant to the iCloud Warrant, and documents produced pursuant to 

subpoenas, as well as my review of public sources, I have leamed that Cohen has used the Subject 

Premises to (a) receive documents related to the transaction intended to relieve Cohen of his taxi 

medallion debt, (b) receive documents and/or conduct meetings related to his consulting work, ( c) 

-~~ . receivedocUllients-andi orconduct-meetings-relating to his-fmanees-and-assets,some-of-whiGh,as---~~-~-·-

noted above and as detailed fiuiher herein, he has concealed from the banks in connection with the 

refinancing of his taxi medallion debt, (d) receive and send documents relating to his payment to 

Clifford, and ( e) house and operate electronic devices that were utilized in connection with, among 

other things, the taxi medallion transaction, Cohen's consulting work, and his payment to Clifford. 

Specifically, as described below, Subject Premises-l likely contains evidence conceming Cohen's 

taxi medallion loans, his negotiations with banks, his personal [mances, his consulting work, his 

tax retums, and his payment to Clifford, as well as electronic devices containing such evidence, 

all of which constitute or contam evidence of the Subject Offenses. Additionally, as described 

below, Subject Premises-2 likely contains evidence relating to Cohen's consulting work, his 

[mances, and his payment to Clifford, as well as electronic devices containing such evidence. 

Subject Premises-3, as described below, likely contains evidence relating to Cohen's assets and 

[mances, including assets that may not have been disclosed to banks in connection with the 

refinancing of Cohen's taxi medallion debt or documents relating to such assets, and documents 

or evidence related to Cohen's payment to Clifford. Subject Premises-4 likely contains electronic 

10 
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devices, including Subject Device-l and Subject Device-2, which themselves contain evidence of 

the Subject Offenses, including conceming Cohen's taxi medallion loans, his negotiations with 

banks, his personal finances, his consulting work, his tax retums, and his payment to Clifford. 

Accordingly, and as set fmih in more detail below, there is probable cause to believe that the 

Subject Premises and Subject Devices will include evidence of the Subject Offenses. 

B. Probable Cause Regarding Subjects' Commission of the Subject Offenses7 

The Bank Fraud Scheme 

(i) Cohen's Statements to Sterling National Bank 

16.-As seLforthjn~detaiLbelow,jn2OJA,_GQhen,_tlu:m.lgh LLCs controlled by: him -=an=d~ __ _ 

his wife, Laura Cohen, entered into a series ofloans from Sterling National Bank ("Sterling") and 

the Melrose Credit Union ("Melrose"), secured by taxi medallions, for approximately $20 million. 

Though entered into by LLCs, the loans were also secured by personal guarantees in the names of 

both Cohen and his wife. Over time, as the taxi industry weakened and the medallions lost value, 

Cohen sought to renegotiate the tenus of those loans and/or relieve himself from their obligations, 

including the personal guarantees. As part of that effmi, Cohen made a series of representations 

to Sterling and Meh'ose about his net worth, assets, available cash and income, among other things. 

Specifically, based on my review of records maintained by Sterling and Melrose, and public 

sources conceming the taxi industry and the value of taxi medallions, as well as my pmiicipation 

in interviews with a Sterling executive vice-president (the "Sterling Employee-I") and two other 

7 In the following recitation of probable cause, I frequently refer to phone calls or text messages 
involving Cohen. The text messages described herein as sent or received by Cohen were all sent 
or received from the telephone numbers associated with Subject Device-lor Subject Device-2. 
The vast majority of the phone calls described herein made or received by Cohen were made or 
received by the telephone numbers associated with Subject Device-lor Subj ect Device-2, although 
in celiain limited instances Cohen used a landline or other phone. 

11 
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Sterling employees ("Sterling Employee-2" and "Sterling Employee-3"), I have learned, among 

other things, the following: 

a. Taxi medallions are small metal plaques affixed to taxis. Without a medallion, it 

is illegal to operate a taxi in cities with medallion systems, such as New York City. Cohen and his 

wife own multiple LLCs that collectively own 32 taxi medallions (each LLC owns two 

medallions). 8 Cohen's purchase of these New York taxi medallions was originally fmanced by 

loans :fi:om Capital One ban1e, for which the medallions served as .collateral. Cohen was not a taxi 

operator, and leased his medallions to a third party. That third party made monthly payments to 

. ~'-Conen, who trrtuTll-used~s011Te-ofthose-proceeds~to~make-hig-monthlY'loan-payments-to-Gapital---~- ... ~~~--~.-£ 

One. 

b. In early 2014, Cohen became a customer of Sterling when he sought to refinance a 

mmigage on a rental property that he owned. In or around April 20 14, Cohen raised with Sterling 

the prospect of refmancing his taxi medallion loans, which were then at Capital One. By in or about 

September 2014, Cohen began negotiating a lending transaction with Sterling that would allow 

Cohen to pay offhis loans at Capital One and b01TOW more money from the then-increase in value 

ofthe medallions. According to Sterling Employee-I, in 2014, prior to the recent upheaval in the 

taxi industry-as a result of the emergence of ride-sharing services, such as Uber-taxi medallion 

loans were viewed by banks and investors as safe, Shmi term credits, as the market value of taxi 

medallions was consistently rising. Consequently, taxi medallion loans-like the loans held by 

Cohen-were frequently refinanced at increasing amounts as the value of the medallions rose. 

According to Sterling Employee-I, borrowers typically cashed out the increase in the loan amount 

8 One of these companies, Mad Dog Cab Corp., was jointly owned by Sondra Cohen, who I 
believe is Cohen's mother. 

12 
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and used the additional funds for other purposes. Cohen appears to have followed this approach in 

2014, when he agreed to refinance his medallion loans for approximately $22 million, which-

according to letters from Capital One in Sterling's files-was greater than his previous debt at 

Capital One Barue ($21 million, of which $14.6 million was a line of credit to Cohen). This allowed 

Cohen to cash out the proceeds from the transaction. 

c. Based on my review of records maintained by Sterling, I have leamed that on or 

about December 8, 2014, each of Cohen' s sixteen taxi medallion LLCs entered into loan agreements 

and promissory notes with Sterling for the principal sum of $1,375,000, with repayment due on 

----~-----E>ecember_8,201-6-;-Each-loan-was-signed-by-MiGhael-er-bauraGoh€n,d€pending-on-whowas-the------ -----_ 

sole shareholder ofthe LLC. The address listed for each of the LLCs was the address for Subject 

Premises-I. The loans were also each secured by a security agreement, dated the same day, making 

the medallions collateral for the notes. To give Sterling additional security, Michael and Laura 

Cohen signed personal guarantees and confessions of judgment, giving Sterling the right to pursue 

collection against the Cohens' personal assets were their corporations to default under the loan 

agreements. The personal guaranty agreements stated that the LLCs had offices at the address for 

Subj ect Premises-I, and contained a notice provision that stated that any notices required by the 

agreements should be mailed to Subject Premises-I. In total, Sterling agreed to lend approximately 

$22· million to the Cohens' companies. 

d. Pursuant to participation agreements, Sterling transferred 45 percent of Cohen's 

taxi medallion debt to Meh·ose.9 

9 Melrose, which had a business principally focused on taxi medallion loans, is now in 
conservatorship by the National Credit Union Administration ("NCUA"). 

13 
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e. In evaluating Cohen's requested refmancing of the taxi medallions, Sterling (and 

Melrose, consistent with its participation in the deal) conducted due diligence. At Sterling's 

request, Cohen provided Sterling with a statement of financial condition, dated August 1, 2014 

(the "August 2014 Financial Statement"), which indicated that Cohen had $100,740,000 in total 

assets, $23,550,000 in total liabilities, and a net worth of $77,190,000.10 From my review of a 

Sterling credit memorandum, dated September 29, 2014, I lmow that Sterling viewed the 

transaction favorably because, accounting for loan payments, cash flows from the medallions were 

proj ected to be positive, the value of the collateral (as estimated by Sterling) exceeded $42 million, 

--and-the-net-worth-of £ohen--who'-was-the~direGt-oblig0F-under-the-guarantee agreements was------- -~~-----~ 

over $77 million. An internal Sterling credit and risk rating analysis report, dated October 20, l 
2014, recommended approval of the loans for substantially the same reasons. 

f. Based on my review of records maintained by Sterling and public sources, I have 

learned that over time, the collateral backing Cohen's loans (taxi medallions) lessened in value due 

to the rise in ride-sharing companies. Additionally, Cohen began falling behind on loan payments 

to Sterling and Melrose. I lmow from records maintained by Sterling and an interview with Sterling 

Employee-2 that, beginning in or around September 2015, Cohen told Sterling, in sum and 

substance, that the individual leasing Cohen's medallions had fallen behind in making payments to 

Cohen, and that as a result, the monthly cash flow from his taxi medallions had been reduced, 

leaving him with a shortfall of approximately $16,000 each month. For instance, I have reviewed 

an email from Sterling Employee-2, dated September 9, 2015, summarizing a call with Cohen-

which according to the email and toll records for Cohen's cellphone occun'ed on September 8, 

10 Cohen subsequently provided Sterling with a revised statement of fmancial condition, also 
dated August 1,2014, which reported assets of$99,420,000, totalliabilities of$23,550,000, and a 
net worth of$75,870,000. 
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$20,500,000. Cohen also suggested revised monthly interest payment amounts. The signature 

block on the email indicated that Cohen's address was the address for Subject Premises-2. On or 

about January 31, 2018, Sterling Employee-3 responded to Cohen and stated, in sum and 

substance, that Cohen would need to pay the entirety of the overdue payments and pay down the 

principal balance of the loan to $20,000,000 (in total, a payment of approximately $1,750,000), 

and would need to make larger monthly interest payments. 

u. On or about February 1, 2018, Cohen emailed Sterling Employee-3 and proposed 

"[p]ayment of $1.250m which ALL can be used to pay down principal, if [Sterling] will waive 

~-----~--past~due-amounts!-but~stated-"I~do-N0'I'-have-more-than-the-$1.2-50m:~EEmphasis--in-originaL) 

Cohen also stated, in sum and substance, that he had insufficient fmancial resources to post 

additional collateral or pre-fund monthly payments. The signature block on the email indicated 

that Cohen's address was the address for Subject Premises-2. Based on my participation in an 

interview with Sterling Employee-3, I have learned that since January 30, 2018, Sterling has 

continued to renegotiate the medallion loans with Cohen based on Cohen's representations about 

his current financial position. In particular, according to Sterling Employee-3, Cohen and Sterling 

have an agreement in pl'incipal to restructure Cohen's loans based in part of Cohen's agreement to 

make a principal payment of approximately $750,000, to make a payment of $500,000 to become 

cUlTent on interest payments, and to post $192,000 in cash collateral for his future monthly 

payments on the loan. Cohen also agreed to pledge an interest he had in a property. Sterling 

Employee-3 has stated that had Cohen indicated he had more than $1,250,000 available to him, 

Sterling would have, among other things, negotiated for a larger reduction to the principal amount 

ofthe loan. 
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a. Cohen and his wife have been customers of First Republic since approximately 

June 2011. Cohen controls several checking and loan accounts at First Republic, some in his own 

name and others in the names of corporate entities. According to First Republic's lmow-your-

customer records on Cohen,17 his primary physical address is the address for Subject Premises-I. 

b. On or about October 26, 2016, in Manhattan, New York, Cohen opened a new 

checking account at First Republic in the name of Essential Consultants LLC (the "Essential 

Consultants Account"). Cohen was the only authorized signatory on the account. According to 

account opening documents, the primary address for Essential Consultants LLC was the address 

--------for-SubjectPremises--L-When-Gohenopened-the-Essential Gonsultants-AGGount,FiFst-Republic------

Employee-l conducted an in-person interview of Cohen. In response to a series of lmow-your-

customer questions about the purpose of the account-the answers to which First Republic 

Employee-l entered into a form 18-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, and all of his consulting clients wOlJld be domestic individuals based in the United States. 

Cohen also stated, in sum and substance, that his purpose in setting up the account was to keep the 

revenue from his consulting business-which he said was not his main source of income-separate 

from his personal finances. As set forth below, there is probable cause to believe that Cohen's 

statements about the intended purpose of the account and source of funds for the account were 

false. Specifically, as described below, the account was not intended to receive-and does not 

17 Certain fmancial institutions are required to conduct such procedures pursuant to the Bank 
Secrecy Act and its implementing regulations. See 31 U.S.C. § 5318; 31 C.F.R. § 1020.220. 

18 First Republic Employee-l first filled out the fOlID on the day he interviewed Cohen, October 
26,2016. On or about December 19, 2016, at the request of bank compliance personnel, First 
Republic Employee-l updated the form to add more detail about Cohen's statements. 
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appear to have received-money in comlection with real estate consulting work; in addition, the 

account has received substantial payments :B:om foreign sources. 

c. I know from my review of First Republic banle records that were scheduled by an 

FBI forensic accountant that after Cohen opened the Essential Consultants Account, Cohen 

received payments into that account fi'om foreign businesses and entities that do not reflect the 

stated client profile for the residential and commercial real-estate consulting services. Specifically, 

fi'om my review of the Essential Consultants Account schedule and public sources, I know the 

following: 

payments of$83,333 into the Essential Consultants Account from an entity called Columbus Nova 

LLC. According to public sources, Columbus Nova is an investment management firm controlled 

by Renova Group, an industrial holding company based in Zurich, Switzerland that is controlled 

by Russian national Viktor Vekselberg. From January 2017 to August 2017, the Essential 

Consultants Account received seven payments totaling $583,332.98 from Columbus Nova LLC. 

ii. Beginning on or about April 5, 2017, the Essential Consultants Account 

began receiving payments fi'om Novartis Investments, SARL, which I believe to be the in-house 

[mancial subsidiary of the Swiss pharmaceutical company Novartis International AG ("Novartis"). 

Between April 2017 and Febrmuy 2018, the Essential Consultants Account received eleven wire 

payments from a Swiss bank account held in the name of Nov artis, each in the amount of$99,980, 

for a total of$I,099,780. 

iii. Beginning in or about April 20 17, the Essential Consultants Account started 

receiving wire payments from a banle account associated with the telecommunications company 

AT&T Inc. ("AT&T"). Specifically, on or about April 14, 2017, AT&T sent $100,000 to the 
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Essential Consultants Account and, from in or about June 2017 to in or about January 2018, the 

Essential Consultants Account received ten $50,000 payments fl:om AT&T. In total, AT&Tsent 

$600,000 to the Essential Consultants Account. 

iv. On or about May 10,2017, June 9,2017, July 10,2017, and November 27, 

2017, the Essential Consultants Account received four deposits in the amount $150,000 (totaling 

$600,000) fi'om a bank account in South Korea. The account holder from which the money was 

sent is Korea Aerospace Industries Ltd. ("KAI"). KAI is a South Korea-based company that 

produces and sells fIxed-wing aircraft, helicopter aircraft, and satellites to the United States 

-,-__ ~.nepartmenLofnefens_e,_amDng_other_custQmers. ____________________ ~ __ 

v. On or about May 22, 2017, the Essential Consultants Account received a 

$150,000 deposit fl.-om an account at Kazkommertsbank, a Kazakhstani ballie. The listed account 

holder at Kazkommertsballie was a second Kaza1dlstani bank named BTA Bailie, AO. A message 

accompanying the wire payment indicated that the payment was a "monthly consulting fee as per 

Inv BTA-lOl DD May 10, 2017 consulting agreement WIN DD 08 05 2017 CNTR WINDD 

08/0512017." 

vi. In total, from on or about January 31, 2017 to on or about February 1, 2018, 

the Essential Consultants Account received approximately $3,033,112.98 in transfers and checks 

from the aforementioned entities. As of on or about January 10,2018, the balance in the Essential 

Consultants Account was $1,369,474.23. Cohen's withdrawals fl.-om the Essential Consultants 

account reveal that it was used for largely personal purposes, including to pay, among other things, 

American Express bills and fees from "the Core Club," a private social club in New York. 

d. On or about Apri14, 2017, Cohen opened another new checking account at First 

Republic, this one in the name of Michael D. Cohen & Associates, P.e. (the "MDC&A Account"). 
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($1,200,000.00) US Dollars," disbursed through eight $150,000 installments between May 2017 

and December 2017. I have also reviewed invoices in amounts of $150,000 that Cohen emailed 

to an individual whom I believe is affiliated with KAI. At the top of the invoices the address listed 

for Essential Consultants is the address for Subject Premises-2. 

b. On or about May 8,2017, Cohen sent an email to an individual whom I believe is 

affiliated with BTA Ballie. The signature block on Cohen's email listed "Essential Consultants 

LLC" and "Michael D. Cohen & Associates, PC" and provided the address for Subject Premises-

2. In the email, Cohen attached a document purporting to be a "Consulting Agreement" between 

-'----'- B'I'A-Ban1(and-EssentiaLConsultants dated-as-o£about-May 8,2017.-The-agreementindicates_that_._~ ___ _ 

Essential Consultants had the address of Subject Premises-2. The document indicates that 

Essential Consultants would render '~consulting and advisory services" to BTA Bank, and that 

BTA Ballie would pay Essential Consultants "a consulting fee of One Million Eight HUlidred 

Thousand ($1,800,000.00) US Dollars," disbursed through monthly payments of$150,000. On or 

about May 10,2017, Cohen sent an email to an employee ofBTA Ban1e, and attached to the email 

an invoice to BTA Ban1e in the name of Essential Consultants, with the address of Subject Premises-

2. The invoice contemplated a $150,000 payment to Essential Consultants for a "monthly 

consulting fee." 

c. On or about January 23, 2017, Cohen appears to have entered into a consulting 

agreement with AT&T, which contemplates that Essential Consultants "shall render consulting and 

advisory services to [AT&T]" and that AT&T would "advise [Essential Consultants] of those issues 

and matters with respect to which AT&T Services desires [Essential Consultants]' s assistance and 

advice." The agreement indicates that Essential Consultants had the address of Subject Premises-

1. The contract calls for AT&T "to pay the Consultant for his services ... a consulting fee of Fifty 
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Thousand ($50,000) Dollars ... per month." Based on my review ofrepOlis of interviews with 

AT&T employees, I have leamed that AT&T retained Cohen to consult on political issues, 

including net neutrality, the merger between AT&T and Time Warner, and tax reform. 

d. On or about March 1,2017, Cohen appears to have entered into a contract between 

Novartis and Essential Consultants, which provides that Essential Consultants will "provide 

consulting and advisory services to Novartis on matters that relate to the repeal and replacement of 

the Affordable Care Act in the US and any other issues mutually agreeable to [Essential 

Consultants] and Novmtis." The contract provides for a "consulting fee of One Million Two 

installments over the course ofa year. Based on my review of reports of interviews with Novartis 

employees, I have learned that Novmtis retained Cohen to provide political consulting services and 

to gain access to relevant policymakers in the Trump Administration. 

e. In or about Februm'y 2017, Cohen began negotiating the terms of a "strategic 

alliance" with Squire Patton Boggs. On or about March 4, 2017, Squire Patton Boggs emailed 

Cohen a "strategic alliance agreement." Under the terms of the agreement, Cohen agreed to 

generate business for the law fum, and Squire Patton Boggs agreed to pay to Cohen "an annual 

strategic alliance fee of $500,000, payable in twelve (12) equal monthly installments." Squire 

Patton Boggs also agreed to provide Cohen with "dedicated and segregated office space in [Squire 

Patton Boggs's] New York and Washington D.C. offices, which office space shall be physically 

separate from [Squire Patton Boggs's] offices and have locked doors and its own locked file 

cabinets." On or about April 3, 2017, Squire Patton Boggs announced on: its website that is had 

formed a "strategic alliance" with Michael D. Cohen & Associates and would "jointly represent 

clients." 
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2017 Financial Statement that Cohen provided to Sterling that Cohen represented that he had 

$1,250,000 in cash as of September 30, 2017. I also know that on or about January 30, 2018, in a 

telephone call with Sterling Emp10yee-3, and on February 1, 2018, in an email to Sterling 

Emp10yee-3, Cohen represented that he did not have more than $1,250,000 in cash. But, from my 

review of a summary of bank records that were scheduled by forensic accountants, I have learned 

that Cohen had approximately $5,000,000 in cash and cash equivalents as of September 30, 2017. 

Additionally, as of February 1, 2018, Cohen had approximately $6,000,000 in cash and cash 

equivalents. Specifically, fi:om my review of the account schedule and bank records, I have 1emned 

-~~---~the-following:-----~-----~--------------~~-----~---------- ------------------___ ~ _____________ ----' __ + 

a. Cohen has three checking and/or savings accounts at Capital One Ban1c, one of 

which is in his wife's name. As of September 30, 2017, Cohen had $1,105,680.35 in his savings 

account, and $1,262,982.29 in total in the three accounts at Capital One Ban1e. As of February 1, 

2018, Cohen had a total of$I,389,245.78 in these accounts. 

b. Cohen has three accounts at Morgan Stanley in his name. As of September 30, 

2017, the combined total in cash and cash equivalents in those three accounts was $1,270,600.41. 

As ofFebrumy 1, 2018, Cohen had $1,284.996.13 in these accounts. 

c. As of September 30, 2017, Cohen had $260,689.18 in an account at Signature Bank. 

As ofFebrumy 1, 2018, Cohen had $261,517.55 in this account. 

d. In addition to the Essential Consultmlts Account and MDC&A Account at First 

Republic, Cohen also had two joint checking accounts with Laura Cohen at First RepUblic. In total, 

as of September 30, 2017, Cohen had at least $1,876,209.27 in total in his four accounts at First 

Republic. As of February 1,2018, Cohen had $3,332,992.95 in these accounts. 
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an excessive in-kind contribution to the presidential election campaign of then-candidate Donald 

Trump in the fonn of a $130,000 payment to Stephanie Clifford, an individual who was rumored 

to have had an extramarital affair with Trump, in exchange for her agreement not to disclose that 

alleged affair. As set forth below, there is probable cause to believe that this payment was intended 

to keep Clifford from making public statements about the rumored affair on the eve of the 2016 

presidential election, and thus constitutes a campaign contribution in excess of the applicable limit. 

30. From my review of public sources, I have leamed the following: 

a. In or around October 2011, there were rumors published on the gossip websites 

----------"-----" FheBirty; com that"-Trump had-had-an extramadtal-affair~with Clifford,-an-aduIUilm actress-whose--------"- ___ _ 

screen name is Stonny Daniels, in or around July 2006. In or about October 2011, Life & Style 

Magazine, a tabloid sold in sup elm arkets, also published an mticle, based on the report in 

TheDirty.com, alleging an affair had OCCUlTed betw~en Trump and Clifford. Both Trump and 

Clifford, through their representatives, issued denials in response to the articles. 

b. Specifically, on or about October 11,2011, Keith Davidson, who identified himself 

as Clifford's attorney, sent a cease and desist letter to TheDirty.com, demanding that the article 

regarding Trump and Clifford be removed from the website. Additionally, on or about October 

12, 2011, Cohen, who was then Executive Vice-President and Special Counsel to the Trump 

Organization, stated to E! News that "[t]he totally untrue and ridiculous story ... emanated from 

a sleazy and disgusting website .... The Trump Organization and Donald J. Trump will be bringing 

a lawsuit ... [and] Mr. Trump and the Trump Organization would like to thank and commend 

Stonny Daniels and her attomeys for their honesty and swift actions." 

31. On or about June 16, 2015, Trump fonnally launched his 2016 presidential 

campaign. On or about May 4,-2016, Trump became the presumptive Republican Pmty nominee 
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for president, and on July 19,2016, Trump officially became the nominee. Based on my review 

of public sources, I have learned that while it does not appear that Cohen had an official title as 

part of the Trump campaign, on multiple occasions Cohen made public statements on behalf of 

Trump or his campaign. For instance, on or about August 18, 2016, Cohen appeared on CNN to 

defend Trump's polling numbers. 

32. On or about October 7, 2016, The Washington Post published online a video and 

accompanying audio in which Trump refened to women in what the article described as "vulgar 

terms" in a 2005 conversation with Billy Bush, who' was then the host of Access Hollywood. The 

-··--following.day,on.Qctober-8,-2016,-Trump.appearedjn.a..videojn.which_he.stated,.among.o.ther ... _______ ~~ .. 1 

things, "I've said and done things I regret and words released today on this more than a decade old 

video m'e one of them. Anyone who knows me knows these words don't reflect who I am, I said 

it. I was wrong and I apologize." Based on my review of public sources, I also know that 

representatives of the Trump Campaign stated, in sum and substance, that the Access Hollywood 

comment was an old and isolated incident. 

33. Based on my review of public sources, including an article published in Slate 

magazine by a reporter who interviewed Clifford, I have learned that around this same time, in or 

about October 2016, Clifford was in discussions with ABC's Good Morning America show and 

Slate magazine, among other media sources, to provide these media outlets with her statement 

about her alleged relationship witl1 Trump. According to the article in Slate, which the author 

based on conversations with Clifford over the telephone and by text message, Clifford wanted to 

be paid for her story or be paid by Trump not to disclose her accusation. As Cohen summarized 

in a 2018 email obtained pursuant to the Cohen Email Wanants: "In October 2016, I was contacted 
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by counsel for Ms. Clifford stating that news outlets, including ABC News, were pursuing the 20.11 

story of an alleged affair between Mr. Trump and Ms. Clifford." 

34. From my review of telephone toll records25 and information produced pursuant to 

the iCloud Wan-ant and Cohen Email Warrants, I have learned that in the days following the Access 

Hollywood video, Cohen exchanged a series of calls, text messages, and emails with Keith 

Davidson, who was then Clifford's attorney, David Pecker and Dylan Howard of American Media, 

Inc. ("AMI"), the publisher of the National Enquirer,26 Trump, and Hope Hicks, who was then 

press secretary for Trump's presidential campaign. Based on the timing of these calls, and the 

. -----~content-of-the. text messages. and .emails,_Lbelie:v:e_that.aLleast. some_oLthese~communicatLo.ns ____ ~ 

concemed the need to prevent Clifford from going public, particularly in the wake of the Access 

Hollywood story. In particular, I have learned the following: 

a. On October 8, 2016, at approximately 7:20 p.m., Cohen received a call from Hicks. 

Sixteen seconds into the call, Trump joined the call, and the call continued for over four minutes?7 

Based on the toll records that the USAO has obtained to date, I believe that this was the first call 

25 My attribution of certain telephone numbers to certain individuals as described in this 
affidavit is based on my review of the vCaI'd (virtual contact file) and text messages obtained from 
Cohen's telephone pursuant to the iCloud Wan-ant. 

26 Pecker is President of AMI and, according to his own statements in public reports, a personal 
friend of Trump. Howard is the chief content officer of AMI, who according to public records 
reports directly to Pecker. 

27 I believe that Trump joined the call between Cohen arid Hicks based on my review of toll 
records. Specifically, I know.that a call was initiated between Cohen's telephone number and 
Trump's telephone number at the same time the records indicate that Cohen was talking to Hicks. 
After the Cohen-Trump call was initiated, it lasted the same period of time as the Cohen-Hicks 
call. Additionally, the toll records indicate a "-I" and then Trump's telephone number, which, 
based on my training and experience, means that the call was either transfened to Trump, or that 
Trump was added to the call as a conference or three-way call participant. In addition, based on 
my conversations with an FBI agent who has interviewed Hicks, I have learned that Hicks stated, 
in substance, that to the best of her recollection, she did not learn about the allegations made by 
Clifford until early November 2016. Hicks was not specifically asked about this three-way call. 
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Cohen had received or made to Hicks in at least multiple weeks, and that Cohen and Dump spoke 

about once a month prior to this date - specifically, prior to this call on October 8, 2016, Cohen 

and Trump had spoken once in May, once in June, once in July, zero times in August, and twice 

in September. 

b. Approximately ten minutes after the call ended, Hicks and Cohen spoke again for 

about two minutes. 

c. At 7:39 p.m., immediately after the second call with Hicks ended, Cohen called 

David Peckel' (as noted above, the President of American Media Inc., or AMI) and they connected I 
----------forthirty-seconds~Approximate1y-four-minutes-latel~-G0henccalled-PeGker-again--and-they-spoke----------.-. J 

i 
for more than a minute. Three minutes after ending his call with Pecker, Cohen received a call 

:Ii'om Dylan Howard (as noted above, the Chief Content Officer of AMI), and they spoke for 

approximately a minute. According to toll records, it does not appear that Cohen and Howard 

spoke regularly prior to October 8, 2016, as it had been over a month since they had called each 

other. 

d. At 7:56 p.m., approximately eight minutes after his call with Howard ended, Cohen 

called Hicks and they connected for two minutes. At approximately the same time this call ended, 

Cohen received a call :Ii'om Pecker, and they spoke for about two minutes. At 8:03 p.m., about 

three minutes after ending his call with Pecker, Cohen called Trump, and they spoke for nearly 

eight minutes. 

e. At 8:39 p.m. and 8:57 p.m., Cohen received calls from Howard and spoke to him 

for about four and six minutes, respectively. At 9: 13 p.m., about ten minutes after Cohen and 

Howard hung up from the second of these calls, Howard sent Cohen a text message that said: 

"Keith will do it. Let's reconvene tomon-ow." Based on my involvement in this investigation, I 
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believe that when Howard wrote "Keith," he was refening to Keith Davidson, the attorney for 

Stephanie Clifford. At 3 :31 a.m., now on October 9, 2016, Cohen sent Howard a text message in 

response that said: "Thank you." Eight minutes later, Cohen sent Howard a text message that said: 

"Resolution Consultants LLC. is the name ofthe entity I formed a week ago. Whenever you wake, 

please call my cell." 

f. The following day, on October 10, 2016, at 10:58 a.m., Howard sent a text message 

to Cohen and Davidson, which stated: "KeithlMichael: connecting you both in regards to that 

business oppOliunity. Spoke to the client this AM and they're confIrmed to proceed with the 

---------oppOliunity:-Thanks;-By lan;-0vertoyouctwofL-AH~-:~-5-p;m~ Bavidson-sent-Gohen-atext-message------.----

that stated: "Michael- if we are ever going to close this deal- In my opinion, it needs to be today. 

Keith." Davidson and Cohen then spoke by phone for about three minutes. Based on my 

participation in this investigation, I believe that when Howard wrote that the "client" was 

"confIrmed to proceed with the opportunity," he was refening to Clifford's agreement in principle 

to accept money from Cohen in exchange for her agreement not to discuss any prior affair with 

then-candidate Trump.28 

g. Based on my review of records obtained pursuant to the Cohen Email Wanants, I 

Imowthat on or about October 10, 2016, Clifford and Davidson appear to have signed a "side letter 

agreement" that stated it was an exhibit to a "confIdential settlement agreement and mutual 

release" between "Peggy Peterson" and ''David Dennison." The purpose of the document, 

28 As set forth below, AMI was also involved in a payment to model Karen McDougal. 
However, because these communications were in close temporal proximity to the events involving 
the negotiation of a payment to Clifford, the execution of the agreement with Clifford, and the 
payment of money to Clifford, I believe that these communications were related to Clifford. 
Additionally, based on my review of public statements by McDougal, I have learned that she 
negotiated an agreement with AMI several months prior to these communications between Cohen 
and Pecker, Howard, and Davidson: 

43 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 52 of 201

according to the agreement, was to defme the "true name and identity" of persons named by 

pseudonym in "confidential settlement agreement and mutual release." The side letter agreement 

specifies the identity of "Peggy Peterson" to be Clifford, but the space for "Dennison's" identity 

is blank. The agreement also includes a signature page for "Peterson," "Dennison," and their 

attorneys. The signature page is signed by "Peterson" and his attorney, Davidson, but the 

document is unsigned by "Dennison" and his attorney. Based on my involvement in this 

investigation, I believe that Davidson sent Cohen this partially-signed "side letter agreement" in 

order to facilitate the closing of a deal between Davidson's client and Cohen or his client on 

--~----0ctbber-lO,20l6;---- -- -----------7------ ---- ------_______________ 1' 

35. It appears that on October 13, 2016, and the days that followed, Cohen took steps 

to complete a transaction with Davidson, including attempting to open an account fi'om which 

Cohen could transfer funds to Davidson. Specifically, from my review of toll records, information 

obtained pursuant to the iCloud WalT ant and Cohen Email WalTants, records maintained by First 

Republic, as well as my participation in interviews with First Republic employees, I have learned 

the following: 

a. On the"morning of October 13, 2016, at 8:54 a.m., Cohen sentPecker a text message 

that stated: ''1 need to talk to you." At 9:06 a.m., Peckel' sent a text message to Cohen that stated, 

"I called please call me back." The tolls between Cohen and Peckel' do not show a telephone call 

between 8:54 a.m. and 9:06 a.m. However, based on my review of text messages, I have learned 

that Cohen and Pecker communicate with each other over Signal, which is an encrypted 

communications cellphone application that allows users to send encrypted text messages and make 

encrypted calls. 
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b. At 9:23 a.m., Cohen sent an email that stated "call me" to First Republic Employee-

2. The email attached documents from the Secretary of State of Delaware indicating that Cohen 

had formed a limited liability company called "Resolution Consultants LLC" on September 30, 

2016. As noted above, "Resolution Consultants" is the name of the entity that Cohen had told 

Howard he had fonned recently after Howard said Davidson would "do it." At 10:44 a.m., Cohen 

called First Republic Employee-2 and told him, in sum and substance, that he needed an account 

in the name of "Resolution Consultants" opened immediately, and that he did not want an address 

on the checks written out of the account. Later that day, another employee at First Republic 

email ed-Gohoo-account-opening-paperwork-to-complete.-Cohen-retumed _the_accounLopening ___ _ 

documents partially completed, but failed to provide a copy of his driver's license or passport, and 

did not respond to the employee's question of how he wanted to fund the account. As a result, the 

. account was never opened. 

c. On October 17, 2016, Cohen incorporated Essential Consultants LLC in Delaware. 

That same day, he filed paperwork to dissolve Resolution Consultants LLC. 

36. Despite these steps taken by Cohen, it appears that the negotiation between Cohen 

and Davidson was not progressmg sufficiently fast enough for Davidson or his client, Clifford, 

and they threatened to go public with Clifford's allegations just days before the presidential 

election. Specifically, based on my review of toll records, information obtained pursuant to the 

iCloud Warrant, and public sources, I know the following: 

a. According to an article in The Washington Post, which quoted emails sent from 

Cohen's email account hosted by the Trump Organization, on October 17,2016, Davidson emailed 

Cohen and threatened to cancel the aforementioned "settlement agreement" by the end of the day 
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if Cohen did not complete the transaction.29 According to the article, Davidson sent Cohen a 

second email later in the day that stated in part, "Please be advised that my client deems her 

settlement agreement canceled and void." At 4:00 p.m. that day, Cohen called Davidson and they 

spoke for over five minutes. 

b. Cohen's 4:00 p.m. call with Davidson and/or Davidson's threats to cancel the 

"settlement agreement" appear to have touched off a fiuny of communications about the settlement 

agreement and whether Clifford would go public. Specifically: 

i. At 4:43 p.m., Howard sent Cohen a text message that stated: "I'm told 

-----~-, -they1re-going-with-BailyMaiL-'-Are-Y0uaware?'J-One-minute-later,GohenresPQnded~Call-me." 

Based on my involvement in this investigation, I understand Howard's text to mean that he heard 

that Clifford was going to take her story of an extramarital affair with Trump to the Daily Mail, a 

tabloid newspaper. 

ii. At 4:45 p.m., Howard called Cohen and they spoke for over two minutes. 

Moments later, Davidson and Cohen spoke for about two minutes. 

iii. At 5:03 p.m., Cohen attempted to call Trump, but the call only lasted eight 

seconds. This was Cohen's first call after he spoke with Davidson. 

iv. At 5:25 p.m., Cohen texted Howard, stating: "Wel1???" 

v. At 6:44 p.m., Howard responded to Cohen's text, stating: "Not taking my 

calls." Cohen responded one minute later: "You're lddding. Who are you trying to reach?" 

Howard responded one minute later: "The 'agent.''' Based on my involvement in this 

29 Due to the partially covert nature of the investigation to this date, the USAO has not requested 
documents from the Trump Organization or Davidson, and thus does not possess the email 
referenced in this article. 
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investigation, I understand Howard's text messages to mean that he attempted to contact Davidson 

about the matter involving Clifford, but that Davidson was not taking Howard's calls. 

vi. At 6:49 p.m., Cohen called Howard and they spoke for nearly four minutes. 

c. The following day, on October 18, 2016, TheSmoldngGun.com, a website that 

publishes legal documents and mugshots, published an miicle called: "Donald Trump and the Pom 

Superstar," which alleged that Trump had an extramm'ital affair with Clifford. However, the 

article noted that Clifford had declined to comment. 

37. On or about October 25, 2016, the communications between Cohen, Davidson, 

--'-'----~---HDward-an-d-Peckerpicked-up-again~apparently-conceming-a-transaetion-involving-G1iff0rd~. ------ --------------'-~----:i 

Specifically, based on my review oftoll records, information obtained pursuant to the Cohen Email 

Wan'ants and iCloud Warrant, as well as my review of public sources, I have learned the following: 

a. On October 25, 2016, at 6:09 p.m., Howard sent Cohen a text message stating: 

"Keith calling you urgently. We have to coordinate something on the matter he's calling you about 

or its [sic] could look awfully bad for everyone." One minute later, Davidson sent Cohen a text 

message stating "Call me." Cohen and Davidson called each other several times over the next half 

hour but appear not to have connected. At 6:42 p.m., Cohen and Davidson spoke for about eight 

minutes. At 7:11 p.m., they spoke for another two minutes. 

b. The next moming, on or about October 26,2016, at 8:26 a.m., Cohen called Trump 

and spoke to him for approximately three minutes. At 8:34 a.m., Cohen called Trump again and 

connected for a minute and a half. 

c. At approximately 9:04 a.m.-less than thirty minutes after speaking with Trump--

Cohen sent two emails to the person who had incorporated Resolution Consultants and Essential 

Consultants for him, and stated "can you send me asap the filing receipt" and then, in the second 
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email, "for Essential Consultants LLC." That person responded with the filing receipt two minutes 

later at 9:06 a.m. and with the celiification of formation 23 minutes later, at 9:27 a.m. 

d. Shortly after that, Cohen contacted First Republic Employee-2 and told him, in sum 

and substance, that he decided not to open an account in the name of "Resolution Consulting" and 

instead would be opening areal estate consulting company in the name of "Essential Consultants." 

Cohen told First Republic Employee-2 that he was at Trump Tower, and wanted to go to a First 

Republic branch across the street to open the accomlt, so First Republic Employee-2 called First 

Republic Employee-I, a preferred banker at that branch, assist Cohen. At 11 :00 a.m., First 

-------------Repub1ic-Employee~l-called-Gohen-. I-know--fr0m-my-paItiGipation-inan-interview~withEirst~--~~--.~ ___ _ 

Republic Employee-I, that around the time of the call he went to Cohen's office in Trump Tower-

on the same floor as the Trump Organization--and went through account opening questions, 

including know your customer questions, with Cohen. In response to a series of know-your-

customer questions about the purpose of the account-the answers to which First Republic 

Employee-l entered into a form-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, and all of his consulting clients would be domestic individuals based in the United States. 

Based on my review of records obtained from First Republic, it appears that this account (the 

"Essential Consultants Account") was created at a time between 11 :00 a.m. and 1 :00 p.m. 

e. At 1:47 p.m., Cohen called Davidson and they spoke for approximately two 

minutes. At approximately 1:49 p.m., Davidson emailed Cohen wiring instructions for an attomey 

client trust account at City National Bank. 

f. After the Essential Consultants Account was opened on October 26, 2016, Cohen 

transferred $131,000 :B:om a home equity line of credit that Cohen had at First Republic to the 
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Essential Consultants Account. Following the transfer, at approximately 4: 15 p.m. on October 26, 

2016, First Republic Employee-2's assistant emailed Cohen at his Trump Organization email 

address to tell him that the funds had been deposited into the Essential Consultants Account. 

Cohen forwarded that email to the Cohen Gmail Account and then forwarded it to Davidson. 

g. At 6:37 p.m., Cohen asked Peeker by text message, "Can we speak? Important." 

Cohen called Peeker at 6:49 p.m. and c01ll1ected for thirty seconds. At 6:57 p.m., Cohen sent 

Howard a text message, stating: "Please call me. Important." Cohen called Howard at 7:00 p.m. 

and c01ll1ected for about thirty seconds. At 7:06 p.m., Cohen called Peeker again and they spoke 

-for-nearly~thirteen~minutes;--At~7-!-24~p;m;;-Howard-sent-a-text-message-to·Gohenthat~He-said---. 

he'd call me back in 20 minutes. I told him what you are asking for his [sic] reasonable. I'll get 

it sorted." Approximately an hour later, at 8:23 p.m., Howard told Cohen by text message to 

"check your Gmail for email from my private account." In an email sent at 8:23 p.m. by Howard 

to Cohen and Davidson, with the subject line "Confirmation," Howard stated, "Thank you both 

for chatting with me earlier. Confinuing agreement on: - Executed agreement, hand-signed by 

Keith's client and returned via overnight or same-day FedEx to Michael, - Change of agreement 

to reflect the correct LLC, - Transfer of funds on Thursday AM to be held in escrow until receipt 

of agreement." After receiving that email, at approximately 8:27 p.m., Cohen asked Howard by 

text message, "Can you and David [peeker] give me a cal1." Howard promptly responded: "David 

is not around I think. I'll call." At 8:28 p.m., Howard called Cohen and they spoke for three 

minutes. 

38. On October 27,2016, Cohen made a payment to Davidson of $130,000-with the 

funds intended for Clifford-for the purpose of securing her ongoing silence with respect to the 

allegations that she had an extramarital affair with Trump. Specifically, based on my review of 
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toll records, bahk records, and infol1nation obtained pursuant to the iC10ud Warrant and Cohen 

Email Wanants, I have learned the following: 

a. At 9:47 a.m., Cohen sent Davidson an email, stating: "Keith, kindly confl11n that 

the wire received today, October 27, 2016 shall be held by you in your attorney's trust account 

until such time as directed for release by me, in writing. Additionally, please ensure that all 

paperwork contains the conect name of Essential Consultants LLC. I thank you in advance for 

your assistance and look forward to hearing from you later." 

b. At approximately 10:01 a.m., according to records provided by First Republic 

~---. --- -----Baruc,-eonen~c011Tp1ete-d-paperworIc-to-wire-$1-3 0;000 -from-the-Essentia1-Gonsultants-Aeeount--------~-····

which had been funded a day prior from Cohen's home equity line of credit-to the attorney client 

trust account at City National Bank that Davidson had specified in the wiring instructions he sent 

to Cohen. The wire transfer was made shOli1y thereafter. 

c. At 10:02 a.m., Davidson responded to Cohen's email :B:om 9:47 a.m., stating: "I 

confirm that I will work in good faith & that no funds shall be disbursed unless & until the plaintiff 

personally signs all necessary settlement paperwork, (the form of which will match the prior 

agreement). The settlement docs will name the COlTect corporation, (Essential Consultants LLC). 

Plaintiff's signature will be notarized and returned to you via FedEx. Only after you receive FedEx 

will I disburse. Fair?" 

d. At 10:50 a.m., First Republic Emp10yee-1 sent Cohen an email confmning that the 

payment had been sent and providing him with the wire number. 

39. On October 28, 2016, and the days that followed, Cohen finalized the transaction 

with Davidson. Specifically, based on my review of toll records, information obtained pursuant 

to the iC10ud Warrant, public sources, and bank records, I know the following: 
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a. On October 28,2016, at 11:48 a.m., Cohen spoke to Trump for approximately five 

minutes. Beginning at 1:21 p.m., Cohen attempted a series of phone calls to Davidson, Peeker, 

and Howard throughout the day, although it appears he may only have connected with Howard. 

b. Later that day, at approximately 7:01 p.m., Davidson stated to Cohen by text 

message that "all is AOK. I should have signed, notarized docs on Monday. You should have 

them on Tuesday." Cohen thanked him and said "I hope we are good." Davidson responded, "I 

assure you. We are very good." Howard also texted Cohen at 7:08 p.m., "Keith [Davidson] says 

we are good." Cohen then responded "OK" to Howard and "Excellent" to Davidson. At 

approximately to:30p:-m., -COllen spoke-to-Hicks-for three-minutes-;---------···--------····------~ -------.-.-- '---.. -.. 

c. On October 31, 2016, Cohen called Howard at 8:22 p.m. and they spoke for over 

three minutes. At 8:32 p.m., Cohen received text messages fi'om both Howard and Davidson. 

Howard said: "You'll have paperwork tomorrow says KD." Davidson said: "We are AOK. You 

will be receiving a package tomorrow." Cohen responded "Thank you" to Howard and "Thanks 

Keith. Will call you then" to Davidson. From my involvement in this investigation, I believe 

Davidson was referring to a signed nondisclosure agreement when he told Cohen that he would 

receive a package. 

d. Based on my review of court filings that became public in 2018, I have leamed that 

on or about October 28, 2016, "EC, LLC and/or David Dennison" entered into a "confidential 

settlement agreement and mutual release" with "Peggy Peterson," pursuant to which "Peterson" 

agreed not to disclose certain "confidential information pertaining to [Dennison]" in exchange for 

$130,000. The agreement provided that "EC, LLC" would wire the funds to "Peterson's" attomey, 

who would then transfer funds to "Peterson." Cohen signed the agreement on behalf of "EC, 
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LLC." The agreement stated that the address for "EC, LLC," which was later refelTed to in the 

agreement as "Essential Consultants, LLC," was Cohen's residence. 

e. Consistent with the "confidential settlement agreement and mutual release," on or 

about November 1, 2016, Davidson transfened $96,645 fi.-om his attorney client trust account at 

City National Bank to a ban1e account in Clifford's name. The wire had the annotation "net 

settlement." On the same day, at approximately 9:48 a.m. Davidson sent Cohen a text message 

with a picture of a FedEx delivery confinnation, stating that at approximately 9:09 a.m. a package 

shipped by Davidson the previous day had anived for Cohen at his Trump Organization 

aool"ess. Ontlre~sanre-day;-at~approximatelT6:1-4~p:m-;-;-Bavidson·· sent~eohen~an~emai1-with··an 

audio file attached and said "Give this a lesson [ sic] and then call me." The audio attachment was 

titled "Stonny.mp3" and was a five-minute recording of Davidson interviewing Clifford about 

recent public allegations made by an adult film star named Jessica Drake regarding her alleged 

past affair with Trump; in the recording, Clifford explained the reasons she believed that Drake 

was not credible. Less than an hour later, at approximately 7:05 p.m., Cohen called Trump, but it 

appears that they did not connect. Cohen then called a telephone number belonging to Kellyanne 

Conway, who at the time was Tmmp's campaign manager. They did not connect. At 

approximately 7:44 p.m., however, Cohen received a retum call from Conway, which lasted for 

approximately six minutes. 

40. On November 4,2016, just three days after the Clifford transaction was completed 

and just four days before the presidential election, the Wall Street Journal published an article 

alleging that the National Enquirer had "Shielded Donald Tmmp" from allegations by Playboy 

model Karen McDougal that she and Tmmp had an affair. The article alleged that AMI had agreed 

to pay McDougal to bury her story. McDougal, like Clifford, had been represented by Davidson. 

52 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 61 of 201

Based on my review of toll records, infOlmation obtained pursuant to the Cohen Email WaITants 

and iCloud Warrant, and public sources, it appears that Cohen spoke frequently to Davidson, 

Howard, Peeker, and Hicks aI"ound the time of this article's publication-just days before Election 

Day-about the importance of preventing the McDougal and Clifford stories fi"om gaining national 

traction. Specifically, I have leamed the following: 

a. Between 4:30 and 8:00 p.m. on November 4, Cohen communicated several times 

with Howard, Peeker and Davidson. For instance, at approximately 4:49 p.m", Cohen sent Howard 

a text message with a screenshot of an email forwarded to him by another Trump Organization 

--- -lawyer:--The-forwarded-email-was"'-:fi:om-a--Wall--Street-J eumal-reperter, and· asked-for- comment 

:fi.-om Trump and/or the campaign on the story. Cohen also spoke with Hicks several times, 

including shortly before and/or after calls with Peeker, Howard and Davidson. Indeed, at 

approximately 7:33 p.m., using two different cellphones subscribed to him, Cohen appears to have 

been talking to Davidson and Hicks at the same time. 

b. At approximately 8:51 p.m., Cohen sent Howard a message, stating: "She's being 

really difficult with giving Keith a statement. Basically went into hiding and umeachable." One 

minute later, Howard responded: "I'll ask him again. We just need her to disappear." Cohen 

responded, "She defmitely disappeared but refuses to give a statement and Keith cannot push her." 

At approximately 8:55 p.m., HowaI"dresponded to Cohen's text: "Let's let the dust settle. We don't 

want to push her over the edge. She's on side at present and we have a solid position and a plausible 

position that she is rightfully employed as a columnist." Based on my involvement in this 

investigation, I believe Cohen and Howard were referring to Karen McDougal when they were 

discussing "she" and "her." Additionally, I believe Howard's statement that ''we have ... a 
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plausible position that she is rightfully employed as a columnist" was a reference to the fact that 

AMI had given McDougal payments for her role as a purported columnist for the company. 

c. At approximately 8:58 p.m. on November 4,2016, Howard attempted to reassure 

Cohen about the effect of the forthcoming Wall Street Journal article, texting, "1 think it'll be ok 

pal. 1 think it'll fade into the distance." Cohen responded, "He's pissed." Howard wrote back, 

"I'm pissed! You're pissed. Pecker is pissed. Keith is pissed. Not much we can do." Based on 

my involvement in this investigation, 1 believe Cohen was refening to Trump when he stated "he's 

pissed." Cohen asked Howard at approximately 9:00 p.m. how the Wall Street Journal could 

--- pub lish-itnl1iicldf-"everyone-denies~-'--Howard-responded,'~Because-there-is-the-payment frmll---- ------

AMI. It looks suspicious at best." 

d. At approximately 9:03 p.m., Hicks called Cohen and they spoke for two minutes. 

At approximately 9:11 p.m., Cohen called Howard and spoke to him for five minutes. At 

approximately 9:15 p.m., Hicks called Cohen and they spoke for nearly seven minutes. Again, 

Cohen used different phones for these two calls, such that he appears to have been on both calls 

for about a minute of overlap. At approximately 9:32 p.m., Cohen texted Pecker, "The boss just 

tried calling you. Are you free?" A minute later, Cohen texted Howard, "Is there a way to fmd 

David quickly?" 

e. At approximately 9:50 p.m., the Wall Street Journal miicle was published online. 

Howard and Hicks both sent web links for the article to Cohen. Over the next half hour, Cohen 

and Howard exchanged several text messages commenting on how the story came across. The next 

moming on November 5, 2016, at approximately 7:35 a.m., Cohen texted Hicks, "So far 1 see only 

6 stories. Getting little to no traction." Hicks responded, "Same. Keep praying!! It's working!" 

Cohen wrote back, "Even CNN not talking about it. No one believes it and if necessary, 1 have a 
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statement by Storm denying everything and contradicting the other porn stars statement. I wouldn't 

use it now or even discuss with him as no one is talking about this or cares!" Based on my 

involvement in this investigation, I believe Cohen was refening to the above-referenced recorded 

audio statement by Clifford that he obtained fi'om Davidson, and was stating that such a statement 

could be used to influence potential negative media relating to Trump, but was unnecessary at that 

time. Based on a text message from Hicks to Cohen, I believe that later that morning, Peckel' 

spoke to Trump. 

41. On or about November 8, 2016, Trump won the election for President of the United 

42. On or about January 12, 2018, the Wall Street Journal first reported that Cohen 

ananged a payment to Clifford. On or about January 22, 2018, Common Cause, a govermnent 

watchdog group, filed a complaint with the Federal Election Commission, alleging that Cohen had 

violated campaign finance laws by making the payment to Clifford. Based on my review public 

sources following that report, as well as emails obtained pursuant to the Cohen Email Wanants, I 

have learned the following: 

a. On or about.January 23, 2018, the day after Common Cause filed its complaint, 

Cohen began emailing himself drafts of statements describing his payment to Clifford. 

Additionally, on January 23, 2018, Cohen emailed the following draft of that statement to an 

individual who appears to be writing a book on Cohen's behalf: 

2017.08.02 

In Octo bel' 2016, I was contacted by counsel for Ms. Clifford stating that 
news outlets, including ABC news, were pursuing the 2011 story of an 
alleged affair between Mr. Trump and Ms. Clifford. Despite the fact that 
both parties had already denied the allegation, as Mr. Trump's longtime 
special counsel and protector, I took it upon myself to match the offer and 
keep the story from breaking. I lmew the allegation to be false, but 1 am 
also a realist who understands that just because something is false doesn't 
mean that it doesn't create harm and damage. 1 could not allow this to 
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occur. 1 negotiated a non-disclosure agreement with Ms. Clifford's 
counsel and tendered the funds. 1 did this through my Delaware LLC and 
transfened personal funds to cover the agreement. 1 was not reimbursed 
any monies from Mr. Trump, the Trump Organization, any third party or 
the Presidential campaign. At no point did 1 ever advise Mr. Trump of my 
communications or actions regarding this agreement. As outlandish and 
unusual as this may appear, the Trumps have been like family to me for 
over a decade. It's what you do for family. 

(Emphasis added.) Based on my involvement in this investigation, 1 believe that the above email 

is an acknowledgement that the allegation of the affair had existed for some time (" ... the 2011 

st07Y . .. "), but that Cohen was motivated to "keep the story from breaking" again in October 2016. 

b. On or about February 13,2018, Cohen said in a statement to The New York Times 
--------~-----

that "Neither the Trump Organization nor the Trump campaign was a party to the transaction with 

Ms. Clifford. The payment to Ms. Clifford was lawful, and was not a campaign contribution or a 

campaign expenditure by anyone." Cohen declined to answer follow-up questions including 

whether Trump had been aware of the payment, why Cohen made the payment, or whether similar 

payments had been made to other people. 

c. On or about February 14,2018, Cohen was asked by The New York Times whether 

Trump had reimbursed him, whether he and Trump had made any anangement at the time ofthe 

payment, or whether he had made payments to other women. Cohen stated in response, "I can't 

get into any ofthat." On or about February 14,2018, Cohen also stated to The Washington Post 

that: "In a private transaction in 2016, 1 used my own personal funds to facilitate a payment of 

$130,000 to Ms. Stephanie Clifford. Neither the Trump Organization nor the Trump campaign 

was a party to the transaction with Ms. Clifford, and neither reimbursed me for the payment, either 

directly or indirectly." 

43. On or about March 9, 2018, Cohen stated to ABC News that "the funds were taken 

from my home equity line and transfelTed internally to my LLC account in the same bank." 
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44. Accordingly, for the foregoing reasons, there is· probable cause to believe that 

Cohen committed violations of the Campaign Finance Offenses by making an in-kind contribution 

to Trump or the Dump campaign in the form of a $130,000 payment to Clifford on the eve of the 

election. Indeed, while he denies having given an unlawful contribution, in his own statements 

Cohen has admitted that he paid $130,000 of his "personal funds" to Clifford and that the payment 

occUlTed less than two weeks before the election, as Trump was facing negative media allegations 

about his behavior toward women, even though allegations of an affair between Trump and 

Clifford existed since 2011. In addition, the communication records set forth above make evident 

---·----tliacColien commliITicateQ-with-memhers-of-the-Tiump-campaign-about~his-negotiati0n-with-· 

Clifford's attorney and the need to preclude Clifford from making a statement that would have 

reflected negatively on the candidate in advance of the forthcoming election. 

C. Probable Cause Justifying Search ofthe Subject Premises and Subject Devices 

45. Based on the foregoing, my review of records produced pursuant to subpoenas and 

the Cohen Email Wa11"ants, and the iCloud WalT ant, and my training and experience, there is 

probable cause to believe that the Subject Premises and Subject Devices have been used in 

furtherance ofthe Subject Offenses and are likely to contain instrumentalities, evidence, and fruits 

of the Subject Offenses. Specifically, there is probable cause to believe that Cohen permanently 

resides at Subject Premises-l and, at least in part, works at both Subject Premises-l and Subject 

Premises-2, and that those locations contain evidence relating to the Sterling taxi medallion 

transaction, Cohen's assets, Cohen's consulting work for Essential Consultants LLC, and his 

payment to Clifford. Additionally, there is probable cause to believe that Subject Premises-3 

contains evidence of Cohen's assets and his payment to Clifford. Finally, there is probable cause 

to believe that Subject Premises-4, in which Cohen is temporarily residing, contains electronic 
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devices, including Subject Device-l and Subject Device-2, which, in turn, contain evidence ofthe 

Subject Offenses, such as evidence relating to the Sterling taxi medallion transaction, Cohen's 

assets, Cohen's consulting work for Essential Consultants LLC, and his payment to Clifford. 

46. First, there is probable cause to believe that Cohen lives and operates his businesses, 

at least in part, at Subject Premises-I. Specifically, fi'om my review of property records, I know 

that Michael Cohen and Laura Cohen own (in trust) Subject Premises-I. From my review of 

Cohen's tax returns, Ilmow he lists his primary residence as Subject Premises-I. Additionally, 

from my review of emails produced pursuant to the Cohen Email Warrants, I know that Cohen 

routinely refers toSuoj ect Premises~rasliisliome. For-example, o11orab~out-September 2:8";--201-7 ~-~~--

and October 6, 2017, Cohen emailed individuals that his home address is the address for Subject 

Premises-l. I also know from my review of emails that Cohen receives package delivery 

notifications that list Cohen's address as the address for Subj ect Premises-I. Cohen has also 

provided the address of Subject Premises-l as the address for Essential Consultants and Michael 

D. Cohen & Associates, P.C. For example, the certificates of incorporation and account opening 

documents at First Republic for both entities list their addresses as the address for Subj ect 

Premises-I. See supra ~~ 18(b), 18( d). The consulting agreement between Essential Consultants 

and AT&T also indicated the address for Essential Consultants is the address for Subject Premises-

1. See supra ~ 19(c). 

47. There is also probable cause to believe that Subject Premises-l is likely to contain 

instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, from my review of 

emails produced pursuant to subpoena and the Cohen Email Wan'ants and iCloud Warrant, as well 

as my training and experience, I know the following: 
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Premises-l contains records relating to the Essential Consultants Account and MDC&A Account, 

including, among other things, account opening documents, bank statements, documents provided 

as part of the know-your-customer process, any notes made by Cohen when he was opening the 

accounts, wire transfer records, and canceled checks. Even where these records can be obtained 

from First Republic, the fact that they may be found in Subject Premises-l will be relevant to, 

among other things, Cohen's ownership of the accounts, or his knowledge of trahsaptions or the 

existence of funds in accounts. 

d. Based on my review of records maintained by Capital One Bank, 1D Bank, Morgan 

provided the address for Subject Premises-l as the mailing for his accounts at each of these 

financial institutions. Accordingly, it is likely that Subject Premises-l contains records relating to 

these accounts, including, among other things, bank statements that list account balances. The 

existence of these records in Subject Premises-l will be relevant to, among other things, Cohen's 

ownership of the accounts and his knowledge of the balances in these accounts. 

e. Additionally, Cohen may have records of other bank accounts or assets that were 

not disclosed to Sterling and are not presently known by law enforcement. For example, as 

described above, Cohen has received interest income since 2015 that he' has not disclosed to 

Sterling or paid taxes on. Also, on Cohen's August 2014 Financial Statement, see supra ~ 16(e), 

he disclosed $10,000,000 in "investments in overseas entities.,,30 The value of these investments 

was omitted from subsequent [mancial statements. However, for the reasons outlined above, there 

is probable cause to believe that Cohen omitted the value of those investments from his 2017 

30 Based on my participation.in an interview with Sterling Employee-3, I have learned that 
Cohen told Sterling Employee-3 that the reference to "investments in overseas entities" on his 
2014 Financial Statement was to serve merely as a "placeholder" for potential future investments. 
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fmancial statements in order to understate his assets. As Subject Premises-l is Cohen's primary 

residence and hy uses Subj ect Premises-l as the mailing address for ballie records, there is probable 

cause to believe that account statements for unknown ballie accounts or assets concealed from 

Sterling are likely to be found in Subject Premises-I. 

f. Based on my review of records maintained by AT&T and produced pursuant to the 

Cohen Email Warrants, I know that the address Cohen provided to AT&T for Essential Consultants 

is the address for Subject Premises-l. See supra ~ 19(c). Therefore, there is probable cause to 

believe that Subject Premises-l will contain evidence concerning the operation of Essential 

----------COnsultants-or- money that Colien-feceivea~tru'ougnEssefitial-eorrsultants;-from--Nf-&'F'---. ---

Additionally, because Cohen used the address for Subject Premises-l.for at least one consulting 

arrangement involving Essential Consultants, there is probable cause to believe that Subject 

Premises-l may contain records of other consulting anangements that Cohen, through Essential 

Consultants, has with other individuals or entities. 

g. Based on my review of records maintained by Getzel's accounting firm, and emails 

produced pursuant to the Cohen Email Warrants, I have learned that Getzel' s accounting firm sent 

documents to Subject Premises-l and used the address for Subject Premises-l as the address listed 

on Cohen's personal and corporate tax returns. See supra ~ 16(n). For instance, on or about 

October 6, 2017, an employee at Getze1's accounting frrm emailed Cohen that she had sent 

Cohen's September 2017 Financial Statement by FedEx to Cohen's attention. Accordingly, 

Cohen's tax records are lileely to be found in Subj ect Premises-I. 

h. Based on my review ofban1e records and publicly-available documents, I know that 

Cohen used $130,000 from a home equity line of credit on Subject Premises-l to pay Clifford. I 

also know that on the settlement and nondisclosure agreement between "Peggy Peterson" and "EC, 
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LLC," the address for Essential Consultants is Subject Premises-I. Accordingly, Subject 

Premises-l is likely to contain evidence of the Campaign Finance Offenses, including settlement 

and nondisclosure agreements, payment records, written and email cOlTespondence, and records 

pertaining to the home equity line of credit. 

i. Based on my review of emails produced pursuant to the Cohen Email Warrants and 

iCloud Wan-ant, I know that Cohen used at least one Apple iPhone, an Apple iPad Mini, and a 

MacBook Pro to access his iCloud account. Based on my review of location records provided by 

Apple pursuant to the iCloud WalTant, I know that electronic devices linked to Cohen's iCloud 

account were used--arSu15j ecf Premises-no, amol1gotherthirrgs;placetelephone· calls-and-baekup-

files to Cohen's iCloud account. Accordingly, there is probable cause to believe ftIat Subject 

Premises-l contains electronic devices, including certain Apple products, that for reasons 

discussed below are likely to contain evidence ofthe Subject Offenses. 

j. Based on my review of emails produced pursuant to the Cohen Email WalTants, I 

understand that Subject Premises-l recently sustained water damage to certain parts of the 

premises, and that Cohen has engaged contractors to perform certain remediation work on the 

premises. In addition, as set forth above, I believe that Cohen and his family are temporarily 

residing at Subject Premises-4 in the Loew's Regency HoteL which is approximately two blocks 

:fi:om Subject Premises-I. However, based on my review of a work order sent to Cohen's email 

by a contractor, I understand that the fIrst phase ofthe work order called for the contractor to "Pack 

& Remove all items & furnishings in Living Room, Kitchen, Sons Room & Dining Room" and 

store them off-site. In addition, based on my review of drawings sent to Cohen by the contractor, 

it appears that the work is primarily being done in these rooms. Thus, I believe that the 

construction - to the extent it is still ongoing - would not necessarily have caused Cohen to move 
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all documents or evidence responsive to the warrant out of Subject Premises-I, because it does not 

appear that work is being done to the pOliion of Subject Premises-I, such as a home office or 

Cohen's own room, where such documents or evidence would most likely be found?1 

48. Second, there is probable cause to believe that Cohen uses Subject Premises-2 as 

office space, and also that Subject Premises-2 contains certain electronic devices. Specifically, 

from my review of the "strategic alliance agreement" between Squire Patton Boggs and Cohen, 

and my review of the press release on Squire Patton Boggs's website, I know that Cohen has an 

office at Subject Premises-2. See supra ~~ 18(d), 19(e). Indeed, I have learned that pursuant to 

----------------~--Cohen'sagreerrientwitntlielaw fiiin,-ne-lrCfs-"de-dicated-and-segregated-office-spaee"-in-Squir@---

Patton Boggs's offices on the 23rd floor of 30 Rockefeller Plaza, and that the space is "physically 

separate" fi.-om the firm's offices and has "locked doors and its own locked file cabinets." See 

supra ~ 19(e). Additionally, I know that under the telIDS of the agreement, Cohen agreed to 

"arrange for [his] own computer server system that is not connected to [Squire Patton Boggs's] 

computer network system." I lmow from my paliicipation in an interview with Getzel, who met 

Cohen at Subject Premises-2 in 2017, that Subject Premises-2 is an office with a door, it appears 

to be used only by Cohen, and it contains, among other things, a computer and paper files. 

According to Getzel, when Getzel saw Cohen at Subject Premises-2, he had two cellular 

telephones in Subject Premises-2. I also lmow from my review of emails produced pursuant to the 

Cohen Email Warrants that Cohen uses the address for Subject Premises-2 in the signature block 

31 As noted below, based on my training and experience, I believe that individuals who travel or 
stay in hotels for short-tern1 periods commonly bring some items with them, such as pOliable 
electronic devices or sensitive items, meaning that Cohen has likely taken some evidence from 
Subject Premises-l to Subject Premises-4. Neveliheless, given the temporary nature of Cohen's 
stay at Subject Premises-4 and the scope of the work being done at Subject Premises-I, I believe 
it is unlikely that Cohen has taken all evidence that would be subject to seizure out of Subject 
Premises-I. 
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on his emails. Based on my review of notes of a call between Cohen and First Republic Employee-

2 (which notes were taken by another First Republic employee, who was patiicipating in the call 

and taking notes), I Imow that, on or about November 15, 2017, Cohen told First Republic 

Employee-2 that he had a new office at 30 Rock. Moreover, I know from an article in Vanity Fair 

published on or about February 14,2018, that Cohen was interviewed by the magazine in Subject 

Premises-2 in or about February 2018. 

49. There is also probable cause to believe that Subject Premises-2 is likely to contain 

instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, fl·om my review of 

emails proQucea pursuanfto-S-uopoena ancJ.-tne Conen Email-Warrants-and-iEloud -Warrant;as-well-

as my training and experience, I know the following: 

a. According to records maintained by Sterling, when Cohen was emailing with 

Sterling Employee-3 in 2018 about a modification to his existing loan from Sterling, Cohen listed 

his address in his email as the address for Subject Premises-2. See supra ~ 16(t), 16(u). 

Accordingly, Subject Premises-2 likely contains evidence conceming Cohen's loan modification 

negotiations with Sterling. 

b. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that the address Cohen provided to KAI and BTA for Essential Consultants is the address 

for Subject Premises-2. See supra ~~ 19(a), 19(b). Therefore, there is probable cause to believe 

that Subject Premises-2 will contain evidence conceming the operation of Essential Consultants 

or money that Cohen received, through Essential Consultants, from KAI and BTA, among other 

entities with which Cohen had a consulting arrangement. Additionally, based on my review of 

emails sent in 2018 that were obtained pursuant to the Cohen Email WatTants, I know that Cohen 

continues to enter into consulting arrangements through Essential Consultants, and agreements 
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relating to those arrangements indicate that Essential Consultants is located at Subject Premises-

2. Additionally, because Cohen used the address for Subject Premises-2 for multiple consulting 

arrangements involving Essential Consultants, there is probable cause to believe that Subject 

Premises-2 may contain records of other unlmown consulting arrangements that Cohen has with 

other individuals or entities. 

c. Based on my review of records maintained by Getzel's accounting fIrm, and emails 

produced pursuant to the Cohen Email Wan'ants, as well as my participation in an interview with 

Getzel, I have learned that Getzel visited Subject Premises-2 to meet with Cohen about his taxes. 

-See suptL[~20(a)~~Atthat-meeting;- Getzel-discussed-with- Eohen-whether-Gohen-should disGI0se------- - ..... -I 
Essential Consultants on his personal fmancial statement to banks. According, there is probable I 

~ 
cause to believe that Subject Premises-2 will contain evidence relating to Cohen's taxes, or notes 

t 
of his conversation with Getzel. Moreover, the fact that Cohen used Subject Premises-2 for a 

meeting regarding his personal fmancial matters provides probable cause to believe that documents 

and information regarding his fInances will be found in Subject Premises-2. 

d. Based on my participation in an interview with Getzel, I !mow that Cohen maintains 

a computer in Subject Premises-2. From my review of IP data produced pursuant to a subpoena 

and pen register to Google, it appears that Cohen is logging into his Gmail account from Subject 

Premises-2. Accordingly, there is probable cause to believe that Subject Premises-2 contains 

electronic devices, that for reasons discussed below are likely to contain evidence ofthe Subject 

Offenses. 

e. Based upon my training and experience, I have learned that individuals who 

maintain businesses typically keep records relating to the business-such as contracts with clients 

and records of payments-at the business' identifIed location. I am not aware of any addresses 
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associated with Essential Consultants other than Subject Premises-1 and Subject Premises-2. 

Accordingly, there is probable cause to believe that Subject Premises-1 and Subject Premises-2 

will contain business records for Essential Consultants. 

50. Third, there is probable cause to believe that Subject Premises-3 is likely to contain 

instmmentalities, evidence, and fruits of the Subject Offenses. In pmiicular: 

a. As noted above, Cohen has two bank accounts at TD Bank. In or about November 

2017, as Cohen was receiving substantial income from consulting work-which he did not disclose 

to Sterling--Cohen opened the safety deposit box at TD Bank, which is Subject Premises-3. In 

-light of tile aforementioned- evidence tliarConern~t5Ifce-alnrssets:;-including-assets-at-'FB-Bank,--_u_ -----------------

there is probable cause to believe that Subject Premises-3 contains financial assets, objects of value 

and/or documents relating to such assets or objects of value that Cohen likely did not disclose to 

Sterling. Indeed, based on my training and experience, I am awm'e that people often conceal 

valuable items in safety deposit boxes. Accordingly, there is probable cause to believe that Subject 

Premises-3 will contain evidence of the Bank Fraud Offenses. 

h. In addition, based on my review of records produced by TD Bank, I know that 

Cohen has accessed the vault in which Subject Premises-3 is stored on two occasions. The first 

such occasion was on Novembe~'10, 2017. Cohen signed into the vault at approximately 5:35 and 

out of vault at approximately 5:39 on that date.32 Based on my review ofto11 records, I lmow that 

Cohen's first call after he signed out of the safety deposit box - approximately 45 minutes later-

was to Keith Davidson. Specifically, at 6:25 p.m. Cohen called Davidson and they spoke for less 

than a minute; three minutes later, Davidson called Cohen back and they spoke for approximately 

32 The entry in the ban1e' s log book does not specify whether this is A.M. or P.M. However, I infer 
that it is P.M., because it is unlikely that the bank would have been open at 5:35 and 5:39 a.m. 
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22 minutes. The second such occasion was on February 2,2018, which is during the time period 

numerous media repolis about Cohen's payment to Clifford were being published, and is one day 

after it appears that Cohen's family moved into Subject Premises-4, as set forth above. The timing 

of Cohen's two visits to the vault - one shortly before a call to Keith Davidson and the other around 

the time that Cohen came llilder media scrutiny in connection with the payment to Davidson's 

client - gives rise to probable cause to believe that Subject Premises-3 will contain evidence of the 

Campaign Finance Offenses, such as documents relevant to the Cohen's dealing with Keith 

Davidson and the payment to Clifford, including documents or evidence that Cohen did not want 

-----to1eave ill his apaIiment wfiere construction workers woul(.tbe-pre-s~ent33---

51. Based on my review of emails obtained pursuant to the Cohen Email WaI"rants and 

cell phone location information, I believe that Cohen is temporarily residing in Subject Premises-

4. See supra~' 3(d). There is also probable cause to believe that Subject Premises-4 contains 

instrumentalities and evidence of the Subject Offenses, including, the following: 

a. As described above, it appears that Cohen moved to Subject Premises-4 on or about 

February 1, 2018, at which time numerous media reports about Cohen's involvement in the 

payment to Clifford were being published. See supra ~~ 3(d). During this time same period, 

Cohen was frequently cOlTesponding with the media and sent himself and others statements about 

his involvement in the payment to Clifford. See supra ~~ 42(a)-( c). Thus, there is probable cause 

that Cohen took at least some documents and evidence relating to the Clifford payment with him 

to Subject Premises-4, in order to reference and consult them in connection with these statements. 

33 As noted above, SubjectPremises-3 is approximately five inches by ten inches. Accordingly, I 
do not believe that it would fit a large volume of hard copy documents; however, a small number 
of hard-copy documents, or a large volume of documents contained on a flash drive or other 
portable storage device, would fit in Subject Premises-3. 
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b. As described above, at the time Cohen moved to Subject Premises-4, he was also 

in the midst of ongoing negotiations with Sterling regarding the refinancing of his medallion debts. 

F or example, on January 30, 2018, Cohen had a lengthy phone call with Sterling Employee-3 about 

his finances and the proposed restructuring, and on February 1, 2018, Cohen sent an email to 

Sterling Employee-3 claiming that he did not have more than $1.25 million in cash. See supra ~'11 

16(u). Thus, there is probable cause that Cohen took at least some documents and evidence relating 

to his ongoing negotiations with Sterling with him to Subject Premises-4, in order to reference and 

consult them in connection with these negotiations. 

and a MacBook Pro to access his iCloud account, and these electronic devices linked to Cohen's 

iCloud account were used at Subject Premises-l - Cohens' perffianent residence - to place 

telephone calls and backup files to Cohen's iCloud account. See supra~~ 47(i). Although Cohen's 

stay at Subject Premises-4 is temporary, based on my training and experience I know that 

individuals who travel or stay in hotels for short-tenn periods conunonly bring p01iable electronic 

devices with them, such as cellular phones, tablets, or laptops. Accordingly, there is probable 

cause to believe that Subject Premises-4, where Cohen currently appears to be residing, contains 

electronic devices, including Subject Device-I, Subject Device-2, and/or celiain Apple products, 

that for the reasons discussed herein are likely to contain evidence of the Subject Offenses. 

d. Moreover, as set f01ih above, based on cellphone location information I know that 

Subject Device-l and Subject Device-2 were in the vicinity of Subject Premises-4 as recently as 

this morning (April 8,2018). As set forth above, there is probable cause to believe that Cohen 

used the SUbject Devices in furtherance of the Subject Offenses, including to conununicate with 

Sterling employees regarding the medallion transaction, with First Republic employees regarding 
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the Essential Consultants Account, with his accountant regarding his finances, and with 

individuals, such as Davidson, Howard and Peckel', involved in the $130,000 payment to Clifford. 

52. Although Cohen appears to be residing currently in Subject Premises-4, it is 

unlmown whether Cohen will be physically present within Subject Premises-4 at the moment the 

wan'ant sought herein are executed. If Cohen is within Subj ect Premises-4 at that moment, Subject 

Device-l and Subject Device-2 - his cellphones - wi11likely also be within Subject premises-4. 

If Cohen is not within Subject Premises-4 at that moment, the devices wi11like1y be on his person, 

wherever he is located (which, based on location data for Subject Device-l and Subject Device-2 

·~~~--a-s-recentlyas touay, isliKelytooeintlleSol..ltneIn-:JJistrict-orNew~York)~As-such;this-warrantc----- ------- J 
~ 

. ~ 
I' 

seeks separate authority to seize Subject Device-l and Subject Device-2, in the event that those 

devices are not located within Subject Premises-4 (or another Subject Premises) at the moment the 

warrants sought herein are executed. 

D. Probable Cause Justifying Search ofESI 

53. Based on the foregoing, there is probable cause to believe that Subject Premises-I, 

Subject Premises-2 and Subject Premises-4 contain electronic devices that are likely to contain 

evidence, fruits, and instrumentalities of the Subject Offenses (and, as set forth above, that Subject 

Device-l and Subject Device-2' are themselves electronic devices that are likely to contain 

evidence of the Subject Offenses). Specifically, based on my review of information produced 
, 

pursuant to the Cohen Email Warrants, the iCloud Warrant, and subpoenas, as well as pen register 

data, I submit that there is probable cause that Subject Premises-l contains an Apple iPad Mini, a 

MacBook Pro; and has, at various times, contained Apple cellphones; similarly, there is probable 

cause that Subject Premises-2 contains a computer and has, at various times, contained Apple 
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cellphones. These devices are likely to include evidence, fruits, and instrumentalities of the 

Subject Offenses for the following reasons: 

a. As described throughout this affidavit, Cohen used email to send and receive 

communications related to the Subject Offenses. In particular, Cohen used email to send and 

receive communications with Sterling, First Republic, Getzel, the entities to which he is providing 

consulting services, Davidson, and Howard, among others. While some of these emails have 

already been obtained via subpoenas and search walTants, I know from my training and experience 

that individuals can and do delete emails from their Internet-based inboxes but retain copies of 

-----.- ··-1liose emails on tnerrliarddITver.I-also-know thatindividuals-often-havemultiple-email-accounts,·--... -.---.~-- .. + 

some of which may not be known to law enforcement, and as a result electronic devices can be a 

unique repository of all emails relevant to certain Subject Offenses. Indeed, from my involvement 

in this investigation, I lmow that Cohen had an email account with the Tnunp Organization, but 

the USAO and FBI have not been able to obtain the contents of that account to date. Thus, emails 

relevant to the Subj ect Offenses are likely stored on electronic devices in Subj ect Premises-I, 

Subject Premises-2 and/or Subject Premises-4. 

b. Additionally, Subject Premises-I, SubjectPremise-2 and SubjectPremises-4likely 

contain electronic copies of documents relevant to the Subject Offenses. Indeed, I know from my 

training and experience that individuals often retain copies of important documents on their 

computers or other electronic devices capable of storing information, including cellphones (such 

as the Subject Devices) and tablets. Here, there are a number of documents that Cohen has likely 

retained that will be relevant to the Subj ect Offenses. For example, electronic devices may include 

documentation of Cohen's true net worth, a listing of his assets, an accounting of his available 
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cash, consulting agreements with third parties, and documentation of his payment to Clifford, 

among other evidence of the Subject Offenses. 

c. Third, I know fi'om my review of emails obtained pursuant to the Cohen Email 

Warrants that Cohen sent up online banking with First Republic. Based on my training and 

experience, I know that individuals who set up online banking often receive electronic notices 

concerning financial transactions and, on occasion, save records of their fmancial transactions to 

their devices. Accordingly, there is probable cause to believe that Cohen's electronic devices 

contain evidence of banking activity, including the existence of bank accounts or assets that Cohen 

clia noCdisC!ose to Sterling ofMelfose-:---------~-------------- -------- ----------------- -- - --------

d. Fomih, from my review of records produced by Apple, I know that Cohen 

communicates using text message as well as encrypted communications applications. These 

applications that Cohen has downloaded onto a phone include, but are not limited to, WhatsApp, 

Signal, and Dust. I know from my review of toll records and text messages that, in particular, 

Cohen communicated with Pecker using these encrypted applications. Accordingly, there is 

probable cause to believe that Cohen's cellphones - the Subject Devices - will contain encrypted 

messages that are not otherwise accessible relating to the Subject Offenses. 

54. Based on my training and experience, I know that individuals who engage in 

financial crimes commonly use computers to communicate with co-conspirators, keep fmancial 

ledgers, and retain fi'audulent documents. As a result, they often store data on their computers 

related to their illegal activity, which can include logs of online or cellphone-based "chats" with 

co-conspirators; email correspondence; contact information of co-conspirators, including 

telephone numbers, email addresses, and identifiers for instant messaging and social medial 

accounts; bank account nmnbers; and/or records of uses of funds. 
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55. Based on my training and experience, I also know that, where computers are used 

in furtherance of criminal activity, evidence of the criminal activity can often be found months or 

even years after it occUlTed. This is typically true because: 

II Electronic files can be stored on a hard drive for years at little or no cost and users thus 
have little incentive to delete data that may be useful to consult in the future. 

• Even when a user does choose to delete data, the data can often be recovered months 
or years later with the appropriate forensic tools. When a file is "deleted" on a horne 
computer, the data contained in the file does not actually disappear, but instead remains 
on th~ hard drive, in "slack space," until it is overwritten by new data that cannot be 
stored elsewhere on the computer. Similarly, files that have been viewed on the Internet 
are generally downloaded into a temporary Intemet directory or "cache," which is only 

____ " ______ "_--'~ ____ ~~rwritt@ as the "cache" fills up and is replaced with more recently viewed Internet 
pages. Thus, the ability to retrTeve~fr()m a hard drive or otliereIectronic storage meaia:
depends less on when the file was created or viewed than on a paliicular user's 
operating system, storage capacity, and computer habits. 

<3 In the event that a user changes computers, the user will typically transfer files from 
the old computer to the new computer, so as not to lose data. In addition, users often 
keep backups of their data on electronic storage media such as thumb drives, flash 
memory cards, CD-ROMs, or portable hard drives. 

56. Based on the foregoing, I respectfully submitthere is probable cause to believe that 

Cohen engaged in the Subject Offenses, and that evidence of this criminal activity is likely to be 

found in the Subject Premises, on computers and electronic media found in the Subject Premises, 

and on the Subject Devices. In particular, there is probable cause to believe that the Subject 

Premises and Subject Devices will contain evidence, fillits, and instrumentalities of violations of 

the Subject Offenses, as more fully described in Section II of Attachments A, B, C, D, E and F to 

the proposed warrants, including the following: 

a. Evidence necessary to establish the occupancy or ownership of the Subject 

Premises, including without limitation, utility and telephone bills, mail envelopes, addressed 

correspondence, bank statements, identification documents, and keys. 

b. Evidence relating to Sterling, Melrose, and/or taxi medallions. 
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Ie. Evidence of communications involving Michael Cohen, American Media, Inc., 

David Pecker, andlor Dylan Howard about Donald Trump, the Trump Campaign, Stephanie 

Clifford, andlor Karen McDougal. 

1. Evidence relating to Cohen's role in the Trump Campaign, and coordination or 

consultation with the Trump Campaign. 

m. Evidence of communications with Donald Trump andlor agents or associates of the 

Trump Campaign about the Access Hollywood tape and other potential sources of negative 

publicity involving Trump's relationship in the run up to the election. 

-~--------------:n.-EVidence relating to-afly-reimbursenient-or-other-promises-made-to-Gohen-for ---'--

payment to Clifford or others in connection with the election. 

o. Evidence relating to Cohen's knowledge of the campaign fmance laws, campaign 

. contribution reporting requirements, and campaign contribution limits. 

p. Communications with others, including Jeffrey Getzel andlor other accountants, 

relating to Cohen's bank accounts, taxes, debts, andlor finances; 

q. Commuhications, records, documents, and other files reflecting false 

representations to a fmancial institution related to the intended purpose of an account or loan at 

that fmancial institution; the nature of any business or entity associated with an account at a 

financial institution; the source of funds flowing into an account; or the purpose or nature of any 

fmancial transactions involving that fmancial institution; 

r. Evidence of Cohen's intent as it relates to the Subject Offenses under investigation. 

m. Procedures for Searching ESI 

A. Execution of Warrant for ESI 

57. Federal Rule of Criminal Procedure 41 (e ) (2) (B ) provides that a wan-ant to search 

for and seize property "may authorize the seizure of electronic storage media or the seizure or 
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copying of electronically stored information. : . for later review." Consistent with Rule 41, this 

application requests authorization to seize any computer devices and storage media and transport 

them to an appropriate law enforcement facility for review. This is typically necessary for a number 

of reasons: 

G First, the volume of data on computer devices and storage media is often impractical 
for law enforcement personnel to review in its entirety at the search location. 

9 Second, because computer data is particularly vulnerable to inadvertent or intentional 
modification or destruction, computer devices are ideally examined in a controlled 
environment, such as a law enforcement laboratory, where trained personnel, using 
specialized software, can make a forensic copy of the storage media that can be 
subsequently reviewed in a manner that does not change the underlying data. 

-- -----~.------~~"-~ 
--------~---~-----~~-

• Third, there are so many types of computer hardware and software in use today that it 
can be impossible to bring to the search site all ofthe necessary technical manuals and 
specialized personnel and equipment potentially required to safely access the 
underlying computer data. 

• Fourth, many factors can complicate and prolong recovery of data from a computer 
device, inCluding the increasingly common use of passwords, encryption, or other 
features or configurations designed to protect or conceal data on the computer, which 
often take considerable time and resources for forensic personnel to detect and resolve. 

58. As discussed herein, Squire Patton Boggs is a functioning law firm that conducts 

legitimate business um-e1ated to Cohen's commission of the Subject Offenses. Subject Premises-

2 is an office located inside of Squire Patton Boggs's New York office. In order to execute the 

warrant in the most reasonable fashion, law enforcement personnel will attempt to investigate on 

the scene of what computers or storage media, if any, must be seized or copied, and what computers 

or storage media need not be seized or copied. Law enforcement personnel will speak with Squire 

Patton Boggs personnel on the scene as may be appropriate to determine which files and electronic 

. devices within Subject Premises-2 belong to or were used by Cohen. While, baseq on the 

foregoing, it does not appear that Cohen shared electronic devices or a server with Squire Patton 

Boggs, where appropriate, law enforcement personnel will copy data, rather than physically seize 
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computers, to reduce the extent of any dismption of Squire Patton Boggs's operations. If, after 

inspecting the seized computers off-site, it is determined that some or all of this equipment is no 

longer necessary to retrieve and preserve the evidence, the Government will return it. 

59. Additionally, because Cohen is an attorney, and claims to serve as a personal 

attorney for Tmmp, the review of evidence seized :fi:om the Subject Premises and Subject Devices 

will be conducted pursuant to established screening procedures to ensure that the law enforcement 

personnel involved in the investigation, including attorneys for the Government, collect evidence 

in a manner reasonably designed to protect any attorney-client or other applicable privilege. When 

appropriate, the procedures wi1rincluQeuseofa~designated--<'filterteam~"-separate-and-apartfrom~---~--

the investigative team, in order to review potentially privileged communications and determine 

which communications to release to the investigation and prosecution team. 

B. Accessing ESI on the Subject Devices 

60. As described above, the Subject Devices are both Apple brand devices. 

61. I know :fi:om my training and experience, as well as from information found in 

publicly available materials including those published by Apple, that some models of Apple 

devices such as iPhones and iPads offer their users the ability to unlock the device via the use of a 

fingerprint or thumbprint (collectively, "fmgerprint") in lieu of a numeric or alphanumeric 

passcode or password. This feature is called Touch ID. I also lmow that the Apple iPhone X offers 

its users the ability to unlock the device via the use of facial recognition (through infrared and 

visible' light scans) in lieu of a numeric or alphanumeric passcode or password. This feature is 

called Face ID. 

62. If a user enables Touch ID on a given Apple device, he or she can register up to 5 

fingerprints that can be used to unlock that device. The user can then use any of the registered 
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fmgerprints to unlock the device by pressing the relevant fmger(s) to the device's Touch ID sensor, 

which is found in the round button (often refen-ed to as the "home" button) found at the bottom 

center of the fi'ont of the device. If a user enables Face ID on a given Apple device, he or she can 

unlock the device by raising the iPhone to his or her face, or tapping the screen. In my training 

and experience, users of Apple devices that offer Touch ID or Face ID often enable it because it is 

considered to be a more convenient way to unlock the device than by entering a numeric or 

alphanumeric passcode or password, as well as a more secure way to protect the device's contents. 

63. In some circumstances, Touch ID or Face ID cannot be used to unlock a device that 

naseitlier securityfeatlire-enal:51ea, ana a pass-ccfdenjr-password-musrbe-used;nstead:--These---- -----~---·-·-c 

circumstances include: (1) when the device has just been turned on or restarted; (2) when more 

than 48 hours has passed since the last til11e the device was unlocked; (3) when the passcode or 

password has not been entered in the last 6 days, and the device has not been unlocked via Touch 

ID in the last 8 hours or the device has not been unlocked via Face ID in the last 4 hours; (4) the 

device has received a remote lock command; or (5) five unsuccessful attempts to unlock the device 

via Touch ID or Face ID are made. 

64. The passcodes or passwords that would unlock the Subject Devices are not lmown 

to law enforcement. Thus, it wi11likely be necessary to press the fmgers ofthe user ofthe Subject 

Devices to the devices' Touch ID sensor, or hold the Subject Devices in fi'ont of the user's face to 

activate the Face ID sensor, in an attempt to unlock the devices for the purpose of executing the 

search authorized by this warrant. Attempting to unlock the relevant Apple devices via Touch ID 

with the use of the fingerprints of the user, or via Face ID by holding the device in front of the 

user's face, is necessary because the government may not otherwise be able to access the data 

contained on those devices for the purpose of executing the search authorized by this wan-ant. 
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65. Based on these facts and my training and experience, it is likely that Cohen is the 

user of the Subject Devices, and thus that his fingerprints are among those that are able to unlock 

the Subject Devices via Touch ID or his face is able to unlock the Subject Devices via Face ID. 

66. Although I do not know which of a given user's 10 fingerprints is capable of 

unlocking a particular device, based on my training and experience I know that it is common for a 

user to unlock a Touch ID-enabled Apple device via the fingerprints on thumbs or index fingers. 

In the event that law enforcement is unable to unlock the Subject Devices as described above 

within the five attempts permitted by Touch ID, this will simply result in the device requiring the 

--------------entry of a password or passcoaebeforeIt can be unlockea~-----------------------· ------------------.-... -

67. I also know from my training and experience, and my review of publicly available 

materials published by Apple that Apple brand devices, such as the Subject Devices, have a feature 

that allows a user to erase the contents of the device remotely. By logging into the Internet, the 

user or any other individual who possesses the user's account information can take steps to 

completely wipe the contents of the device, thereby destroying evidence of criminal conduct, along 

with any other information on the device. The only means to prevent this action is to disable th~ 

device's ability to connect to the Internet immediately upon seizure, which requires either access 

to the device itself to alter the settings, or the use of specialized equipment that is not consistently 

available to law enforcement agents at evelY arrest'. 

68. Due to the foregoing, I request that the Court authorize law enforcement to press 

the [mgers (including; thumbs) of Cohen to the Touch ID sensors the Subject Devices, or hold the 

Subject Devices in fi'ont of Cohen's face, for the purpose of attempting to unlock the Subject 

Devices via Touch ID or Face ID in order to search the contents as authorized by this warrant. 
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C. Review of ESI 

69. Following seizure of any computer devices and storage media and/or the creation 

of forensic image copies, law enforcement personnel (including, in addition to law enforcement 

officers and agents, and depending on the nature of the ESI and the status of the investigation and 

related proceedings, attomeys for the govermnent, attOlney support staff, agency personnel 

assisting the govemment in this investigation, and outside technical experts under government 

control) will review the ESI contained therein for information responsive to the warrant. 

70. In conducting this review, law enforcement personnel may use various techniques 

-------.---to-aetermine Wnicnfilesor-otner-ESJ-contain-evidence-()r-fi:uits-of-the-Subject-0ffenses.---SuGh----- ---- ---------r 

techniques may include, for example: 

u surveying directories or folders and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• conducting a file-by-file review by "opening" or reading the first few "pages" of such 
files in order to determine their precise contents (analogous to perfOlming a cursory 
examination of each document in a file cabinet to determine its relevance); 

• "scanning" storage areas to discover and possibly recover recently deleted data or 
deliberately hidden files; and 

• performing electronic keyword searches through all electronic storage areas to 
determine the existence and location of data potentially related to the subject matter of 
the investigation34; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

34 Keyword searches alone are typically inadequate to detect all relevant data. For one thing, 
keyword searches work only for text data, yet many types of files, such as images and videos, do 
not store data as searchable text. Moreover, even as to text data, there may be information properly 
subject to seizure but that is not captured by a keyword search because the information does not 
contain the keywords being searched. 
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71. Law enforcement personnel will make reasonable efforts to restrict their search to 

data falling within the categories of evidence specified in the warrant. Depending on the 

circumstances, however, law enforcement personnel may need to conduct a complete review of all 

the ESI from seized devices or storage media to evaluate its contents and to locate all data 

responsive to the warrant. 

D. Return ofESI 

72., If the Government detelmines that the electronic devices are no longer necessaIY 

to retrieve and preserve the data, and the devices themselves are not subject to seizure pursuant to 

--~~-~--------Federal-Rule-bferiminal-Procedure-41(c);-the-66vernment-will~return-these-items,upon-request-. ------------

Computer data that is encrypted or umeadable will not be returned unless law enforcement 

personnel have determined that the data is not (i) an instrumentality of the offense, (ii) a fi.·uit of 

the criminal activity, (iii) contraband, (iv) otherwise unlawfully possessed, or (v) evidence of the 

Subject Offenses. 
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AO 93 (SDNY Rev. 05/10) Search and Seizure Warrant. 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identifY the person by name and address) 

Loews Regency Hotel, 540 Park Avenue, Room 1728, 
New York, New York 10065, and any closed 

containerslitems contained therein, See Attachment 0 

) 
) 
) 
) 
) 
) 

Case No. 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

___ ___________ An allPJi.cation)y a federal law enforcement officer or an attorney for the govemment requests the search 
of the following person or property located in-the Southern DIstrict of New York 
(identijj' the person or describe the property to be searched and give its location): 

Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and any closed containerslitems 
contained therein, See Attachment 0 

The person or property to be searched, described above, is believed to conceal (identijj' the person 01' describe the 
property to be seized): 

See Attachment 0 

I fmd that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person 01' 

property. 

YOU ARE COMMANDED to execute this wanant on or before 

&1f in the daytime 6:00 a.m. to 10 p.m. 
(not to exceed 14 days) 

o at any time in the day 01' night as I fmd reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy of the wanant and a receipt for the property 
taken to the person from whom, 01' from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warmnt, or an officer present during the execution of the wanant, must prepare an 
inventory as required by law and promptly return this wan ant and inventOlY to the Clerk of the COUtt. 

Upon its return, this warrant and inventory should be filed under seal by the Clerk of the COUlt. ____ _ 
USMJ Initials 

o I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay 
of trial), and autllol'ize tlte officer executing this wan'ant to delay notice to the person who, or whose property, will be 
searched or seized (check the appropriate bo::>.J o for days (not to exceed 30). . 

Ountil, the facts justifYing, the later specific date of 

Date and time issued: 
Judge's signature 

City and state: New York. NY 
~~~~~~------

Hon. Henry B. Pitman. U.S. Magistrate Judge 
Printed name and title 
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AO 93 (Rev. 01109) Search and Seizure Warrant (Page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Invent01Y made in the presence of: 

Inventory of the property taken and name of any person(s) seized: 

--~~~- ------------~~~~-~--- -- -----~--------------------~~~--~---------- ---~-~-----------------I- ----

Certification 

I declare under penalty of peljury that this inventory is correct and was returned along with the original warrant 
to the COUlt. 

Date: 
Executing officer's signature 

Pri;lted name and title 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media; including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private enclyption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals 01' other information 
concerning the configuration ofthe seized or copied computer devices or storage media. 

3. Any evidence concerning the identities or locations ofthose persons with access to, 
.-- controlovel';-urownership-oftheseizect-or-copied-computel' deviees-ol'-.st0Fage-media.------------~-----... 

C. Review ofESI 

Following seizure of any computer devices and storage· media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to l;eview the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside ofafile cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 
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-Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored infolmation within the categories identified in Sections 
II.A and ILB of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI :£i:om seized devices or storage media if necessary to evaluate its 
contents ~d to locate all data responsive to the warrant. 

Addition~lly, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 
any attomey-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," sepamte and apart from the investigative team, in order to 
address potential privileges. 

------ --------~--'----~~- -----_._---

16 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 95 of 201



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 96 of 201

3. On or about April 9, 2018, based upon a conversation with another law enforcement 

agent who spoke to an employee of Loews Regency Hotel, I learned that Michael Cohen is in fact 

staying in Room 1628 (in a suite encompassing rooms 1628, 1629, and 1630) (collectively, "Room 

1628"), not Room 1728. Accordingly, I respectfully submit the attached amended warrant 

pursuant to Rule 41 of the Federal Rules of Criminal Procedure for the following Subject Premises: 

Loews Regency Hotel, 540 Park Avenue, Room 1628, New York, New York 10065, and Any 

Closed Containersiitems Contained Therein ("Subject Premises-4"). For the reasons detailed in 

the Affidavit and herein, I believe that there is probable cause to believe that Subject Premises-4 

-----contalns evidence, fruits, and instrumentalities of violations oC18 U.S.C. §§ 1005 (false baTIk 

entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344 (bank fraud) 

(collectively, the "Bank Fraud Offenses"), 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) 

(illegal campaign contributions) (the "Campaign Finance Offenses"), and 18 U.S.C. §§ 371 

(conspiracy as it pertains to the other Subject Offenses) (collectively, the "Subject Offenses"). 

4. Based on the foregojng, I respectfully request the court to issue a warrant to seize 

the items and information specified in Attachment A to this affidavit and to the Search and Seizure 

Warrant. 
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belonging to Michael Cohen or in his possession,. an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: ' 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, iricluding but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 
concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the,identities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer d~~!~es or storage media.___ __________ "_""_ 

---

c. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
f~rensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

It opening or cursorily reading the first few "pages" of such files in order t6 determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

It performing keyword searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

It reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 
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Law enforcement personnel· will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
II.A and II.B of this Attachment. However, law enforcement personnel are authorized to conduct· 
a complete review of all the ESIfrom seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to 
address potential privileges. 
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emails and text messages; download and run mobile telephone applications, including encrypted 

call and messaging application such as WhatsApp, Signal, and Dust; take, send, and receive 

pictures and videos; save and store notes and passwords; and store documents. 

C. The Subject Offenses' 

5. FOl·the reasons detailed below, I believe thatthere is probable cause to believe that 

the Subject Premises and Subject Devices contain evidence, fruits, and ins1:l.'umentalities of 

violations of 18 U.S.C. §§ 1005 (false bank entries), 1014 (false statements to a financial 

-~ ------institution),~3A3_ (wire fhmd), and 1344 (1:l1;ll1,!S fraud) (co!~ctively,t~~~'J:3ank Fraud Offenses"), 

52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign contributions) (the 

"Campaign Finance Offenses"), and 18 U.S.C. §§ 371 (conspiracy as it pertains to the othel', 

Subject Offenses) (collectively, the "Subject Offenses"). 

D. Prior Applications 

6. The FBI and the United States Attomey's Office for the Southem District of New 

Yorlc ("USAO") have been investigating several courses of criminal conduct by Michael Cohen. 

Cohen is an attorney who currently holds himself out as the personal attomey for President Donald 

Trump, and who previously served for over a decade as an executive in the Trump Organization, 

an intemational conglomerate with real estate and other holdings. 

7. In connection with an investigation then being conducted by the Office of the 

Special Counsel ("SCO"), the FBI sought and obtained from the Honorable Beryl A. Howell, Chief 

United States District Judge f01' the District of Columbia, three search warrants for emails and 

oth~r content information associated with two email accounts used by Cohen, and one search 

warrant for stored content associated with an iCloud account used by Cohen. Specifically: 

6 
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with all non-privileged content obtained pursuant to the Cohen iCloud Warrant.5 A filter team 

worldng with the SCO had previously reviewed the content produced pursuant to these warrants 

for privilege. 

9. On or about February 28,2018, the USAO sought and obtained search warrants for 

emails in the Cohen Gmail Account and the Cohen MDCPC Account, among other accounts, sent 

orreceived between November 14,2017 and February 28,2018 (the "Third Cohen GmaH Warrant" 

and the "Second Cohen MDCPC Warrant"). The content produced pursuant to these wan'ants is 

subject-to-an-ongoing review:fo~priv:itegeb~l!l1 SDNY filter t~am~ 

10. The emails search wal1"ants described above are referred to collectively as the 

"Cohen Email Warrants." 

11. On or about April 7, 2018, the USAO and FBI sought and obtained a wan'ant for 

prospective and historical cellphone location information for Subject Device-l and Subject 

Device-2. On or about April 8,2018, the USAO and FBI sought and obtained authority to employ 

an electronic technique, commonly lmown as a "triggerfish," to determine the location of Subject 

Device-l and Subject Device-2. 

n. Probable Cause 

A. Overview 

12. The United States Attorney's Office for the Southem District of New York and FBI 

are investigating, among other things, schemes by Target Subject Michael Cohen (a) to defraud 

mUltiple banks fi'om in or about 2016 up to and including the present, and (b) to make an illegal 

5 The seo had previously provided a subset of this non-privileged content on or about February 
2,2018. 

6 On or about February 28,2018 and April 7, 2018, the USAO and FBI sought and obtained Rule 
41 search warrants authorizing the search of emails and content.D btained pursuant to previously 
issued warrants for additional subject offenses. 
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pro bable cause to believe that Cohen made this payment to Clifford for the purpose of influencing 

the presidential election, and therefore that the payment was an excessive in-kind contribution to 

the Trump campaign. 

15. Based on my review of emails obtained from the Cohen Email Warrants, 

infOlmation obtained pursuant to the iCloud Wan'ant, and documents produced pursuant to 

subpoenas, as well as my review of public sources, I have leamed that Cohen has used the Subject 

Premises to (a) receive documents related to the transaction intended to relieve Cohen of his taxi 

~--~~----~--meda1lion-debt,-(b}receiye_dD_cuments and/or conduct meetings reta.!~~t<:)his consulting wod~,_~~) ______ ~ __ ~_ I; 
-"l 

receive documents andlor conduct meetings relating to his finances and assets, some of which, as 

noted above and as detailed further herein, he has concealed £i·om the banks in connection with the 

refmancing of his taxi medallion debt, (d) receive and send documents relating to his payment to 

Clifford, and ( e) house and operate electronic devices that were utilized in connection with, among 

other things, the taxi medallion transaction, Cohen's consulting work, and his payment to Clifford. 

Specifically, as described below, Subject Premises-l likely contains evidence conceming Cohen's 

taxi medallion loans, his negotiations with banks, his personal fmances, his consulting work, his 

tax retulTIs, and his payment to Clifford, as well as electronic devices containing such evidence, 

all of which constitute or contain evidence of the Subject Offenses. Additionally, as described 

below, Subject Premises-2 likely contains evidence relating to Cohen's consulting work, his 

finances, and his payment to Clifford, as well as electronic devices containing such evidence. 

Subject Premises-3, as described below, likely contains evidence relating to Cohen's assets and 

finances, including assets that may not have been disclosed to banks in connection with the 

refinancing of Cohen's taxi medallion debt or documents relating to such assets, and documents 

or evidence related to Cohen',s payment to Clifford .. SubjectPremises-4likely contains electronic 
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devices, including Subject Device~ 1 and Subject Devite~2, which themselves contain evidence of 

the Subject Offenses, including concerning Cohen's taxi medallion loans, his negotiations with 

banks, his personal finances, his consulting work, his tax returns, and his payment to Clifford. 

Accordingly, and as set forth in more detail below, there is probable cause to believe that the 

Subject Premises and Subject Devices will include evidence ofthe Subject Offenses. 

B. Probable Cause Regarding Subjects' Commission of the Subject Offenses 7 

The Bank Fraud Scheme 

~~ --- ----W Cohen '~_Statements to Sterling Nati~l!:f!! B{lnk _______ b 
--- ---~---~---.~--------.--- --·Ii 

16. As set forth in detail below, in 2014, Cohen, through LLCs controlled by him and 

his wife, Laura Cohen, entered into a series of loans from Sterling National Bank ("Sterling") and 

the Melrose Credit Union ("Melrose"), secured by taxi medallions, for approximately $20 million. 

Though entered into by LLCs, the loans were also secured by personal guarantees in the names of 

both Cohen and his wife. Over time, as the taxi industry weakened and the medallions lost value, 

Cohen sought to renegotiate the terms of those loans and/or relieve himself from their obligations, 

including the personal guarantees. As part of that effort, Cohen made a series of representations 

to Sterling and Melrose about his net worth, assets; availaq1e cash and income, among other things. 

Specifically, based on my review of records maintained by Sterling and Melrose, and public 

sources concerning the taxi industry and the value of taxi medallions, as well as my participation 

in interviews with a Sterling executive vice-president (the "Sterling Emp10yee~ 1") and two other 

7 In the following recitation of probable cause, I frequently refer to phone calls or text messages 
involving Cohen. The text messages described herein as sent or received by Cohen were all sent 
or received from the telephone numbers associated with Subject Devic~l or Subject Device-2. 
The vast majority of the phone calls described herein made or received by Cohen were made or 
received by the telephone numbers associated with Subject Device-lor Subject Device-2, although 
in certain limited instances Cohen used a 1andline or other phone. 
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Steding employees ("Sterling Employee-2" and "Sterling Employee-3"), I have leamed, among. 

other things, the following; 

a, Taxi medallions are small metal plaques affixed to taxis, Without a medallion, it 

is illegal to operate a taxi in cities with medallion systems, such as New York City. Cohen and his 

wife own multiple LLCs that collectively own 32 taxi medallions (each LLC owns two 

medallions),8 Cohen's purchase of these New York taxi medallions was originally fmanced· by 

loans from Capital One banle, for which the medallions served as collateral. Cohen was not a taxi 

--.~.-.. -~.-~. -opel'atol',andleased-his.medallions.to.a.third_party. That third Q§:l't)r made monthly payments to 
--.... -~--~~-... -.:: 

Cohen, who in turn used some of those proceeds to make his monthly loan payments to Capital 

One. 

b. In early 2014, Cohen became a customer of Sterling when he sought to refinance a 

mortgage on a rental property'that he owned. In or around April20l4, Cohen raised with Sterling 

the prospect of refinancing his taxi medallion loans, which were then at Capital One. By in or about 

September 2014, Cohen began negotiating a lending transaction with Sterling that would allow 

Cohen to pay off his loans at Capital One and borrow more money :£i'om the then-increase in value 

of the medallions. According to Sterling Employee-I, in 2014, prior to the recent upheaval in the 

taxi industry-as a result ofthe emergence of ride-sharing services, such as Ubel'-taxi medallion 

loans were viewed by banks and investors as safe, short term credits, as the market value of taxi 

medallions was consistently rising. Consequently, taxi medallion loans-like the loans held by 

Cohen-were frequently refinanced at increasing amounts as the value of the medallions rose. 

According to Sterling Employee-I, borrowers typically cashed out the increase in the loan amount 

8 One of these companies, Mad Dog Cab Corp., was jointly owned by Sondra Cohen, who I 
believe is Cohen's mother. 
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and used the additional funds for other purposes. Cohen appears to have followed this approach in 

2014, when he agreed to refmance his medallion loans for approximately $22 million, which-

according to letters ftom Capital One in Sterling's files-was greater than his previous debt at 

Capital One Bank ($21 million, of which $14.6 million was a line of credit to Cohen). This allowed 

Cohen to cash out the proceeds from the transaction. 

c. Based on my reviey.r of records maintained by Sterling, I have learned that on or 

about December 8, 2014, each of Cohen's sixteen taxi medallion LLCs entered into loan agreements 

December 8, 2016. Each loan was signed by Michael or Laura Cohen, depending on who was the 

sole shareholder of the LLC. The address listed for each of the LLCs was the address for Subject 

Premises-I. The loans were also each secured by a security agreement, dated the same day, maldng 

the medallions collateral for the notes.' To give Sterling additional security, Michael and Laura 

Cohen signed personal guarantees and confessions of judgment, giving Sterling the right to pursue 

collection against the Cohens' personal assets w~re their corporations to default under the loan 

agreements. The personal guaranty agreements stated that the LLCs had offices at the address for 

Subject Premises-I, and contained a notice provision that stated that any notices required by the 

agreements should be mailed to Subject Premises-I. In total, Sterling agreed to lend approximately 

$22 million to the Cohens' companies. 

d. PurslJant to participation agreements, Sterling transferred 45 percent of Cohen's 

taxi medallion debt to Meh'ose.9 

9 Meh'ose, which had a business principally focused on taxi medallion loans, is now in 
conservatorship by the National Credit Union Administration ("NCUA"). 
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e. In evaluating Cohen's requested refmancing of the taxi medallions, Sterling (and 

Melrose, consistent with its pru.ticipation in the deal) conducted due diligence .. At Sterling'S 

request, Cohen provided Sterling with a statement of fmancial condition, dated August 1,2014 

(the "August 2014 Financial Statement"), which indicated that Cohen had $100,740,000 in total 

assets, $23,550,000 in total1iabilities, and a net wOlth of $77,190,000. 10 From my review of a 

Sterling credit memorandum, dated September 29, 2014, I know that Sterling viewed the 

transaction favorably because, accounting for loan payments, cash flows n:om the medallions were 

··---projected-tobepositive,jhe_value_Qfthe_coUf!t~n!t( as estimated by Sterling) exceeded $42 million, 
--~- .------------------------------

and the net wOlth of Cohen-who was the direct obligor under the guru.'antee agreements-was 

over $77 million. An intemal Sterling credit and risk rating analysis repOlt, dated October 20, 

2014, recommended approval of the loans for ~ubstantially the same reasons. 

f. Based on my review of records maintained by Sterling and public SOlli'ces, I have 

learned that over time, the collateral backing Cohen's loans (taxi medallions) lessened in value due 

to the rise in ride~sharing companies. Additionally, Cohen began falling behind on loan payments 

to Sterling and Melrose. I know from records maintained by Sterling and an interview with Sterling 

Employee~2 that, beginning in or around September 2015, Cohen told Sterling, in sum and 

substance, that the individual leasing Cohen's medallions had fallen behind in mal<:ing payments to 

Cohen, and that as a result, the monthly cash flow from his taxi medallions had been reduced, 

leaving him with a shOltfall of approximately $16,000 each month. For instance, I have reviewed 

an email from Sterling Employee~2, dated September 9,2015, summarizing a call with Cohen-

which according to the email and toll records for Cohen's cellphone occurred on September 8, 

10 Cohen subsequently provided Sterling with a revised statement of financial condition, also 
dated August 1, 2014, which repOlted assets of $99,420,000, total liabilities of $23,550,000, and a 
net worth of $75,870,000. 
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$20,500,000. Cohen also suggested revised monthly interest payment amounts. The signature 

block on the email indicated that Cohen's address was the address for Subject Premises-2. On or 

about January 31, 2018, Sterling Emp10yee-3 responded to Cohen and stated, in sum and 

substance, that Cohen would need to pay the entirety of the overdue payments and pay down the 

principal balance of the loan to $20,000,000 (in total, a payment of approximately $1,750,QOO), 

and would need to make larger monthly interest payments. 

u. On or about February 1,2018, Cohen emailed Sterling Employee-3 and proposed 

"[p]ayment of $1.250m which ALL can be used to pay down principal, if [Sterling] will waive 
- -- ------------- ----------------

past due amounts," but stated "I do NOT have more than the $1.25Om." (Emphasis in original.) 

Cohen also stated, in sum and substance, that he had insufficient financial reSOUl"ces to post 

additional collateral or pre-fund monthly payments. The signature block on the email indicated 

that Cohen's address was the address for Subject Premises-2. Based on my participation in an 

interview with Sterling Emp10yee-3, I have learned that since January 30, 2018, Sterling has 

continued to renegotiate the medallion loans with Cohen based on Cohen's representations about 

his CUlTent financial position. In particular, according to Sterling Emp10yee-3, Cohen and Sterling 

have an agreement in principal to restructure Cohen's loans based in part of Cohen's agreement to 

make a principal payment of approximately $750,000, to make a payment of $500,000 to become 

cUll'ent on interest payments, and to post $192,000 in cash collateral for his future monthly 

payments on the loan. Cohen also agreed to pledge an interest he had in a property. Stet;ling 

Employee-3 has stated that had Cohen indicated he had more than $1,250,000 available to him, 

Sterling would have, among other things, negotiated for a larger reduction to the principal amount 

of the loan. 

22 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 124 of 201



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 125 of 201

a. Cohen and his wife have been customers of First Republic since approximately 

June 2011. Cohen controls several checking and loan accounts at First Republic, some in his own 

name and others in the names of corporate entities. According to First Republic's know-your-

customer records on Cohen, 17 his primary physical address is the address for Subject Premises-I. 

b .. On or about October 26, 2016, in Manhattan, New Yode, Cohen opened a new 

checking account at First Republic in the name of Essential Consultants LLC (the "Essential 

Consultants Account"). Cohen was the only authorized signatOlY on the account. According to 

acc01:l.~t _<:>Eening documents, the primmy address for Essential Consultants LLC was the address 

for Subject Premises-I. When Cohen opened the Essential Consultants Account, First Republic 

Employee-l conducted an in-person interview of Cohen. In response to a series of know-your-

customer questions about the purpose of the account-the answers to which First Republic 

Employee-1 entered into a form18-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, and all of his consulting clients would be domestic individuals based in the United States. 

Cohen also stated, in sum and substance, that his purpose in setting up the account was to keep the 

revenue from his consulting business-which he said was not his main source of income-separate 

from his personal finances. As set forth below, there is probable cause to believe that Cohen's 

statements about the intended purpose of the account and source of funds for the account were 

false. Specifically, as described below, the account was not intended to receive-and does not 

17 Certain fmancial institutions are required to conduct such procedures pursuant to the Banle 
Secrecy Act and its implementing regulations. See 31 U.S.C. § 5318; 31 C.F.R. § 1020.220. 

18 First Republic Employee-l first filled out the form on the day he interviewed Cohen, Octo bel' 
26,2016. On or about December 19, 2016, at the request of bank compliance personnel, First 
Republic Employee-l updated the form to add more detail about Cohen's statements. 
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appear to have received-money in connection with real estate consulting work; in addition, the· 

account has received substantial payments from foreign sources. 

c. I know from my review of First Republic bank records that were scheduled by an 

FBI forensic accountant that after Cohen opened the Essential Consultants Account, Cohen 

received payments into that account from foreign businesses and entities that do not reflect the 

stated client profile for the residential and commercial real-estate consulting services. Specifically, 

from my review of the Essential Consultants Account schedule and public SOlli'ces, I know the 

-~-----~·~fc5lfowing:-~--

i. Beginning on 01' about J anua1'Y 31, 2017, Cohen began receiving monthly 

payments of $83,333 into the Essential Consultants Account from an entity called Columbus Nova 

LLC. According to public sources, Columbus Nova is an investment management firm controlled 

by Renova Group, an industrial holding company based in Zurich, Switzerland that is controlled 

by Russian national Viktor Vekselberg. From January 2017 to August 2017, the Essential 

Consultants Account received seven payments totaling $583,332.98 from Columbus NovaLLC. 

ii. Beginning on or about April 5, 2017, the Essential Consultants Account 

began receiving payments fmm Novartis Investments, SARL, which I believe to be the in-house 

financial subsidiary ofthe Sw~ss phannaceutical company Novartis Intemational AG ("Nbvartis"). 

Between April 2017 and February 2018, the Essential Consultants Account received eleven wire 

payments from a Swiss bank account held in the name of No Vat tis, each in the amount of $99,980, 

for a total of$1,099,780. 

iii. Beginning in 01' about April 2017, the Essential Consultants Account started 

receiving wire payments from a bank account associated with the telecommunications company 

AT&T Inc. ("AT&T"). Specifically, on or about April 14, 2017, AT&T sent $100,000 to the 
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Essential Consultants Account and, from in or about June 2017 to in or about January 2018, the 

Essential Consultants Account received ten $50,000 payments from AT&T. In total, AT&T sent 

$600,000 to the Essential Consultants Account. 

iv. On or about May 10,2017, June 9, 2017, July 10, 2017, and November 27, 

2017, the Essential Consultants Account received four deposits in the amount $150,000 (totaling 

$600,000) from a bank account in SouthKorea. The account holder from which the money was 

sent is Korea Aerospace Industries Ltd. ("KAI"). KAI is a South Korea-based company that 

produces and sells fixed-wing aircraft, helicopter aircraft, and satellites to the United States 
------~~--~,-- ---~-~~----- - .-.-----~--~--~--' -----

Department of Defense, among other customers. 

v. On 01' about May 22, 2017, the Essential Consultants Account received a 

$150,000 deposit from an account at Kazkommeltsbank, a Kazakhstani banle. The listed account 

holder at Kazkommertsbank was a second Kazakhstani banle named BTA Bank, AO. A message 

accompanying the wire payment indicated that the payment was a "monthly consulting fee as per 

Inv BTA-I0l DD May 10, 2017 consulting agreement WIN DD 08 05 2017 CNTR WINDD 

08/05/2017." 

vi. In total, from o~ or about January 31, 2017 to on or about February 1,2018, 

the Essential Consultants Account received approximately $3,033,112.98 in transfers and checks 

from the aforementioned entities. As of on or about January 10, 2018, the balance in the Essential 

Consultants Account was $1,369,474.23. Cohen's withdrawals from the Essential Consultants 

account reveal that it was used for largely personal purposes, including to pay, among other things, 

American Express bills and fees from "the Core Club," a private social club in New York. 

d. On or about April 4, 2017, Cohen opened another new checking account at First 

Republic, this one in the name of Michael D. Cohen &Associates, P.C. (the "MDC&A Account"). 
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($1,200,000.00) US Dollars," disbursed through eight $150,000 installments between May 2017 

and December 2017. 1 have also reviewed invoices in amounts of $150,000 that Cohen emailed 

to an individual whom I believe is affiliated with KAI. At the top of the invoices the address listed 

for Essential Consultants is the address for Subject Premises-2. 

b. On or about May 8, 2017, Cohen sent an email to an individual whom I believe is 

affiliated with BTA Ban1e The signature block on Cohen's email listed "Essential Consultants 

LLC" and "Michael D. Cohen & Associates, PC" and provided the address for Subject Premises-

2~ln-the-emai1;-Gohen-attached-a-document-pllipOltingto_be_a "Colls_ulting Agreement" between 

BTA Bank and Essential Consultants dated as of about May 8, 2017. The agreement indicates that 

Essential Consultants had the address of Subject Premises-2. The document indicates that 

Essential Consultants would render "consulting and advisory services" to BTA Bank, and that 

BTA Bank would pay Essential Consultants "a consulting fee of One Million Eight Hundred 

Thousand ($1,800,000.00) US Dollars," disbursed through monthly payments of $150,000. On or 

about May 10,2017, Cohen sent an email to an employee ofBTA Bank, and attached to the email 

an invoice to BTA Bank in the name of Essential Consultants, with the address of Subject Premises-

2. The invoice contemplated a $150,000 payment to Essential Consultants for a "monthly 

consulting fee." 

c. On or about January 23,2017, Cohen appears to have entered into a consulting 

agreement with AT&T, which contemplates that Essential Consultants "shall render consulting and 

advisory services to [AT&T]" and that AT&T would "advise [Essential Consultants] of those issues 

and matters with respect to which AT&T Services desires [Essential Consultants]' s assistance and 

advice." The agreement indicates that Essential Consultants had the address of Subj ect Pl'emises-

1. The contract calls for AT&T "to pay the Consultant for his services ... a consulting fee of Fifty 
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Thousand ($50,000) Dollars ... per month." Based on my review of reports of interviews with 

AT&T employees, I have learned that AT&T retained Cohen to consult on political issues, 

including net neutrality, the merger between AT&T and Time Warner, and tax reform. 

d. On 01' about March 1, 2017, Cohen appears to ha~e entered into a contract between 

Novartis and Essential Consultants, which provides that Essential Consultants will "provide 

consulting and advisory services to N,ovartis on matters that relate to the repeal and replacement of 

the Mfordable Care Act in the US and any other issues mutually agreeable to [Essential 

---~-----~-----eonsultantsJ-and-Noval'tis.-"-The-contracLpl'Q'lides for a "consulting fee of One Million Two 

Hundred Thousand ($1,200,000) US dollars," to be paid to Essential Consultants in equal monthly 

installments over the course of a year. Based on my review of reports of interviews with Novartis 

employees, I have learned that Novartis retained Cohen to provide political consulting services and 

to gain access to relevant policymakers in the TlUmp Administration. 

e. In or about February 2017, Cohen began negotiating the terms of a "strategic 

alliance" with Squire Patton Boggs. On or about March 4, 2017, Squire Patton Boggs emailed 

Cohen a "strategic alliance agreement." Under the terms of the agreement, Cohen agreed to . 

generate business for the law firm, and Squire Patton Boggs agreed to pay to Cohen "an annual 

strategic alliance fee of $500,000, payable in twelve (12) equal monthly installments." Squire 

Patton Boggs also agreed to provide Cohen with "dedicated and segregated office space in [Squire 

Patton Boggs's] New York and Washington D.C. offices, which office space shall be physically 

separate from [Squire Patton Boggs's] offices and have locked doors and its own locked file 

cabinets." On or about April 3, 2017, Squire Patton Boggs announced on its website that is had 

formed a "strategic alliance" with Michael D. Cohen & Associates and would "jointly represent 

clients." 
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2017 Financial Statement that Cohen provided to Sterling that Cohen represented that he had 

$1,250,000 in cash as of September 30, 2017. I also know that on 01' about JanualY 30, 2018, in a 

. telephone call with Sterling Employee-3, and on February 1, 2018, in an email to Sterling 

Employee-3, Cohen represented that he did not have more than $1,250,000 in cash. But, from my 

review of a summruy of banlc records that were scheduled by forensic accountants, I have learned 

that Cohen had approximately $5,000,000 in cash and cash equivalents as of September 30, 2017. 

Additionally, as of February 1, 2018, Cohen had approxitp.ately $6,000,000 in cash and cash 

---equivalents-:-Specifically;from-my-review ~rf'the accountschSl.dllk and banlc records, I have learned 
---~-~-"~--~~--

the following: 

a. Cohen has three checking and/or savings accounts at Capital One Ballic, one of 

which is in his wife's name. As of September 30, 2017, Cohen had $1,105,680.35 in his savings 

account, and $1,262,982.29 in total in the three accounts at Capital One Bank. As of February 1, 

2018, Cohen had a total of$I,389,245.78 in these accounts. 

b. Cohen has three accounts at Morgan Stanley in his name. As of September 30, 

2017, the combined total in cash and cash equivalents in those three accounts was $1,270,600.41. 

As of Feb mary 1,2018, Cohen had $1,284.996.13 in these accounts. 

c. As of September 30, 2017, Cohen had $260,689.18 in an account at Signature Banlc. 

As ofFebmary 1,2018, Cohen had $261,517.55 in this account. 

d. In addition to the Essential Consultants Account and MDC&A Account at First 

Repub lie, Cohen also had two j oint checking accounts with Laura Cohen at First RepUblic. In total, 

as of September 30, 2017, Cohen had at least $1,876,209.27 in total in his four accounts at First 

Republic. As of February 1,2018, Cohen had $3,332,992.95 in these accounts. 
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an excessive in-kind contribution to the presidential election campaign of then-candidate Donald 

Trump in the form of a $130,000 payment to Stephanie Clifford, an individual who was rumored 

to have had an extramarital affair with Trump, in exchange for her agreement not to disclose that 

alleged affair. As set forth below, there is probable cause to believe that this payment was intended 

to keep Clifford from making public statements about the rumored affair on the eve of the 2016 

presidential election, and thus constitutes a campaign contribution in excess of the applicable limit. 

30. From my review of public sources, I have learned the following: 

a. In or around October 2011, there were rumors published on the gossip websites 

TheDirty. com that Trump had had an extramarital affair with Clifford, an adult film actress whose 

screen name is Stormy Daniels, in 01' around July 2006. In 01' about October 2011, Life & Style 

Magazine, a tabloid sold in supermarkets, also published an article, based on the report in 

TheDirty.com, alleging an affair had occurred between Trump and Clifford. Both Trump and 

Clifford, through their representatives, issued denials in response to the articles. 

b. Specifically, on or about October 11, 2011, Keith Davidson, who identified himself 

as Clifford's attorney, sent a cease and desist letter to TheDirty.com, demanding that the article 

regarding Trump and Clifford be removed from the website. Additionally, on or about October 

12, 2011, Cohen, who was then Executive Vice-President and Special Counsel to the Tl'Ump 

Organization, stated to E! News that "[t]he totally untrue and ridiculous story ... emanated from 

a sleazy and disgusting website .... The Trump Organization and Donald J. Trump will be bringing 

a lawsuit ... [and] Mr. Trump and the Trump Organization would like to thank and commend 

Stormy Daniels and her attorneys for their honesty and swift actions." 

31. On or about June 16, 2015, Trump formally launched his 2016 presidential 

campaign. On or about May 4, 2016, Trump became the presumptive Republican Party nominee 
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for president, and on July 19,2016, Trump officially became the nominee, Based on my review 

of public sources, I have learned that while it does not appeal' that Cohen had an official title as 

part of the Trump campaign, on multiple occasions Cohen made public statements on behalf of 

Trump 01' his campaign. For instance, on or about August 18, 2016, Cohen appeared on CNN to 

defend Trump's polling numbers. 

32. On or about October 7, 2016, The Washington Post published online a video and 

accompanying audio in which Trump referred to women in what the article described as "vulgar 

-. -'~-~-'~'-telms"-in lr2005-conversation-with-Bil1y-Bush,-who_w~s_then th~_hmrtofAccess Hollywood. The 

following day, on October 8, 2016, Trump appeared in a video in which he stated, among other 

things, "I've said and done things I regret and words released today on this more than a decade old 

video are one of them. Anyone who knows me knows these words don't reflect who I am. I said 

it. I was wrong and I apologize." Based on my review of public sources, I also know that 

representatives of the Trump Campaign stated, in sum and substance, that the Access Hollywood 

comment was an old and isolated incident. 

33. Based on my review of public sources, including an article published -in Slate 

magazine by a reporter who interviewed Clifford, I have learned that around this same time, in or 

about October 2016, Clifford was in discussions with ABC's Good Morning America show and 

Slate magazine, among other media sources, to provide these media outlets with her statement 

about her alleged relationship with Trump. According to the article in Slate, which the author 

based on conversations with Clifford over the telephone and by text message, Clifford wanted to 

be paid for her StOlY 01' be paid by Trump not to disclose her accusation, As Cohen summarized 

in a 2018 email o~tained pursuantto the CohenEn:i.ail Warrants: "In October 2016, I was contacted 
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by counsel for Ms. Clifford stating that news outlets, including ABC News, were pursuing the 2011 

story of an alleged affair between Mr. Trump and Ms. Clifford." 

34. From my review of telephone toll records25 and information produced pursuant to 

the' iCloud Wal1'ant and Cohen Email Warrants, I have learned that in the days following the Access 

Hollywood video, Cohen exchanged a series of calls, text messages, and emails with Keith 

Davidson, who was then Clifford's attorney, David Peckel' and Dylan Howard of American Media, 

Inc. ("AMI"), the publisher of the National Enquirer,26 Trump, and Hope Hicks, who was then 

press secretary for Trump's presidential campaign. Based on th~ timing of these calls, and the 

content of the text messages and em ails, I believe that at least some of these communications 

concerned the need to prevent Clifford from going public, particularly in the wake of the Access 

Hollywood story. In pmticular, I have learned the following: ' 

a. On October 8,2016, at approximately 7:20 p.m., Cohen received a call from Hicks. 

Sixteen seconds into the call, Trump joined the call, and the call continued for over foUl' minutes.27 

Based on the toll records that the USAO has obtained to date, I believe that this was the first call 

25 My attribution of celtain telephone numbers to celtain individuals as described in this 
affidavit is based on my review of the vCard (vlitual contact file) and text messages obtained from 
Cohen's telephone pursuant to the iClouci. Wm'l'ant. 

26 Peckel' is President of AMI and, according to his own statements in publi~ l'epOlts, a personal 
friend of Trump.· Howard is the chief content officer of AMI, who according to public records 
reports directly to Peckel'. 

27 I believe that TlUmp joined the call between Cohen and Hicks based on my review of toll 
records. Specifically, I know that a call was initiated between Cohen's telephone number and 
Trump's telephone number at the same time the records indicate that Cohen was talking to Hicks. 
After the Cohen-Trump call was initiated, it lasted the smne period of time as the Cohen-Hicks 
call. Additionally, the toll records indicate a "-I" and then TlUmp's telephone number, which, 
based on my training and experience, means that the call was either transferred to Trmnp, or that 
Dump was added to the caIl as a conference or three-way call pmticipant. In addition, based on 
my conversations with an FBI agent who has interviewed Hicks, I have learned that Hicks stated, 
in substance, that to the best of her recollection, she did not lem'n about the allegations made by 
Clifford until em'ly November 2016. Hicks was not specifically asked about this three-way call. 
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Cohen had received or made to Hicks in at least multiple weeks, and that Cohen and Trump spoke 

about once a month prior to this date - specifically, prior to this call on October 8, 2016, Cohen 

and Trump had spoken once in May, once in June, once in July, zero times in August, and twice 

in September. 

b. Approximately ten minutes after the call ended, Hicks and Cohen spoke again for 

about two minutes. 

c. At 7:39 p.m., immediately after the second caIl with Hicks ended, Cohen called 

-~~----Davia~Pec1ceI'(as~noted-above,the-PresidentofAmedcanMe~dialn9-" or AMI) ,and they connected 

for thirty seconds. Approximately four minutes later, Cohen called Peckel' again and they spoke 

for more than a minute .. Three minutes after ending his call with Peckel', Cohen received a call 

from Dylan Howard (as noted above, the Chief Content Officer of AMI), and they spoke for 

approximately a minute. According to toll records, it does not appeal' that Cohen and Howard 

spoke regularly prior to October 8, 2016, as it had been over a month since they had called each 

other. 

d. At 7:56 p.m., approximately eight minutes after his call with Howard ended, Cohen 

called Hicks and they connected for two minutes. At approximately the same time this call ended, 

Cohen received a call from Peckel', and they spoke for about two minutes. At 8:03 p.m., about 

three minutes after ending his call with Peckel', Cohen called Trump, and they spoke for nearly 

eight minutes. 

e. At 8:39 p.m. and 8:57 p.m., Cohen received calls from Howard and spoke to him 

for about foW' and six minutes, respectively. At 9:13 p.m., about ten minutes after Cohen and 

Howard hung up from the second of these calls, Howard sent Cohen a text message that said: 

"Keith will do it. Let's reconvene tomorrow." Based on my involvement in this investigation, I 
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believe that when Howard wrote "Keith," he was referring to Keith Davidson, the attorney for 

Stephanie Clifford. At 3 :31 a.m., now on October 9, 2016, Cohen sent Howard a text message in 

response that said: "Thank you." Eight minutes later, Cohen sent Howard a text message that said: 

"Resolution Consultants LLC. is the name of the entity I formed a week ago. Whenever you wake, 

please call my cell." 

f. The following day, on October 10, 2016, at 10:58 a.m., Howard sent a text message 

to Cohen and Davidson, which stated: "KeithIMichael: connecting you both in regards to that 

business opportunfty.-Sfmke-to-the-client-this-AM-and-they-Ie_c_QnfIrmeclt()J)~()_c~e~ with the 

oppOltunity. Thanks. Dylan. Over to you two." At 12:25 p.m., Davidson sent Cohen a text message 

that stated: "Michael- if we are ever going to close this deal- In my opinion, it needs to be today. 

Keith." Davidson and Cohen then spoke by phone for about three minutes. Based on my 

participation in this investigation, I believe that when Howard wrote that the "client" was 

"confirmed to proceed with the oppOltunity," he was referring to Clifford's agreement in principle 

to accept money from Cohen in exchange for her agreement not to discuss any prior affair with 

then-candidate Trump.28 

g. Based on my review of records obtained pursuant to the Cohen Email Wan'ants, I 

know that on or about October 1 O~ 2016, Clifford and Davidson appear to have signed a "side ~etter 

agreement" that stated it was an exhibit to a "confidential settlement agreement and mutual 

release" between "Peggy Peterson" and "David Dennison." The' purpose of the document, 

28 As set forth below, AMI was als'o involved in a payment to model Karen McDougal. 
However, because these communications were in close temporal proximity to the events involving 
the negotiation of a payment to Clifford, the execution of the agreement with Clifford, and the 
payment of money to Clifford, I believe that these communications were related to Clifford. 
Additionally, based on my review of public statements by McDougal, I have learned that she 
negotiated an agreement with AMI several months prior to these communications between Cohen 
and Peckel', Howard, and Davidson. 
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accorcling to the agreement, was to -defme the "tme name and identity" of persons named by 

pseudonym in "confidential settlement agreement and mutual release." The side letter agreement 

specifies the identity of "Peggy Peterson" to be Clifford, but the space for "Dennison's" identity 

is blank. The agreement also includes a signature page for "Peterson," "Dennison," and their 

attorneys. The signature page is signed by "Peterson" and his attorney, Davidson, but the 

document is'" unsigned by "Dennison" and his attorney. Based on my involvement in this 

investigation, I believe that Davidson sent Cohen this partially~signed "side letter agreement" in 

order to f~cilitate the closing of a deal between Davidson'-s client and Cohen or his client on 
----------------------- --------'- ------- - - -- --c--------i 

October 10,2016. 

35. It appears that on October 13,2016, and the days that followed, Cohen took steps 

to complete a transaction with Davidson, including attempting to open an account from which 

Cohen could transfer funds to Davidson. Specifically, from my review of toll records, information 

obtained pursuant to the iCloud Wan'ant and Cohen Email Warrants, records maintained by First 

Republic, as well as my participation in interviews with First Republic employees, I have learned 

the following: 

a. On the morning of Octo bel' 13,2016, at 8:54 a.m., Cohen sent Peckel' a text message 

that stated:-"I need to talk to you." At 9:06 a.m., Peckel' sent a text message to Cohen that stated, 

"I called please call me back." The tolls between Cohen and Peckel' do not show a telephone call 

between 8:54 a.m. and 9:06 a.m. However, based on my review of text messages, I have learned 

that Cohen and Peckel' communicate with each other over Signal, which is an encrypted 

communications cellphone application that allows users to send encrypted text messages and make 

encrypted calls. 
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b. At 9:23 a.m., Cohen sent an email that stated "call me" to First Republic Employee-

2. The email attached documents from the Secretary of State of Delaware indicating that Cohen 

had formed a limited liability company called "Resolution Consultants LLC" on September 30, 

2016. As noted above, "Resolution Consultants" is the name of the entity that Cohen had told 

Howard he had formed recently after Howard said Davidson would "do it." At 1 0 :44 a.m., Cohen 

called First Republic Employee-2 and told him, in sum and substance, that he needed an account 

in the name of "Resolution Consultants" opened immediately, and that he did not want an address 

on tfieCliecks writtetl-out- ofthe-account-. bater-thatday,-anothel'-J)mp19y~~_at First Republic . t 
---------..... -.--... -~-- ·-.t 

emailed Cohen account opening papelwork to complete. Cohen retumed the account opening 

documents partially completed, but failed to provide a copy of his driver's license or passpOlt, and 

did not respond to the employee's question of how he wanted to fund the account. As a result, the 

account was never opened. 

c. On October 17,2016, Cohen incorporated Essential Consultants LLC in Delaware. 

That same day, he filed paperwodc to dissolve Resolution Consultants LLC. 

36. Despite these steps taken by Cohen, it appears that the negotiation between Cohen 

and Davidson was not progressing sufficiently fast enough for Davidson or his client, Clifford, 

and they threatened to go public with Clifford's allegations just days before the presidential 

election. Specifically, based on my review of toll records, information obtained pursuant to the 

iCloud Warrant,' and public sources, I know the following: 

a. According to an article in The Washington Post, which quoted emails sent from 

Cohen's email account hosted by the Trump Organization, on October 17,2016, Davidson emailed 

Cohen and threatened to cancel the aforementioned "settlement agreement" by the end of the day 
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if Cohen did not complete the trans action. 29 According to the article, Davidson sent Cohen a 

second email later in the day that stated in part, "Please be advised that my client deems her 

settlement agreement canceled and void." At 4:00 p.m. that day, Cohen called Davidson and they 

spoke for over five minutes. 

b. Cohen's 4:00 p.m. call with Davidson and/or Davidson's threats to cancel the 

"settlement agreement" appear to have touched off a flurry of communications about the settlement 

agreement and whether Clifford would go public. Specifically: 

i. :At~4:4-3~p;m., Howard-senLCohena_teihLmessage that state~: "Tm told 
~-~ 

they're going with DailyMail. Are you aware?" One minute later, Cohen responded: "Call me." 

Based on my involvement in this investigation, I understand Howard's text to mean that he heard 

that Clifford was going to take her story of an extramarital affair with Trump to the Daily Mail, a 

tabloid newspaper. 

ii. At 4:45 p.m., Howard called Cohen and they spoke for over two minutes. 

Moments later, Davidson and Cohen spoke for about two minutes. 

iii. At 5:03 p.m., Cohen attempted to call Trump, but the call only lasted eight 

seconds. This was Cohen's first call after he spoke with Davidson. 

iv. At 5:25 p.m., Cohen texted Howard, stating: "Well???" 

v. At 6:44 p.m., Howard responded to Cohen's text, stating: "Not taldng my 

calls." Cohen responded one minute later: "You're lddding. Who are you trying to reach?" 

Howard responded one minute later: "The 'agent.'" Based on my involvement in this 

29 Due to the partially covert nature of the investigation to this date, the USAO has not requested 
documents from the Trump Organization or Davidson, and thus does not possess the email 
referenced in this article. . 
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investigation, I understand Howard's text messages to mean that he attempted to contact Davidson 

about the matter involving Clifford, but that Davidson was not taking Howard's calls. 

vi. At 6:49 p.m., Cohen called Howard and they spoke for nearly four minutes. 

c. The following day, on October 18, 2016, TheSmokingGuncom, a website that 

publishes legal documents and mugshots, published an article called: "Donald Ttump and the Pom 

Superstar," which alleged that Trump had an extramarital affair with Clifford. However, the 

article noted that Clifford had declined to comment 

~~-'-(3'].-· --Gn-0l'-about-Qctobel'-2S,-2016,the_c_Qmmunications be~~en_ Cohen, Davidson, 

Howard and Peckel' picked up again, apparently concerning a transaction involving Clifford. 

Specifically, based on my review of toll records, information obtained pursuant to the Cohen Email 

Wan'ants and iCloud Warrant, as well as my review of public sources, I have learned the following: 

a. On October 25, 2016, at 6:09 p.m., Howard sent Cohen a text message stating: 

"Keith calling you urgently. We have to coordinate something on the matter he's calling you about 

or its [sic] could look awfully bad for everyone." One minute later, Davidson sent Cohen a text 

message stating "Call me." Cohen and Davidson called each other several times over the next half 

hour but appear not to have connected. At 6:42 p.m., Cohen and Davidson spoke for about eight 

minutes. At 7:11 p.m., they spoke for another two minutes. 

b. The next moming, on or about October 26, 2016, at 8:26 a.m., Cohen called Trump 

and spoke to him for approximately three minutes. At 8 :34 a.m., Cohen called Trump again and 

connected for a minute and a half. 

c. At approximately 9:04 a.m.-less than thirty minutes after spealdng with TlUmp

Cohen sent two emails to the person who had incorporated Resolution Consultants and Essential 

Consultants for him, and stated "can you send me asap the filing receipt" and then, in the second 

47 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 149 of 201

email, "foJ.· Essential Consultants LLC." That person responded with the filing receipt two minutes 

later at 9:06 a.m. and with the celtification offonnation 23 minutes later, at 9:27 a.m. 

d. Shmily after that, Cohen contacted First Republic Employee-2 and told him, in sum 

and substance, that he decided not to open an account in the name of "Resolution Consulting" and 

instead would be opening a real estate consulting company in the name of "Essential Consultants." 

Cohen told First Republic Employee-2 that he was at TlUmp Tower, and wanted to go to a First 

Republic branch across the street to open the account, so First Republic Employee-2 called First 

Republic-Emp10yee~l-,---a-preferred_han1ceLatj:haiJJl'ancl1,_1l§_sist Cohen. At 11 :_~2 a.~-,_ Firs~t ____ _ 

Republic Employee-1 called Cohen. I know from my participation in an interview with First 

Republic Employee-I, that around the time ofthe call he went to Cohen's office in Trump Tower-

on the same floor as the Trump Organization-and went through account operiing questions, 

including know your customer questions, with Cohen. In response to a series of know-your-

customer questions about the purpose of the account-the answers to which First Republic 

Employee-1 entered into a fOlli-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, 'and all of his consulting clients would be domestic individuals based in the United States. 

Based, on my review of records obtained from First Republic, it appeal's that this account (the 

"Essential Consultants Account") was created at a time between 11:00 a.m. and 1:00 p.m. 

e. At 1:47 p.m., Cohen called Davidson and they spoke for approximately two 

minutes. At approximately 1 :49 p.m., Davidson emailed Cohen wiring instructions for an attorney 

client trust account at City National Banle. 

f. After the Essential Consultants Account was opened o'n October 26, 2016, Cohen 

tranSfe11'ed $131,000 from a home equity line of credit that Cohen had at First Republic to the 
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Essential Consultants Account. Following the transfer, at approximately 4:15 p.m. on October 26, 

2016, First Republic Employee-2's assistant emailed Cohen at his Trump Organization email 

address to tell him that the funds bad been deposited into the Essential Consultants Account. 

Cohen forwarded that email to the Cohen GmaiI Account and then forwarded it to Davidson. 

g. At 6:37 p.m., Cohen asked Peckel' by text message, "Can we speak? ImpOltant." 

Cohen called Peckel' at 6:49 p.m. and connected for thhty seconds. At 6:57 p.m., Cohen sent 

Howard a text message, stating: "Please call me. ImpOltant." Cohen called Howard at 7:00 p.m. 

-----and connectea-fOi'abou:rtlrilty-geconds:-At-7:06-p.m.,Cohen-calledPedC«LfLgain and they spoke Ii 

for nearly thirteen minutes. At 7:24 p.m., Howard sent a text message to Cohen that: "He said -------~------( 
,L; 

he'd call me back in 20 minutes. I told him what you are asking for his [sic] reasonable. I'll get 

it soited." Approximately an hour later, at 8:23 p.m., Howard told Cohen by text message to 

"check your GmaH for email fi'om my private account." In an email sent at 8:23 p.m. by Howard 

to Cohen and Davidson, with the subject line "Confirmation," Howard stated, "Thank you both 

for chatting with me earlier. Confirming agreement on: - Executed agreement, hand-signed by 

Keith's client and returned via overnight 01' same-day FedEx to Michael, - Change of agreement 

to reflect the COll'ect LLC, - Transfer of funds on Thursday AM to be held in escrow until receipt 

of agreement." Mter receiving that email, at approximately 8:27 p.m., Cohen asked Howard by 

text message, "Can you and David [peckel'] give me a call/' Howard promptly responded: "David 

is not around I think. I'll call." At 8:28 p.m., Howard called Cohen and they spoke for tlU'ee 

minutes. 

38. On October 27,2016, Cohen made a payment to Davidson of $130,000-with the 

funds intended for Clifford-for the purpose of secming her ongoing silence with respect to the 

allegations that she had an extramarital affair with Trump. Specifically, based on my review of 
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toll records, bank records, and information obtained pursuant to the iCloud Wan'ant and Cohen 

Email Warrants, I have learned the following: 

a. At 9:47 a.m., Cohen sent Davidson an email, stating: "Keith, landly confIrm that 

the wire received today, October 27,2016 shall be held by you in your attorney's tmst account 

until such tinle as directed for release by me; in writing. Additionally, please ensure that all 

paperwork contains the correct name of Essential Consultants LLC. I thank you in advance for 

your assistance and look fOlward to hearing from you later." 

--- -~-------- --b.--Ai-approximately--10~01-a.m.,-according_tQ recQrQ~ovided by Fit?: Republic 
-~-----~-

Bank, Cohen completed paperwork to wire $130,000 from the Essential Consultants Account-

which had been funded a day prior from Cohen's home equity line of credit-to the attorney client 

tmst account at City National Bank that Davidson had specified in the wiring instructions he sent 

to Cohen. The wire transfer was made shortly thereafter, 

c. At 10:02 a.m., Davidson responded to Cohen's email from 9:47 a.m., stating: "I 

confirm that I will wOlk in good faith & that no funds shall be disbursed unless & until the plaintiff 

personally signs all necessalY settlement paperwork, (the form of which will match the prior 

agreement), The settlement docs will name the correct corporation, (Essential Consultants LLC). 

Plaintiff's signature will be notarized and retumed to you via FedEx. Only after you receive FedEx 

will I disburse. Fair?" 

d, At 10:50.a.m., First Republic Employee-l sent Cohen an email confirming that the 

payment had been sent and providing him with the wire number. 

39. On October 28, 2016, arid the days that followed, Cohen fmalized the transaction 

with Davidson. Specifically, based on my review oftoll records, information obtained pmsuant 

to the iCloud Warrant, public sources, and bank records, I know the following: 
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a. On October 28, 2016, at 11 :48 a.m., Cohen spoke to TlUmp for approximately five 

minutes. Beginning at 1:21 p.m., Cohen attempted a series of phone calls to Davidson, Peckel', 

and Howard throughout the day, although it apperu's he may only have connected with Howard. 

b. Later that day, at approximately 7:01 p.m., Davidson stated to Cohen by text 

message that "all is AOK. I should have signed, notru'ized docs on Monday. You should have 

them on Tuesday." Cohen thanked him and said "I hope we are good." Davidson responded, "I 

assure you. We are very good." Howru'd also texted Cohen at 7:08 p.m., "Keith [Davidson] says 

---- we are gooct"--Cohen-then-responded-'-'OK-"-to-Howal'<Land--'.'Excellent" to Davidson. At 

approximately 1 0:30 p.m., Cohen spoke to Hicks for three minutes. 

c. On October 31,2016, Cohen called Howard at 8:22 p.m. and they spoke for over 

three minutes. At 8:32 p.m., Cohen received text messages from both Howru'd and Davidson. 

Howard said: "You'll have pape1work tomorrow says 1m." Davidson said: "We are AOK. You 

will be receiving a package tomorrow." Cohen responded "Thank you" to Howru'd and "Thanks 

Keith. Will call you then" to Davidson. From my involvement in this investigation, I believe 

Davidson was referring to a signed nondisclosure agreement when he told Cohen that he would 

receive a package. 

d. Based on my review of comt filings that became public in 20 18, I have leruned that 

on or about October 28, 2016, "EC, LLC and/or David Dennison" entered into a "confidential 

settlement agreement and mutual release" with "Peggy Peterson," pursuant to which "Peterson" 

agreed not to disclose celtain "confidential information peltaining to [Dennison]" in exchange for 

$130,000. The agreement provided that "EC, LLC" would wire the funds to "Peterson's" attorney, 

who would then transfer funds to "Peterson." Cohen signed the agreement on behalf of "EC, 
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LLC." The agreement stated that the address for "EC, LLC," which was later referred to in the 

agreement as "Essential Consultants, LLC," was Cohen's residence. 

e. Consistent with the "confidential settlement agreement and mutual release," on 01' 

about November 1, 2016, Davidson transferred $96,645 from his attomey client trust account at 

City National Bank to a bank account in Clifford's name. The wire had the annotation "net 

settlement." On the same day, at approximately 9:48 a.m. Davidson sent Cohen a text message 

I,[t shipped by Davidson the previous day had arrived for Cohen at his Trump Organization 
-----'----- - ~- .. --.-~-__ ... _ . I 

--I 
with a pictill'e of a FedEx delivery confirmation, stating that at approximately 9:09 a.m. a package 

address. On the same day, at approximately 6:14 p.m., Davidson sent Cohen an email with an 

audio file attached and said "Give this a lesson [sic] and then call me." The audio attachment was 

titled "Stormy.mp3" and was a five-minute recording of Davidson interviewing Clifford about 

recent public allegations made by an adult film star named Jessica Drake regarding her alleged 

past affair with Trump; in the recording, Clifford explained the reasons she believed that Drake 

was not credible. Less than an hour later, 'at approximately 7:05 p.m., Cohen called Trump, but it 

appears that they did not connect. Cohen then called a telephone number belonging to Kellyanne 

Conway, who at the time was Trump's campaign manager. They did not connect. At 

approximately 7:44 p.m., however, Cohen received a retum call from Conway, which lasted for 

approximately six minutes. 

40. On November 4, 2016,justthree days after the Clifford transaction was completed 

and just foill' days before the presidential election, the Wall Street Journal published an article 

all~ging that the National Enquirer had "Shielded Donald Trump" from allegations by Playboy 

model Karen McDougal that she and Trump had an affair. The alticle alleged that AMI had agreed 

to pay McDougal to bury her story. McDougal, like Clifford, had been represented by Davidson. 
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Based on my review oftoll records, information obtained pursuant to the Cohen Email Warrants 

and iCloud Warrant, and public sources, it appears that Cohen spoke frequently to Davidson, 

Howard, Peckel', and Hicks around the time of this ru-iicle's publication-Just days before Election 

Day-about the impOliance of preventing the McDougal and Clifford stories from gaining national 

traction. Specifically, I ~ave learned the following: 

a. Between 4:30 and 8:00 p.m. on November 4, Cohen communicated several times 

with Howard, Peckel' and Davidson. For instance, at approximately 4:49 p.m., Cohen sent Howard 

--------------atextmessage-with-a-sereenshot-of-an-emaiLfOlwaLd~d to~im by another Trump Organization 
---------------

lawyer. The forwarded email was from a Wall Street Joumal repOlier, and asked for comment 

from Trump andlor the campaign on the story. Cohen also spoke with Hicks several times, 

including shOlily before andlor after calls with Peckel', Howard and Davidson. Indeed, at 

'approximately 7:33 p.m., using two different cellphones subscribed to him, Cohen appears to-have 

been talking to Davidson and Hicks at the same time. 

b. At approximately 8:51 p.m., Cohen sent Howard a message, stating: "She's being 

really difficult with giving Keith a statement. Basically went into hiding and unreachable." One 

minute later, Howard responded: "I'll ask him again. We just need her to disappear." Cohen 

responded, "She defInitely disappeared but refuses to give a statement and Keith cannot push heL" 

At approximately 8:55 p.m., Howard responded to Cohen's text: "Let's letthe dust settle. We don't 

want to push her over the edge. She's on side at present and we have a solid position and a plausible 

position that she is rightfully employed as a columnist." Based on my involvement in this 

investigation, I believe Cohen and Howard were referring to Karen McDougal when they were 

discussing "she" and "her." Additionally, I believe Howard's statement that "we have ... a 
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plausible position that she is rightfully employed as a columnist" was a reference to the fact that 

AMI had given McDougal payments for her role as a purpOlted columnist for the company. 

c. At approximately 8:58 p.m. on November 4,2016, Howard attempted to reassure 

Cohen about the effect of the fOlthcoming Wall Street Journal alticle, texting, "I think it'll be ok 

pal. I think it'll fade into the distance." Cohen responded, "He's pissed." Howal'd wrote back, 

"I'm pissed! You're pissed. Peckel' is pissed. Keith is pissed. Not much we can do." Based on 

my involvement in this investigation, I believe Cohen was referring to Trump when he stated "he's 

pissed." Cohen asked Howard at approximately 9:00 p.m. how the Wall Street Journal could 
--~---::: 

publish its alticle if "everyone denies." Howal'd responded, "Because there is the payment from 

AMI. It looks suspicious at best." 

d. At approximately 9;03 p.m., Hicks called Cohen and they spoke foi' two minutes. 

At approximately 9:11 p.m., Cohen called Howard and spoke to him for five minutes. At 

approximately 9:15 p.m., Hicks called Cohen and they spoke for neal'ly seven minutes. Again, 

Cohen used different phones for these two calls, such that he appears to have been on both calls 

for about a minute of overlap. At appl'oximately 9:32 p.m., Cohen texted Peckel', "The boss just 

tried calling you. Are you free?" A minute later, Cohen texted Howard, "Is there a way to find 

David quicldy?" 

e. At approximately 9:50 p.m., the Wall Street Journal article was published online. 

Howard and Hicks both sent web links for the article to Cohen. Over the next half hour, Cohen 

and Howard exchanged several text messages commenting on how the story came across. The next 

morning on November 5,2016, at approximately 7:35 a.m., Cohen textedHicks, "So far I see only 

6 stories. Getting little to no traction." Hicks responded, "Same. Keep praying!! It's working!" 

Cohen wrote back, "Even CNN not talking about it. No one believes it and if necessary, I have a 

54 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 156 of 201

statement by Storm denying everything and contradicting the other porn stars statement. I wouldn't 

use it now 01' even discuss with him as no one is talking about this or cares!" Based on my 

involvement in this investigation, I believe Cohen was refening to the above~referenced recorded 

audio statement by Clifford that he obtained from Davidson, and was stating that such a statement 

could be used to influence potential negative media relating to Trump, but was unnecessary at that 

time. Based on a text message from Hicks to Cohen, I believe that later that moming, Peckel' 

spoke to Trump. 

States. 

42. On or about January 12, 2018, the Wall Street Journal first reported that Cohen 

arranged a payment to Clifford. On 01' about January 22,2018, Common Cause, a governillent 

watchdog group, filed a complaint with the Federal Election Commission,alleging that Cohen had 

violated campaign finance laws by making the payment to Clifford. Based on my review public 

sources following that report, as well as emails obtained pursuant to the Cohen Email Warrants, I 

have learned the following: 

a. On or about January 23, 2018, the day after Common Cause filed its complaint, 

Cohen began em ailing himself drafts of statements describing his payment to Clifford. 

Additionally, on January 23, 2018, Cohen emailed the following draft of that statement to an 

individual who appears to be writing a book on Cohen's behalf: 

2017.08.02 

In October 2016, I was contacted by counsel for Ms. Clifford stating that 
news outlets, including ABC news, were pursuing the 2011 story of an 
alleged affair between Mr. Trump and Ms. Clifford. Despite the fact that 
both parties had already denied the allegation, as Mr. Trump's longtime 
special counsel and protector, I took it upon myself to match the offer and 
keep the story from breaking. I knew the allegation to be false, but I am 
also a realist who understands that just because something is false doesn't 
mean that it doesn't create harm and damage. I could not allow this to 
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occur. I. negotiated a non-disclosUfe agreement with Ms. Clifford's 
counsel and tendered the funds. I did this through my Delaware LLC and 
transferred personal funds to cover the agreement. I was not reimbursed 
any monies from M:r~ Trump, the Trump Organization, any thh'd party or 
the Presidential campaign. At no point did I ever advise Mr. Trump of my 
communications or actions regarding this agreement. As outlandish and 
unusual as this may appear, the Trumps have been like family to me for 
over a decade. It's what you do for family. 

(Emphasis added.) Based on my involvement in this investigation, I believe that the above email 

is an aclmowledgement that the allegation of the affair had existed for some time C" ... the 2011 

______ -=-stc-=0ry ... "), but that Cohen was motivated to "keep the story from breaking" again in October 20 16. 
--~----------

b. On or about February 13,2018, Cohen said in a statement to The New York Times 

that "Neither the Trump Organization nor the Trump campaign was a party to the transaction with 

Ms. Clifford. The payment to Ms. Clifford was lawful, and was not a campaign contribution or a 

campaign expenditure by anyone." Cohen declined to answer follow-up questions including 

. whether Trump had been aware of the payment, why Cohen made the payment, or whether similar 

payments had been made to other people. 

c. On or about February 14,2018, Cohen was asked by The New York Times whether 

Trump had reimbUfsed him, whether he and Trump had made any arrangement at the time of the 

payment, or whether he had made payments to other women. Cohen stated in response, "I can't 

get into any ofthat." On or about February 14, 2018, Cohen also stated to The Washington Post 

that: "In a private transaction in 2016, I used my OWl1 personal funds to facilitate a payment of 

$130,000 to Ms. Stephanie Clifford. Neither the Trump Organization nor the Trump campaign 

was a party to the transaction with Ms. Clifford, and neither reimbursed me for the payment, either 

dh'ectly or indh·ectly." 

43. On or about March 9, 2018, Cohen stated to ABC News that "the funds were taken 

from my home equity line and transfel1'ed internally to my LLC account in the same bank." 
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44. Accordingly, for the foregoing reasons, there is probable cause to believe that 

Cohen committed violations of the Campaign Finance Offenses by making an in-kind cOl)tribution 

to Trump or the TlUmp campaign in the form of a $13 0,000 payment to Clifford on the eve of the 

election. Indeed, while he denies having given an unlawful contribution, in his own statements 

Cohen has adffiitted that he paid $130,000 of his "personal funds" to Clifford and that the payment 

OCCUlTed less than two weeks before the election, as Trump was facing negative media allegations 

about his behavior toward women, even though allegations of an affair between TlUmp and 

---~------------Gliff0rd-existed since20-1-l-.-Inaddition,_the_communicatio_n records ~elJQlih abov<=: make ~vlde~_ 

that Cohen communicated with members of the Trump campaign about his negotiation with 

Clifford's attorney and the need to preclude Clifford from making a statement that would have 

reflected negatively on the candidate in advance of the forthcoming election. 

C. Probable Cause Justifying Search of the Subject Premises and Subject Devices 

45. Based on the foregoing, my r'eview of records produced pursuant to subpoenas and 

the Cohen Email Warrants, and the iCloud WruTant, and my training and experience, there is 

probable cause to believe that the Subject Premises and Subject Devices have been used in 

fultherance of the Subject Offenses and are likely to contain instrumentalities, evidence, and fruits 

of the Subject Offenses. Specifically, there is probable cause to believe that Cohen permanently 

resides at Subject Premises-l and, at least in pali, works at both Subject Premises-l and Subject 

Premises-2, and that those locations contain evidence relating to the Sterling taxi medallion 

transaction, Cohen's assets, Cohen's consulting work for Essential Consultants LLC, and his 

payment to Clifford. Additiomilly, there is probable cause to believe that Subject Premises-3 

contains evidence of Cohen's assets and his payment to Clifford. Finally, there is probable cause' 

to believe that Subject Premises-4, in which Cohen is temporru'ily residing, contains electronic 
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----~ 

devices, including Subject Device-1 arid Subject Device-2, which, in turn, contain evidence of the 

Subject Offenses, such as evidence relating to the Sterling taxi medallion transaction, Cohen's 

assets, Cohen's consulting work for Essential Consultants LLC, and his payment to Clifford. 

46. First, there is probable cause to believe that Cohen lives and operates his businesses, 

at least in part, at Subject Premises-I. Specifically, from my review of propelty records, I know 

that Michael Cohen and Laura Cohen own (in trust) Subject Premises-I. From my review of 

Cohen's tax retlU'ns, I know he lists his primary residence as Subject Premises-I. Additionally, 

~~--from-my review of emaWrproduced-pursuant-to-theGohen-EmaiLWal'rants,_Lkn0w that Cohen 

routinely refers to Subject Premises-I as his home. For example, on or about September 28,2017 

and. October 6, 2017, Cohen emailed individuals that his home address is the address for Subject 

Premises-I. I also know from my review of emails that Cohen receives package delivery 

notifications that list Cohen's address as the address for Subject Premises-I. Cohen has also 

provided the address of Subject Premises-I as the address for Essential Consultants and Michael 

D. Cohen & Associates, P. C. For example, the celtificates of incorporation and account opening 

documents at First Republic for both entities list their addresses as the address for Subject 

Premises-I. See supra ~~ 18 (b), 18 (d). The consulting agreement between Essential Consultants 

and AT&T also indicated the address for Essential Consultants is the address for Subject Premises-

1. See supra ~ 19(c). 

47. There is also probable cause to believe that Subject Premises-I is likely to contain 

instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, from my review of 

emails produced pursuant to subpoena and the Cohen Email Warrants and iCloud Warrant, as well 

as my training and experience, I know the following: 
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--~~ 

Premises-l contains records relating to the Essential Consultants Account and .MDC&A Account, 

including, among other things, account opening documents, ban1e statements, documents provided 

as part of the know-your-customer process, any notes made by Cohen when he was opening the 

accounts, wire transfer records, and canceled checks. Even where these records can be obtained 

from First Republic, the fact that they may be found in Subject Premises-l will be relevant to, 

among other things, Cohen's ownership of the accounts, or his knowledge of transactions or the 

existence offunds in accounts. 

------
-- ---rBased oifmYTeviewofrecords-maintained by-CapitaLOne_Ballk,J'P l?allie, Morgan 

Stanley, City National Bank, Signature Ballie, and Bethpage Credit Union, I know that Cohen 

provided the address fol' Subject Premises-l as the mailing for his accounts at each of these 

financial institutions. Accordingly, it is likely that Subject Premises-l contains records relating to 

these accounts, including, among other things, ballie statements that list account balances. The 

existence of these records in Subject Premises-1 will be relevant to, among other things, Cohen's 

ownership of the accounts and his knowledge ofthe balances in these accounts. 

e. Additionally, Cohen may have records of other ban1e accounts or assets that were 

not disclosed to Sterling and are not presently known by law enforcement. F01' example, as 

described above, Cohen has received interest income since 2015 that he has not disclosed to 

Sterling or paid taxes on. Also, on Cohen's August 2014 Financial Statement, see supra 1 16(e), 

he disclosed $10,000,000 in "investments in overseas entities.,,30 The value of these investments 

was omitted from subsequent financial statements. However, for the reasons outlined above, there 

is probable cause to believe that Cohen omitted the value of those investments fi'om his 2017 

30 Based on IUy participation in an interview with Sterling Employee-3, I have leamed that 
Cohen told Sterling Employee.,3 that the reference to "investments in overseas entities" on his 
2014 Financial Statement was to serve merely as a "placeholder" for potential future investments. 
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financial statements in order to understate his assets. As Subject Premises-1 is Cohen's primary 

residence and he uses Subject Premises-1 as the mailing address for bank records, there is probable 

cause to believe that account statements for unknown ballie accounts or assets concealed from 

Sterling are likely to be found in Subject Premises-I. 

f. Based on my review of records maintained, by AT&T and produced pursuant to the 

Cohen Email Wal1'ants, I know that the address Cohen provided to AT&T for Essential Consultants 

is the address for Subject Premises-I. See supra ~ 19(c). Therefore, there is probable cause to 

----~ieve that Su~ecrPremises,;-rwm--contain-evidence-Goncerning_the~QP-~TI!.tion -2fJ3,ssential 
-------------._-----_.-

Consultants or money that Cohen received, through Essential Consultants, from AT&T. 

Additionally, because Cohen used the address for Subject Premises-I for at least one consulting 

an'angement involving Essential Consultants, there is probable cause to believe that Subject 

Premises-1 may contain records of other conSUlting arrangements that Cohen, through Essential 

Consultants, has with other individuals or entities. 

g. Based on my review of records maintained by Getzel's accounting firm, and emails 

produced pW'suant to the Cohen Email Wall'ants, I have learned, that Getzel' s accounting fum sent 

documents to Subject Premises-l and used the address for Subject Premises-1 as the address listed 

on Cohen's personal and corporate tax returns. See supra ~ 16(n). For instance, on or about 

October 6, 2017, an employee at Getzel's accounting firm emailed Cohen that she had sent 

Cohen's September 2017 Financial Statement by FedEx to Cohen's attention. Accordingly, 

Cohen's tax re'cords are likely to be found in SubjectPremises-1. 

h. Based on my review of bank records and publicly-available documents, I know that 

Cohen used $130,000 from a home equity line of credit on Subject Premises-1 to pay Clifford. I 

also know that on the settlement and nondisclosure agreement between "Peggy Peterson" and "EC, 
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LLC," the address for Essential Consultants is Subject Premises-I. Accordingly, Subject 

Premises-l is likely to contain evidence of the Campaign Finance Offenses, including settlement 

and nondisclosure agreements, payment records, written and email correspondence, and records 

pertaining to the home equity line of credit. 

1. Based on my review of emails produced pursuant to the Cohen Email Warrants and 

iCloud Wan'ant, I know that Cohen used at least one Apple iPhone, an Apple iPad Mini, and a 

MacBook Pro to access his iCloud account. Based on rriy review of location records provided by 

--. --_ .. -------*pple· pursuant-to-the-iGloud-Warrant,_Lkno:w~thaL~W1)11'OJ1ic devices linked to _ ~~h~' s iCloud 

account were used at Subject Premises-l to, among other things, place telephone calls and backup 

files to Cohen's iCloud account. Accordingly, there is probable cause to believe that Subject 

Premises-l contains electronic devices, including certain Apple products, that for reasons 

discussed below are likely to contain evidence of the Subject Offenses. 

j. Based on my review of emails produced pursuant to the Cohen Email Warrants, I 

understand that Subject Premises-I recently sustained water damage to certain parts of the 

premises, and that Cohen has engaged contractors to peliol'm certain remediation work on the 

premises. In addition, as set forth above, I believe that Cohen and his family are temporarily 

residing at Subject Premises-4 in the Loew's Regency Hotel, which is approximately two blocks 

from Subject Premises-I. However, based on my review of a wode order sent to Cohen's email 

by a contractor, I understand that the first phase of the work order called for the contractor to ''Pack 

& Remove all items & furnishings in Living Room, Kitchen, Sons Room & Dining Room" and 

store them off-site. In addition, based on my review of drawings sent to Cohen by the contractor, 

it appears that the work is primarily being done in these rooms. Thus, I believe that the 

construction - to the extent it is still ongoing - would not necessarily have caused Cohen to move 

62 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 164 of 201

all documents 01' evidence responsive to the wan'ant out of Subject Premises-1, because it does not 

appear that work is being done to the pOltion of Subject Premises-I, such as a home office 01' 

Cohen's own room, where such documents 01' evidence would most likely be found.31 

48. Second, there is probable cause to believe that Cohen uses Subject Premises-2 as 

office space, and also that Subject Premises-2 contains celtain electronic devices. Specifically, 

from my review of the "strategic alliance agreement" between Squire Patton Boggs and Cohen, 

and my review of the press release on Squire Patton Boggs's website, I know that Cohen has an 

Cohen's agl'eement with the law fum, he has "dedicated and segregated office space" in Squil"e 

Patton Boggs's offices on the 23rd floor of 30 Rockefeller Plaza, and that the space is "physically 

separate" from the firm's offices and has "locked doors and its own locked file cabinets." See 

supra 'if I9(e). Additionally, I Imow that under the terms of the agreement, Cohen agreed to 

"arrange for [his] own computer server system that is not connected to [Squire Patton Boggs's] 

computer network system." I lmow from my participation in an interview with Getzel, who met 

Cohen at SubjectPremises-2 in 2017, that Subject Premises-2 is an office with a door, it appears 

to be used only by Cohen, and it contains, among other things, a computer and paper flies. 

According to Getzel, when Getzel saw Cohen at Subject Premises-2, he had two cellular 

telephones in Subject Premises-2. I also know from my review of emails produced pursuant to the 

Cohen Email Warrants that Cohen uses the address for Subject Premises-2 in the, signature block 

31 As noted below, based on my training and experience, I believe that individuals who travel or 
stay in hotels for short-term periods commonly bring some item~ with them, such as portable 
electl'onic devices or sensitive items, meaning that Cohen has likely taken some evidence from 
Subject Premises-1 to Subject Premises-4. Neveltheless, given the temporal'y nature of Cohen's 
stay at Subject Premises-4 and the scope of the work being done at Subject Premises-I, i believe 
it is unlikely that Cohen has taken all evidence that would be subject to seizure out of Subject 
Premises-1. 
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on his emails. Based on my review of notes of a call between Cohen and First Republic EmployeeM 

2 (which notes were taken by another First Republic employee, who was participating in the call 

and taking notes), I know that, on or about November 15, 2017, Cohen told First Republic 

EmployeeM 2 that he had a new office at 30 Rock. Moreover, I know from an article in Vanity Fair 

published on or about Febmary 14, 2018, that Cohen was interviewed by the magazine in Subject 

Premises-2 in or about Febmary 2018. 

49. There is also probable cause to believe that Subject PremisesM 2 is likely to contain 

------ ---instmmenta1ities,evidence,andfruits~oLth(;LS:ubjeQt0f(enses.~ecifically, from my review of 
~,--~~--~ --~~--.------

emails produced pursuant to subpoena and the Cohen Email Warrants and iCloud Warrant, as well 

as my tmining and experience, I know the following: 

a. According to records maintained by Sterling, when Cohen was emailing with 

Sterling EmployeeM 3 in 2018 about a modification to his. existing loan from Sterling, Cohen listed 

his address in his email as the address for Subject PremisesM 2. See supra ~ l6(t), 16(u}. 

Accordingly, Subject PremisesM 2likely contains evidence concerning Cohen's loan modification 

negotiations with Sterling. 

b. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that the address Cohen provided to KAI and BTA for Essential Consultants is the address 

for Subject Premises-2. See szpra ~~ 19(a), 19(b). Therefore, there is probable cause to believe 

that Subj ect Premises-2 will contain evidence concerning the operation of Essential Consultants 

01' money that Cohen received, through Essential Consultants, from KAI and BTA, among other 

entities with which Cohen had a consulting arrangement. Additionally, based on my review of 

emails sent in 2018 that were obtained pursuant to the Cohen Email Warrants, I know that Cohen 

continues to enter into consulting arrangements through Essential Consultants, and agreements 
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relating to those arrangements indicate that Essential Consultants is located at Subject Premises~ 

2. Additionally, because Cohen used the address for Subject Premises~2 for multiple conSUlting 

arrangements involving Essential Consultants, there is probable cause to believe that Subject 

Premises~2 may contain records of other unknown consulting alTangements that Cohen has with 

other individuals or entities. 

c. Based on my review ofl'ecords maintained by Getzel's accounting firm, and emails 

produced pursuant to the Cohen Email Warrants, as well as my participation in an interview with 

Getzel, I have learneatnarGetzel-visited-Subjeet-Premises~2-tomeeLwitlLCcl1~n about hi~ taxes. 
---""--- ~.------------

See supra ~ 20(a). At that meeting, Getzel discussed with Cohen whether Cohen should disclose 

Essential Consultants on his personal financial statement to banks. According, there is probable 

cause to believe that Subject Premises~2 will contain evidence relating to Cohen's taxes, or notes 

of his conversation with Getzel. Moreover, the fact that Cohen used Subject Premises~2 for a 

meet.ing regarding his personal financial matters provides probable cause to believe that documents 

and information regarding his fmances will be found in Subject Premises~2. 

d. Based on my participation in an interview with Getzel, 11mow that Cohen maintains 

a computer in Subject Premises~2. From my review of IP data produced pursuant to a subpoena 

and pen register to Google, it appears that Cohen is logging into his Gmail account from Subject 

Premises~2. Accordingly, there is probable cause to believe that Subject Premises~2 contains 

electronic devices, that for reasons discussed below ate likely to contain evidence of the Subject 

. Offenses. 

e. Based upon my training and experience, I have learned that individuals who 

maintain businesses typically keep records relating to the business-such as contracts with clients 

and records of payments-at the business' identified location. I am not aware of any addresses 
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associated with Essential Consultants other than Subject Premises-l and Subject Premises-2. 

Accordingly, there is probable cause to believe that Subject Premises-l and Subject Premises-2 

will contain business records for Essential Consultants. 

50. Third, there is probable cause to believe that Subject Premises-3 is likely to contain 

insuumentalities, evidence, and fruits of the Subject Offenses. In particular: 

a. As noted above, Cohen has two bank accounts at TD Bank. In 01' about November 

2017, as Cohen was receiving substantial income from consulting work-which he did not disclose 

to Sterling-Corren openeo.-tlie-safety-deposit-boxat-TD-Bank,-whichjsS:tlbjectPremises-3. In 

light of the aforementioned evidence that Cohen conceals assets, including assets at TD Bank, 

there is probable cause to believe that Subject Premises-3 contains fmancial assets, objects ofvalue 

and/or documents relating to such assets or objects of value that Cohen'likely did not disclose to 

Sterling. Indeed, based on my u'aining and experience, I am aware that people often conceal 

valuable items in safety deposit boxes. Accordingly, there is probable cause to believe that Subject 

Premises-3 will contain evidence of the BanJe Fraud Offenses. 

b. In addition, based on my review of records produced by TD Banle, I know that 

Cohen has accessed the vault in which Subject Premises-3 is stored o'n two occasions. The first 

such occasion was on November 10, 2017. Cohen signed into the vault at approximately 5:35 and 

out of vault at approximately 5:39 on that date.32 Based on my review ?ftoll records, I know that, 

Cohen's first call after he signed out of the safety deposit box - approximately 45 minutes later-

was to Keith Davidson. Specifically, at 6:25 p.m. Cohen called Davidson and they spoke for less 

than a minute; three minutes later, Davidson called Cohen back and they spoke fOl' approximately 

32 The entry in the b arne , s log book does not specify whether this is A.M. or P.M. However, I infer· 
that it is P.M., because it is unlikely that the bank would have been open at 5 :35 and 5 :39 a.m, 
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22 minutes. The second such occasion was on February 2, 2018, which is dming the time period 

numerous media reports about Cohen's payment to Clifford were being published, and is one day 

after it appears that Cohen's family moved into Subject Premises-4, as set forth above. The timing 

of Cohen's two visits to the vault - one shortly before a call to Keith Davidson and the other m'ound 

the time that Cohen came under media scrutiny in connection with the payment to Davidson's 

client - gives rise to probable cause to believe that Subject Premises-3 will contain evidence of the 

Campaign Finance Offenses, such as documents relevant to th'e Cohen's dealing with Keith 

Davidson and the-:paymenCto CHff(jrd;including-documentsOl~evidenc_e_that Cohen did not want 
--'-----,---

to leave in his apartment where construction workers would be present. 33 

51. Based on my review of emails obtained pursuant to the Cohen Email Warrants and 

cell phone location information, I believe that Cohen is tempormily residing in Subject Premises-

4. See supra 'if'if 3(d). There is also probable cause to believe that Subject Premises-4 contains 

instrumentalities and evidence of the Subject Offenses, including, the following: 

a. As described above, it appem's that Cohen moved to Subject Premises-4 on or about 

February 1, 2018, at which time numerous media reports about Cohen's involvement in the 

payment to Clifford were being published. See supra 'if'if 3( d). During this time same period, 

Cohen was frequently cOll'esponding with the media and sent himself and others statements about 

his involvement in the payment to Clifford. See supra 'if'if 42(a)-(c). Thus, there is probable cause 

that Cohen took at least some documents and evidence relating to the Clifford payment with him 

to Subject Premises-4, in order to reference and consult them in connection with these statements. 

33 As noted above, Subject Premises-3 is approximately five inches by ten inches. Accordingly, I 
do not believe that it would fit a large volume of hard copy documents; however, a small number' 
of hard-copy documents, or a large volume of documents contained on a flash drive or other 

.portable storage device, would fit in Subject Premises-3. 
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b. As described above, at the time Cohen moved to Subject Premises-4, he was also 

in the midst of ongoing negotiations with Sterling regarding the refinancing of his medallion debts. 

For example, on January 30, 2018, Cohen had a lengthy phone call with Sterling Employee-3 about 

his fmances and the proposed restmcturing, and on Febmaty 1, 2018, Cohen sent an email to 

Sterling Employee-3 claiming that he did not have more than $1.25 million in cash. See supra ~~ 

16(u). Thus, there is probable cause that Cohen took at least some documents and evidence relating 

to his ongoing negotiations with Sterling with him to Subject Premises-4, in order to reference and 

------;------

consult them in connectionwitl1tl1ese flegotiations;---------- ~--~ 

c. As described above, Cohen used at least one Apple iPhone, an Apple iPad Mini, 

and a MacBook Pro to access his iCloud account, and these ele.ctronic devices linked to Cohen's 

iCloud account were used at Subject Premises-l -Cohens' permanent residence - to place 

telephone calls and backup files to Cohen's iCloud account. See supra~~ 47(i). Although Cohen's 

stay at Subject Premises-4 is temporary, based on my training and experience I know that 

individuals who travel or stay in hotels for shott-term periods commonly bring pottable electronic 

devices with them, such as cellular phones, tablets, or laptops. Accordingly, there is probable 

cause to believe that Subject Premises-4, where Cohen currently appeal's to be residing, contains 

electronic devices, including Subject Device-I, Subject Device-2, and/or certain Apple products, 

that for the reasons discussed herein are likely to contain evidence ofthe Subject Offenses. 

d. Moreover, as set fotth above, based on cellphone location information I know that 

Subject Device-l and Subject Device-2 were in the vicinity of Subject Premises-4 as recently as 

this moming (April 8, 2018). As set fotth above, there is probable cause to believe that Cohen 

used the Subject Devices in fUltherance of the Subject Offenses, including to communicate with 

Sterling employees regarding the medallion transaction, with First Republic employees regarding 

68 
2017.08.Q2 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 170 of 201

. the Essential Consultants Account, with his accountant regarding his fmances, and with 

individuals, such as Davidson, Howard and Peckel', involved in the $130,000 paymentto Clifford. 

52. Although Cohen appears to be residing cUlTently in Subject Premises-4, it is 

unknown whether Cohen will be physically present within Subject Premises-4 at the moment the 

warrant sought herein are executed. If Cohen is within Subject Premises-4 at that moment, Subj ect 

Device-l and Subject Device-2 - his cellphones - will likely also be within Subject PreJ;11ises-4. 

If Cohen is not within Subject Premises-4 at that moment, the devices wiIllikely be on his person, 

---~~--.~- wherever he is- located-Ewhich,based onlocation_data_foLSubject Device-l and Subject Device-2 
. ---~.~-------~----~-----

as recently as today, is likely to be in the Southem District of New York). As such, this warrant 

seeks separate authority to seize Subject Device-l and Subject Device-2, in the event that those 

devices are not located within Subj ect Premises-4 (01' another Subj ect Premises) at the moment the 

warrants sought herein are executed. 

D. Probable Cause Justifying Search ofESI 

53. Based on the foregoing, there is probable cause to believe that Subject Premises-I, 

Subject Premises-2 and Subject Premises-4 contain electronic devices that are likely to contain 

evidence, fruits, and instrumentalities of the Subject Offenses (and, as set fOlth above, that Subject 

Device-l and Subject Device-2 are themselves electronic devices that are likely to contain 

evidence of the Subject Offenses). Specifically, based on my review of information produced 

pursuant to the Cohen Email Warrants, the iCloud Warrant, and subpoenas, as well as pen register 

data, I submit that there is probable cause that Subject Premises-l contains an Apple iPad Mini, a 

MacBook Pro, and has, at various times, contained Apple cellphones; similarly, there is probable 

cause that Subject Premises-2 contains a computer and has, at various times, contained Apple 
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cellphones. These devices are likely to include evidence, fruits, and instrumentalities of the 

Subject Offenses for the following reasons: 

a. As described throughout this affidavit, Cohen used email to send and receive 

communications related to the Subject Offenses. In particular, Cohen used email to send and 

receive communications with Sterling, First Republic, Getzel, the entities to which he is providing 

consulting services, Davidson, and Howard, among others. While some of these emails have 

already been obtained via subpoenas and search warrants, I lmow from my training and experience 
. . 

_.- ---lliarinOiviauals-can-and-do-delete-cemails-fi·om.theklnternei':..baseq inbo]C~lJ.!-l!.!~tain ~pies of 

those emails on their hard drives. I also lmow that individuals often have multiple email accounts, 

some of which may not be lmown to law enforcem.ent, and as a result electronic devices can be a 

unique repository of all emailsrelevanttoceltainSubjectOffenses.Indeed.fi.·om my involvement 

in this il?-vestigation, I lmow that Cohen had an email account with the Tlump Organization, but 

the USA 0 and FBI have not been able to obtain the contents of that account to date. Thus, emails 

relevant to the Subject Offenses are likely stored on electronic devices in Subject Premises~l, 

Subject Premises~2 andlor Subject Pren1ises~4. 

b. Additionally, SubjectPremises~l, Subject Premise-2 and SubjectPremises-4likely 

contain electronic copies of docum.ents relevant to the Subject Offenses. Indeed, I lmow fi.·om my 

training and experience that individuals often retain copies of impoltant documents on their 

computers or other electronic devices capable of storing information, including cellphones (such 

as the Subject Devices) and tablets. Here, there are a number of documents that Cohen has likely 

retained that will be relevant to the Subject Offenses. For example, electronic devices may include 

documentation of Cohen's true net worth, a listing of his assets, an accounting of his available 
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cash, consulting agreements with third parties, and documentation of his payment to Clifford, 

among other evidence of the Subject Offenses. 

c. Third, I know fi'om my review of emails obtained pursuant to the Cohen Email 

Warrants that Cohen sent up online banking with First Republic. Based on my training and 

experience, I know that individuals who set up online banking often receive electronic notices 

concerning financial transactions and, on occasion, save records of their financial transactions to 

their d~vices. Accordingly, there is probable cause to believe that Cohen's electronic devices 

contain evidence of Eiaiil(ing activity,-'mchidingtheexistence of bank accounts_Dr assets thatCohen 
--.~.~-------

did not disclose to Sterling 01' Melrose. 

d. Fourth,fl'om my review of records produced by Apple, I know that Cohen 

communicates using text message as well as encrypted communications applications. These 

applications that Cohen has downloaded onto a phone include, but are not limited to, WhatsApp, 

Signal, and Dust. I know from my review of toll records and text messages that, in particular, 

Cohen communicated with Peeker using these encrypted applications. Accordingly, there is 

probable cause to believe that Cohen's cellphones - the Subject Devices - will contain encrypted 

messages that are not otherwise accessible relating to the Subject Offenses. 

54. Based on my training and experience, I know that individuals who engage in 

financial crimes commonly use computers to communicate with co-conspirators, keep financial 

ledgers, and retain fraudulent documents. As a result,· they often store data on their computers 

related to their illegal activity, which can include logs of online 01' cellphone-based "chats" with 

co-conspirators; email correspondence; contact information of co-conspirators, including 

telephone numbers, email addresses, and identifiers for instant messaging and social medial 

accounts; bank account numbers; and/or records of uses of funds. 
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55. Based on my training and experience, I also know that, where computers are used 

in furtherance of criminal activity, evidence ofthe criminal activity can often be found months or 

even years after it occurred. This is typically true because: 

• Electronic files can be stored on a hard drive for years at little or no cost and users thus 
have little incentive to delete data that may be useful to consult in the future. 

• Even when a user does choose to delete data, the data can often be recovered months 
or years later with the appropriate forensic tools. When a file is "deleted" on a home 
computer, the data contained in the file does not actually disappear, but instead remains 
on the hard drive, in "slack space," until it is overwritten by new data that cannot-be 

___ -------'s~tored elsewhere on the computer. Similarly, files that have been viewed on the Internet 
are generally-downloadeainto a--re:tllporaIY Interne1:-directOlyol'-"cache,::..which.is_onlY-_____ 
overwritten as the "cache" fills up and is replaced with more recently viewed Internet 
pages. Thus, the ability to retrieve fi'om a hard drive or other electronic storage media 
depends less on when the file was created or viewed than on a pmticular user's 
operating system, storage capacity, and computer habits. 

• In the event that a use1: changes computers, the user will typically transfer files from 
the old computer to the new computer, so as not to lose data. In addition, users often 
keep backups of their data on electronic storage media such as thumb drives, flash 
memOlY cards, CD~ROMs, or pOltable hard drives. 

56. Based on the foregoing, I respectfully submit there is probable cause to believe that 

Cohen engaged in the Subject Offenses, and that evidence of this criminal activity is likely to be 

found in the Subject Premises, on computers and electronic media found in the Subject Premises, 

and on the Subject Devices. In particulaL', there is probable cause to believe that the Subject 

Premises and Subject Devices will contain evidence, fruits, and instrumentalities of violations of 

the Subject Offenses, as more fully described in Section IT of Attachments A, B, C, D, E and F to 

the proposed warrants, including the following; 

a. Evidence necessmy to establish the occupancy or ownership of the Subject 

Premises, including without limitation, utility and telephone bills, mail envelopes, addressed 

correspondence, bank statements, identification documents, and keys. 

b. Evidence relating to Sterling, Melrose, and/or taxi medallions. 
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Ie. Evidence of communications involving Michael Cohen, American Media, Inc., 

David Peckel',. and/or Dylan Howard apout Donald Trump, the. Trump Campaign, Stephanie 

Clifford, and/or Karet;t McDougal. 

1. Evidence relating to Cohen's role in the Trump Campaign, and coordination or 

consultation with the Tmmp Campaign. 

m. Evidence of communications with Donald Tmmp and/or agents or associates of the 

Trump Campaign about the Access Hollywood tape and other potential sources of negative 

publicity involving Tmmp's-relationsliip-hnhe-run-up-tocthe-eleetion.------

n. Evidence relating to any reimbursement or other promises made to Cohen for 

payment to Clifford 01' others in connection with the election. 

o. Evidence relating to Cohen's knowledge of the campaign finance laws, campaign 

contribution reporting requirements, and campaign contribution limits. 

p. Communications with others, including Jeffrey Getzel and/or other accountants, 

relating to Cohen's bank accounts, taxes, debts, and/or finances; 

q. Communications, records, documents, and other files reflecting false 

representations to a financial institution related to the intended purpose of an account or loan at 

that fmancial institution; the nature of any business or entity associated with an account at a 

finanCial institution; the somce of funds flowing into an account; or the purpose or nature of any 

fmancial transactions involving that financial institution; 

r. Evidence of Cohen's intent as it relates to the Subject Offenses under investigation. 

III. Procedures for Searching ESI 

A. Execution of Warrant for ESI 

57. Federal Rule of Criminal Pl'OcedlU'e 41(e)(2)(B) provides that a wanant to search 

for and seize property "may authorize the seizUl'e of electronic storage media or the seizure or 
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copying of electronically stored information ... for later review." Consistent with Rule 41, this 

application requests authorization to seize any computer devices and storage media and transport 

them to an appropriate law enforcement facility for review. This is typically necessary for a number 

of reasons: 

• First, the volume of data on computer devices and storage media is often impractical 
for law enforcement personnel to review in its enthety at the search location. 

• Second, because computer data is particularly vulnerable to in~dvertent or intentional 
modification or destruction, computer devices are ideally examined in a controlled 

-__ _ ___ ~- environment, such as a law enforcement laboratOlY, where trained personnel, using 
specialized software, can malre-a-forensic-copy-of-the~torage_media that can be 
subsequently reviewed in a manner that does not change the underlying data. 

• Third, there are so many types of computer hardware and software in use today that it 
can be impossible to bring to the search site all of the necessary teclmical manuals and 
specialized personnel and equipment potentially required to safely access the 
underlying computer data. 

• Fourth, many factors can complicate and prolong recovery of data from a computer 
device, including the increasingly common use of passwords, enclyption, or other 
features or configurations designed to protect or conceal data on the computer, which 
often take considerable time and resources for forensic personnel to detect and resolve. 

58. As discussed herein, Squire Patton Boggs is a functioning law firm that conducts 

legitimate business unrelated to Cohen's commission of the Subject Offenses. Subject Premises~ 

2 is an office located inside of Squire Patton Boggs's New York office. In order to e~ecute the 

warrant in the most reasonable fashion, law enforcement personnel will attempt to investigate on 

the scene of what computers or storage media,. if any, must be seized or copied, and what computers 

01' storage media need not be seized or copied. Law enforcement personnel will speak with Squire 

Patton Boggs personnel on the scene as may be appropriate to detelwine whiCh fIles and electronic 

devices within Subject Premises-2 belong to or were used by Cohen. While, based on the 

foregoing, it does not appear that Cohen shared electronic devices or a server with Squire Patton 

Boggs, where appropriate, law enforcement personnel will copy data, rather than physically seize 
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computers, to reduce the extent of any disruption of Squire Patton Boggs~s operations. If, after 

inspecting the seized computers off-site, it is determined that some or all of this equipment is no 

longer necessary to retrieve and preserve the evidence~ the Government will return it. 

59. Additionally, because Cohen is an attorney, and claims to serve as a personal 

attorney for Tmmp, the review of evidence seized from the Subject Premises and Subject Devices 

will be conducted pursuant to established screening procedures to ensure that the law enforcement 

personnel involved in the investigation~ including attorneys for the Government, collect evidence 

in a manner reason.;];fY-designed to protecrany-attorneY""client01~othel'applicable-p:r:hdlege>_~ll~L . jl 

-----~---~----~; 

appropriate, the procedures will include use of a designated "filter team," separate and apmt from 

the investigative team, in order to review potentially privileged communications and detelmine 

which communications to release to the investigation and prosecution team. 

B. Accessing ESI on the Subject Devices 

60. As described above, the Subject Devices are both Apple brand devices. 

61. I know from my training and experience, as well as from information found in " 

publicly available materials including those published by Apple, that some models of Apple 

devices such as iPhones and iPads offer their users the ability to unlock the device via the use of a 

fmgerprint or thumbprint (collectively, "fingerprint") in lieu of a numeric 01' alphanumeric 

passcode or password. This feature is called Touch ID. I also know that the Apple iPhone X offers 

its users the ability to unlock the device via t4e use of facial recognition (through infrared and 

visible light scans) in lieu of a numeric 01' alphanumeric passcode 01' password. This feature is 

called Face ID. 

62. If a user enables Touch ID on a given Apple device, he or she can register up to 5 

fmgerprints that can be used to unlock that device. The user can then use any of the registered 

76 
2017.08.02 



Case 1:18-cr-00602-WHP   Document 48-2   Filed 07/18/19   Page 178 of 201

fingerprints to unlock the device by pressing the relevant finger(s) to the device's Touch ID sensor, 

which is found in the round button (often referred to as the "home" button) found at the bottom 

center of the front of the device. If a user enables Face ID on a given Apple device, he 01' she can 

unlock the device by raising the iPhone to his or her face, or tapping the screen. In my training 

and experience, users of Apple devices that offer Touch ID or Face ID often enable it because it is 

considered to be a more convenient way to unlock the device than by entering a numeric or 

alphanumeric passcode or password, as well as a more secure way to protect the device's contents. 

63. In some circumstances, TouclfIDor-F ace-IDcannot-be-used-to unlock a_d_evice that ---

has either security feature enabled, and a· passcode or password must be used instead. These 

circumstances include: (1) when the device has just been turned on or restmied; (2) when more 

than 48 hours has passed since the last time the device was unlocked; (3) when the passcode or 

password has not been entered in the last 6 days, and the device has not been unlocked via Touch 

ID in the last 8 hours or the device has not been unlocked via Face ID in the last 4 hours; (4) the 

device has received a remote lock command; or (5) five unsuccessful attempts to unlock the device 

via Touch ID or Face ID m'e made, 

64. T~e passcodes or passwords that would unlock the Subject Devices m'e not known 

to law enforcement. Thus, it will likely be necessm'y to press the fingers of the user of the Subject 

Devices to the devices' Touch ID sensor, or hold the Subject Devices in ii'ont of the user's face to 

I 

activate the Face ID sensor, in an attempt to unlock the devices for thepurpose of executing the 

search authorized by this warrant. Attempting to unlock the relevant Apple devices via Touch ID 

with the use of the fingerprints of the user, or via Face ID by holding the device in front of the 

user's face, is necessmy because the government may not otherwise be able to access the data 

contained on those devices for the purpose of executing the search authorized by this warrant. 
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65. Based on these facts and my training and experience, it is likely that Cohen is the 

user of the Subject Devices, and thus that his fmgerprints are among those that are able to unlock 

the Subject Devices via Touch ID or his face is able to unlock the Subject Devices via Face ill. 

66. Although I do not know which of a given user's 10 fingerprints is capable of 

unlocking a particular device, based on my training and experience I know that it is common for a 

user to unlock a Touch ID~enabled Apple device via the fmgelprints on thumbs or index fingers. 

In the event that law enforcement is unable to unlock the Subject Devices as described above 

within the five attempts permittecf5y Toucli-ID~tlris-Will-simply result-in-the-de:vkeJ:~q1tiring the_ 
-----~-----. " 

entry of a password or passcode before it can be unlocked. 

67. I also know from my training and experience, and my review of publicly available 

materials published by Apple that Apple brand devices, such as the Subject Devices, have a feature 

that allows a user to erase the contents of the device remotely. By logging into the Internet, the 

user or any other individual who possesses the user's account information can take steps to 

completely wipe the contents ofthe device, thereby destroying evidence of criminal conduct, along 

with any other information on the device. The only means to prevent this action is to disable the 

device's ability to connect to the Internet immediately upon seizure, which requires eithet access 

to the device itselfto alter the settings, or the use of specialized equipment that is not consistently 

available to law enforcement agents at every an'est, 

68. Due to the foregoing, I request that the Court authorize law enforcement to press 

the fingers (including thumbs) of Cohen to the Touch ID sensors the Subject Devices, or hold the 

Subject Devices in fi'ont of Cohen's face, for the purpose of attempting to unlock the Subject 

Devices via Touch ID or Face ID in order to search the contents as authorized by this warrant. 
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C. Review ofESI 

69, Following seizure of any computer devices and storage media and/or the creation 

of forensic image copies, law enforcement personnel (including, in addition to law enforcement 

officers and agents,. and depending on the nature of the ESI and the status of the investigation and 

related proceedings, attorneys for the government, attomey support staff, agency personnel 

assisting the government in this investigation, and outside technical expelts under government 

control) wiIlreview the ESI contained therein for infolmation responsive to the wa11'ant. 

-----------
------70-. -----In-conducting-this-review,law-enforcement pe.xsonnel may_ us~ y~ri()l1~ techniques 

to detelmine which files 01' other ESI contain evidence or fruits of the Subject Offenses. Such 

techniques may include, for example: 

• surveying directories 01' folders and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain peltinent files); 

• conducting a flie-by-file review by "opening" 01' reading the first few "pages" of such 
files in order to determine their precise contents (analogous to performing a cursory 
examination of each document in a file cabinet to determine its relevance); 

• "scanning" storage areas to discover and possibly recover recently deleted data 01' 

deliberately hidden files; and 

• peIiOlming electronic keyword searches through all electronic storage areas to 
determine the existence and location of data potentially related to the subject matter of 
the investigation34

; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used, 

34 Keyword searches alone are typically inadequate to detect all relevant data. For one thmg, 
keyword searches work only for text data, yet many types of files, such as images and videos, do 
not store data as searchable text. Moreover, even as to text data, there may be information properly 
subject to seizure but that is not captured by a keyword search because the information does not 
contain the keywords being searched. 
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71. Law enforcement personnel will make reasonable effolts to restrict their search to 

data falling within the categories of evidence specified in the warrant. Depending· on the 

circumstances, however, law enforcement personnel may need to conduct a complete review of all 

the ESI from seized devices or storage media to evaluate its contents and to locate all data 

. responsive to the wan·ant. 

D: Return of ESI 

72. If the Govemment determines that the electronic devices are no longer necessary 
---.-._--

to retrieve and preserve the data, and the devices tfiemselves-arenot-subject-to-seizure-pul'suantto ___ _ 

Federal Rule of Criminal Procedure 41 (c), the Govemment will return these items, upon request. 

Computer data that is encrypted or unreadable will not be returned unless law enforcement 

personnel have determined that the data is not (i) an instrumentality of the offense, (ii) a fruit of 

the criminal activity, (iii) contraband, (iv) otherwise unlawfully possessed, 01' (v) evidence ofthe 

Subject Offenses. 
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AO 93 (SDNY Rev. 05/10) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
. forthe 

Southem District of New York 

In the Matter ofthe Search of 
(Briefly describe the property to be searched 
or identifY the person by name and address) 

) 
) 
) 

Loews Regency Hotel, 540 Park Avenue, Room 1728, ~ 
Case No. 

New York, New York 10065, and any closed 
containers/items contained therein, See Attachment D ) ! 

SEARGHe-AND-SEIZURE_WARRANT ~ 
To: . Any authorized law enforcement officer I 

------------. An appliciitiolloYlllederallaw eillbYcementofficerorrunttorney-forthe-govemment-requests-theseal'ch----~-----I-
ofthe following person or property located in the Southern District of New York i 
(identi!jl the person or descNbe the property to be searched and give its location): 
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and any closed containers/items 
contained therein, See Attachment D 

The person or property to be searched, described above, is believed to conceal (identify the person or describe the 
property to be seized): 

See Attachment D 

I fInd that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before 

&d' in the daytime 6:00 a.m. to 10 p.m. 

(not to exceed 14 days) 

o at any time in the day or night as I find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the execution of the Warrant, must prepal'e an 
inventOlY as required by law and promptly return this warrant and inventOlY to the Clerk ofthe COUlt. 

Upon its retum, this warrant and inventory ShOllld be filed under seal by the Clerk of the COUlt. ____ _ 
USMJInitials 

o I fInd that immediate notification may have an adverse result listed in 18 US.C. § 2705 (except for delay 
of trial), and authorize the officer executing this Wa11'ant to delay notice to the person who, or whose property, will be 
searched or seized (check the appropriate boJ..) Of or days (not to exceed 30). . 

Ountil, the facts justifYing, the later specific date of 

Date and time issued: Is! 
Ji/dge 's signature 

City and state: .iN:!.'e"-,,-w"--YL:o,,,r-,>kL." N'-"-Y-'---____ _ Hon. Henry B. Pitman. U.S. Magistrate Judge 
Printed name and title 

!. 
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AO 93 (Rev. 01/09) Search and Seizure Warrant (Page 2) 

Return 

Case No,: Date and time warrant executed: I Copy of warrant and inventory left with: 

Invent01Y made in the presence of: 

Inventory of the property taken and name of any person(s) seized: 

Certification 

I declare under penalty of peljUlY that this inventory is correct and was returned along with the original warrant 
to the COUlt, 

Date: 
Executing officer's signature 

Prii1ted name and title 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media; including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, 01' similar information. 

2. Any items 01' records that may facilitate a forensic examination of the computer 
-==----C--=---~,devices-=-or-storage-media,incliIdiIig--any-hardware-01'-software-manuals-ol'-otheFinfermatien 

concerning the configuration ofthe seized or copied computer devices or storage media. 

'--'-----------3.----Any-evidenee-concerning-the-identitiesor-locationsoUhose persons-withaccess_to,_, ________ _ 
control over, or ownership of the seized or copied computel' devices or storage media.i 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enfOl'cement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to teview the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looldng at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading tile first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage al'eas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences of language contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 
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Law enforcement personnel will make reasonable effOlts to search only for files, 
documents, or other electronically stored information within the categories identified in Sectio1\s 
II.A and n.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI ii'om seized devices 01' storage media if necessary to evaluate its 
contents and to locate ail data responsive to the warrant. 

Addition~l1y, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedUl'es sha11 include 
use of a designated "fllter team," separate and apart from the investigative team, in order to 

-------'=-'---address-potential=-plimleges;_-'~----=="----==_____ _____ ____'~_'_'==______'___ ____ ==----.e:.:=--____ _ 
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AO 93 (SDNY Rev, 05110) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identifY the person by name and address) 

Loews Regency Hotel, 540 Park Avenue, Room 1628, 
New York, New York 10065, and any closed 

containers/items contained therein, See Attachment A 

) 
) 
) 
) 
) 
) 

18 MAG 
Case No. 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

2968 

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identifY the person or describe the property to be searched and give its location): 

Loews Regency Hotel, 540 Park Avenue, Room 1628 (a suite encompassing rooms 1628, 1629, and 1630) 
(collectively, "Room 1628"), New York, New York 10065, and any closed containers/items contained therein, See 
Attachment A 

The person or property to be searched, described above, is believed to conceal (identifY the person or describe the 

property to be seized): 

See Attachment A 

I fmd that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person,or 
property. 

YOU ARE COMMANDED to execute this warrant on or before 

~ in the daytime 6:00 a.m. to 10 p.m. 
(not ~o exceed 14 days) 

o at any time in the day or night as I {rod reasonable cause h~ be\iD 
established. ' 

Unless delayed notice is authorized below, you must give a copy of the warrant and areceipt fol' the pr()perty 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the execution ofthe warrant, must prepare an 
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court. 

o Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court. -H-,...,---

'. UsMJ Initials 
'I . 

, '; \ J ,,' 'J I o I fmd that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (ex~ept for delay 
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whOse property, will be 
searched or seized (check the appropriate box) 0 for days (not to exceed 30). . . 

Ountil, the facts justifying, the later specific d~te of 

Date and time issued: 

City and state: --'-N"-"e=w'-Y-'-'o=r-'-'.k,wN-'-Y-'----____ _ Han. Henry B. Pitman, U.S. Magistrate Judge 
Printed name and title 
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AO 93 (Rev. 01109) Search and Seizure Warrant (Page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of: 

Inventory of the property taken and name of any person(s) seized: 

Certification 

I declare under penalty ofpeIjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer's signature 

Printed name and title 
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belonging to Michael Cohen or in his possession,. an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records oflogin credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 
concerning the configuration of the seized or copied computer devices or storage media. 

~-----~.---------~~------------

3. Any evidence concerning thejdentities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the goveriunent, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside. of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences oflanguage contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

4 
2017.08.02 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
II.A and II.B of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to 
address potential privileges. 

5 
2017.08.02 
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AO 93 (SDNY Rev. 05(10) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identifY the person by name and address) 

Loews Regency Hotel, 540 Park Avenue, Room 1628, 
New York, New York 10065, and any closed 

containers/items contained therein, See Attachment A 

) 
) 
) 
) 
) 
) 

Case No. 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identifY the person or describe the property to be searched and give its location): 
Loews Regency Hotel, 540 Park Avenue, Room 1628 (a suite encompassing rooms 1628, 1629, and 1630) 
(collectively, "Room 1628"), New York, New York 10065, and any closed containers/items contained therein, See 
Attachment A 

The person or property to be searched, described above, is believed to conceal (identifY the person or describe the 

property to be seized): 

See Attachment A 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before -l:t----+. ·---t.-l ~b~'· --,-----J.{-.:>'6,J-_--,---,---_-----,--___ _ 
(not to exceed 14 days) 

IiZf in the daytime 6:00 a.m. to 10 p.m. 0 at any time in the day or night as I find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an 
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court. 

o Upon its return, this warrant and inventory shol.lld be filed under seal by the Clerk of the Court. ____ _ 
USMJ Initials 

o I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay 
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be 
searched or seized (check the appropriate box) o for days (not to exceed 30). 

Ountil, the facts justifying, the later specific date of 

Date and time issued: 

City and state: New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge 
Printed name and title 
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AO 93 (Rev. 01109) Search and Seizure Warrant (Page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person(s) seized: 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer's signature 

Printed name and title 
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk 
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices 
or storage media, this warrant also authorizes the copying of such devices or media for later review. 

The items to be seized from Subject Premises-4 also include: 

1. Any items or records needed to access the data stored on any seized or copied 
computer devices or storage media, including but not limited to any physical keys, encryption 
devices, or records of login credentials, passwords, private encryption keys, or similar information. 

2. Any items or records that may facilitate a forensic examination of the computer 
devices or storage media, including any hardware or software manuals or other information 
concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning thejdentities or locations of those persons with access to, 
control over, or ownership of the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 
forensic image copies, law enforcement personnel (which may include, in addition to law 
enforcement officers and agents, attorneys for the government, attorney support staff, agency 
personnel assisting the government in this investigation, and outside technical experts under 
government control) are authorized to review the ESI contained therein for information responsive 
to the warrant. 

In conducting this review, law enforcement personnel may use various techniques to locate 
information responsive to the warrant, including, for example: 

• surveying various file "directories" and the individual files they contain (analogous to 
looking at the outside of a file cabinet for the markings it contains and opening a drawer 
believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 
their precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files or 
deliberately hidden files; 

• performing key word searches through all electronic storage areas to determine whether 
occurrences of language contained in such storage areas exist that are intimately related 
to the subject matter of the investigation; and 

• reviewing metadata, system information, configuration files, registry data, and any 
other information reflecting how, when, and by whom the computer was used. 

4 
2017.08.02 
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Law enforcement personnel will make reasonable efforts to search only for files, 
documents, or other electronically stored information within the categories identified in Sections 
ILA and ILB of this Attachment. However, law enforcement personnel are authorized to conduct 
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its 
contents and to locate all data responsive to the warrant. 

Additionally, review of the items described in this Attachment shall be conducted pursuant to 
established procedures designed to collect evidence in a manner reasonably designed to protect 
any attorney-client or other applicable privilege. When appropriate, the procedures shall include 
use of a designated "filter team," separate and apart from the investigative team, in order to 
address potential privileges. 

5 
2017.08.02 
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indefinitely. Even if the subscriber deletes the email, it may continue to be available on the 

Provider's servers for a certain period of time. 

11. Address book. The Providers also allow subscribers to maintain the 

equivalent of an address book, comprising email addresses and other contact information of other 

email users. 

111. Subscriber and billing information. The Providers collect and maintain 

(typically unverified) identifying information about each subscriber, including, for example, name, 

username, address, telephone number, and alternate email addresses. The Providers also maintain 

records concerning the date on which the account was created, the Internet protocol ("IP") address 

of the user at the time of account creation, the current status of the account (e.g., active or closed), 

the length of service, and the types of services utilized by the subscriber. Additionally, for paying 

subscribers, the Providers maintain records of the subscriber's means and source of payment, 

including any credit card or bank account number. 

IV. Transact~onal information. The Providers also typically retain certain 

transactional information about the use of each account on its system. This information can include 

records of login (i. e., session) times and durations and the methods used to connect to the account 

(such as logging into the account through the Providers' website). 

v. Customer correspondence. The Providers also typically maintain records 

of any customer service contacts with or about the subscriber, including any inquiries or 

complaints concerning the subscriber's account. 

vi. Search history. Google and Oath also typically maintain records of any 

search history or web history associated with the subscriber's account. 

4 
02.28.2018 
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vii. Associated content. Google also typically maintains content and records 

relating to the following applications that are associated with its e-mail accounts: (A) "Google 

Docs," which provides document-editing software that can be used to create, share, store, and 

manage documents online; (B) "Google Drive," which enables users to store files on Google 

servers, where they can be accessed remotely by the user and others; and (C) "Gchat" or "Instant 

Messenger," which provides a chat interface through which users can communicate with each 

other in real time. Oath also typically maintains content and records relating to AOL instant 

message, which provides a chat interface through which users can communicate with each other 

in real time. 

viii. Preserved and backup records. The Providers also maintain preserved 

copies of the foregoing categories of records with respect to an account, for at least 90 days, upon 

receiving a preservation request from the Government pursuant to 18 U.S.C. § 2703(f). The 

Providers may also maintain backup copies of the foregoing categories of records pursuant to its 

own data retention policy. 

D. Jurisdiction and Authority to Issue Warrant 

5. Pursuant to 18 U.S.C. §§ 2703(a), (b)(I)(A) & (c)(1)(A), the Government may require 

a provid~r of an electronic communications service or a remote computing service, such as the 

Providers, to disclose all stored content and all non-content records or other information pertaining 

to a subscriber, by obtaining a warrant issued using the procedures described in the Federal Rules 

of Criminal Procedure. 

6. A search warrant under § 2703 may be issued by "any district court of the United States 

(including a magistrate judge of such a court)" that "has jurisdiction over the offense being 

investigated." 18 U.S.C. § 2711(3)(A)(i). 

5 
02.28.2018 
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7. When the Government obtains records under § 2703 pursuant to a search warrant, the 

Government is not required to .notify the subscriber of the existence of the warrant. 18 U.S.C. 

§ 2703(a), (b)(1)(A), (c)(2) & (3). Additionally, the Government may obtain an order precluding 

the Provider from notifying the subscriber or any other person of the warrant, for such period as 

the Court deems appropriate, where there is reason to believe that such notification will seriously 

jeopardize an investigation. 18 U.S.C. § 2705(b). 

E. Prior Applications 

8. On or about July 18,2017, in connection with an investigation being conducted by the 

Office of the Special Counsel ("SCO"), the Federal Bureau of Investigation ("FBI") sought and 

obtained from the Honorable Beryl A. Howell, Chief United States District Judge for the District 

of Columbia, a search warrant for emails in the Cohen Account sent or received between January 

1,2016 and July 18, 2017. On or about November 13,2017, the FBI sought and obtained from 

Judge Howell search warrants for emails in the Cohen Account sent or received between June 1, 

2015 and November 13,2017, and emails in the MDCPC Account sent or received between the 

opening of the account and November 13, 2017. The SCO has since referred certain aspects of 

their investigation into Cohen to the USAO, which is working with the FBI's New York Field 

Office. As part of that referral, the SCO provided the USAO with emails and other content 

information obtained pursuant to the search warrants executed by the SCO, which had already 

been reviewed for privilege. 1 As discussed below, this affidavit is based in part on my review of 

1 In an abundance of caution, in a separate application the USAO has sought authorization, 
pursuant to Fed. R. Crim. P. 41, to review the emails obtained pursuant to the Prior Cohen Account 
Warrants for evidence related to certain additional conduct that was not the focus of the Prior 
Cohen Account Warrants. The emails obtained from the Prior Cohen Account Warrants that relate 
to that aq.ditional conduct do not form a basis for the instant application. 

6 
02.28.2018 
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responsive materials produced pursuant to the July 18 and November 13,2017 warrants (the "Prior 

Cohen Account Warrants"). 

9. On or about November 7, 2017, and January 4,2018, as well as certain prior dates, the 

SCO sought and obtained from Judge Howell orders authorizing and extending the installation and 

use of pen registers and trap and trace devices to record communications sent to or from the Cohen 

Account. The SCO has provided pen register data obtained pursuant to those orders to the USAO. 

This affidavit, as discussed below, is based in part on my review of the pen register data obtained 

pursuant to the November 7, 2017 and January 4,2018 orders (the "Pen Register Data"). 

10. On or about February 16,2018, the USAO sought and obtained from the Honorable 

Debra Freeman, United States Magistrate Judge for the Southern District of New York, an order 

pursuant to 18 U.S.C. § 2703(d) for email header information associated with the MDCPC 

Account. This affidavit, as discussed below, is based in part on my review of email header 

information produced by 1 & 1 in response to that order (the "MDCPC Header Information"). 

II. Probable Cause 

A. Overview 

11. The United States Attorney's Office for the Southern District of New York and FBI are 

investigating, among other things, a scheme by Target Subject Michael Cohen to defraud multiple 

banks. Cohen is an attorney who currently holds himself out as the personal attorney for President 

Donald Trump, and who previously served for over a decade as an executive in the Trump 

Organization, an international conglomerate with real estate and other holdings. 

12. The investigation has revealed that Cohen has made affirmative misrepresentations in 

and omitted. ml:).terial information from financial statements and other disclosures that Cohen 

provided to multiple banks in connection with a transaction intended to relieve Cohen of 

approximately $22 million in debt he owed on taxi medallion loans from the banks. As set forth 

7 
02.28.2018 
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National Bank ("Sterling") and the Melrose Credit Union ("Melrose"), secured by taxi medallions, 

for approximately $20 million. Though entered into by LLCs, the loans were also secured by 

personal guarantees in the names of both Cohen and his wife. Over time, as the taxi industry 

weakened and the medallions were devalued, Cohen sought to renegotiate the terms of those loans 

and/or relieve himself from their obligations, including the personal guarantees. As part of that 

effort, Cohen made a series of representations to Sterling and Melrose about his net worth, assets, 

available cash, and fInancial outlook. SpecifIcally, based on my review of records maintained by 

Sterling and Melrose, and public sources concerning the taxi industry and the value of taxi 

medallions, as well as my review of reports prepared by law enforcement offIcers of interviews 

with a Sterling executive vice-president (the "Sterling Employee-I") and my participation in an 

interview with a Sterling employee (the "Sterling Employee-2"), I have learned, among other 

things, the following: 

a. Taxi medallions are small metal plaques affIxed to taxis. Without a medallion, it 

is illegal to operate a taxi in cities with medallion systems, such as N ew York City. Cohen and his 

wife own multiple LLCs that collectively own 32 taxi medallions (each LLC owns two 

medallions).2 Cohen's purchase of these New York taxi medallions was originally fInanced by 

loans from Capital One Bank, for which the medallions served as collateral. Cohen was not a taxi 

operator, and leased his medallions to a third party. That thitd party made monthly payments to 

Cohen, who in turn used some of those proceeds to pay his monthly loan payments. 

b. In early 2014, Cohen became a customer of Sterling when he sought to refInance a 

mortgage on a rental property that he owned. In or around April 2014, Cohen raised with Sterling 

2 One of these companies, Mad Dog Cab Corp., was jointly owned by Sondra Cohen, who I 
believe is Cohen's mother. 

9 
02.28.2018 
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the prospect of refmancing his taxi medallion loans, which were then at Capital One Bank. By in 

or about September 2014, Cohen began negotiating a lending transaction with Sterling that would 

allow Cohen to pay offhis loans at Capital One and borrow more money from the then-increase in 

value of the medallions. According to Sterling Emp10yee-1, in 2014, prior to the recent upheaval 

in the taxi industry-as a result of the emergence of ride-sharing services, such as Uber-taxi 

medallion loans were viewed by banks and investors as safe, short term credits, as the market value 

of taxi medallions was consistently rising. Consequently, taxi medallion loans-like the loans held 

by Cohen-were frequently refinanced at increasing amounts as the value of the medallions rose. 

According to Sterling Emp10yee-1, borrowers typically cashed out the increase in the loan amount 

and used the additional funds for other purposes. Cohen appears to have followed this approach in 

2014, when he agreed to refmance his medallion loans for approximately $22 million, which

according to letters from Capital One Bank in Sterling's files-was greater than his previous debt 

at Capital One Bank ($21 million, of which $14.6 million was a line of credit to Cohen). This 

allowed Cohen to cash out the proceeds from the transaction. 

c. Based on my review of records maintained by Sterling, I have learned that on or 

about December 8, 2014, each of Cohen's sixteen taxi medallion corporations entered into loan 

agreements and promissory notes with Sterling for the principal sum of$1,375,000, with repayment 

due on December 8, 2016. Each loan was signed by Michael or Laura Cohen, depending on who 

was the sole shareholder of the corporation. The loans were also each secured by a security 

agreement, dated the same day, ma1dng the medallions collateral for the notes. To give Sterling 

additional security, Michael and Laura Cohen signed personal guarantees and confessions of 

judgment, giving Sterling the right to pursue collection against the Cohens' personal assets were 

their corporations to default under the loan agreements. In total, Sterling agreed to lend 

10 
02.28.2018 
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approximately $22 million to the Cohens' companies. Pursuant to participation agreements, 

Sterling transferred 45 percent of that debt to Melrose. 3 Under tile terms of Sterling's participation 

agreements with Melrose, Sterling was precluded from amending or modifying the loans without 

the consent of Melrose. 

d. In evaluating Cohen's requested refinancing of the taxi medallions, Sterling (and 

Melrose, consistent with its participation in the deal) conducted due diligence. At Sterling's 

request, Cohen provided Sterling with a statement of financial condition, dated August 1, 2014 

(the "August 2014 Financial Statement"), which indicated that Cohen had $100,740,000 in total 

assets, $23,550,000 in total liabilities, and a net worth of $77,190,000. 4 From my review of a 

Sterling credit memorandum, dated September 29, 2014, I know that Sterling viewed the 

transaction favorably because, accounting for loan payments, cash flows from the medallions were 

projected to be positive, the value of the collateral (as estimated by Sterling) exceeded $42 million, 

and the net worth of Cohen-who was the direct obligor under the guarantee agreements-was 

over $77 million. An internal Sterling credit and risk rating analysis report, dated October 20, 

2014, recommended approval of the loans for substantially tile same reasons. 

e. Based on my review of records maintained by Sterling and public sources, I have 

learned that over time, the collateral backing Cohen's loans (taxi medallions) lessened in value due 

to the rise in ride-sharing companies and significant devaluation of taxi medallions. Additionally, 

Cohen began falling behind on loan payments to Sterling and Melrose. I know from records 

maintained by Sterling and an interview with Sterling Employee-2 that, beginning in or around 

3 Melrose, which had a business principally focused on taxi medallion loans, is now in 
conservatorship by the National Credit Union Administration (''NCUA''). 

4 Cohen subsequently provided Sterling with a revised statement of [mancial condition, also 
dated August 1, 2014, which reported assets of $99,420,000, total liabilities of$23,550,000, and a 
net worth of$75,870,000. 

11 
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September 2015, Cohen told Sterling, in sum and substance, that the individual leasing Cohen's 

medallions had fallen behind in making payments to Cohen, and that as a result, the monthly cash 

flow from his taxi medallions had been reduced, leaving him with a shortfall of approximately 

$16,000 each month. For instance, I have reviewed an email from Sterling Employee-2, dated 

September 9, 2015, summarizing a call with Cohen-which according to the email and toll records 

for Cohen's cellphone occurred on September 8, 2015--during which Cohen told Sterling 

Employee-2, in sum and substance, about his cash flow problems and a monthly shortfall of 

approximately $16,000. In that same email, Sterling Employee-2 commentedthat despite Cohen's 

statements, his personal fmancial information "indicate [ d] a strong ability to make up the difference 

in payments." Cohen, however, according to Sterling Employee-2, pushed the bank for a reduction 

in Cohen's monthly payments. 

f. From my review of records maintained by Sterling and my participation in an 

interview with Sterling Employee-2, I have learned that Cohen and Sterling Employee-2 spoke 

again on September 28, 2015, arid that during the call Cohen stated, in sum and substance, that the 

individual to whom Cohen leases the medallions had again reduced monthly payments to Cohen. I 

know from my review of records maint~ined by Sterling that between in or about September 2015 

and November 2015, Sterling raised the possibility-both internally and with Cohen-of Cohen 

posting his real estate holdings, personal residence, or some other collateral as additional security 

for the banks. According to these records, however, Cohen resisted these requests. From my review 

ofloan documents and records maintained by Sterling, I know that in or about November 2015, as 

a result of Cohen's representation that he was not earning sufficient returns on his medallions to 

cover monthly interest payments, Sterling and Melrose agreed to amend their loans with Cohen by, 

12 
02.28.2018 
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restructuring Cohen's outstanding taxi medallion loans. Based on my review of an email between 

Sterling Employee-3 and Cohen, I know that on the January 30, 2018 call, Cohen stated that he 

would send a "corrected current" version of his personal fmancial statement. Following that call, 

on or about January 31,2018, Cohen emailed Sterling Employee-3 from the Cohen Account a 

copy of the September 2017 Financial Statement. Later that day, Cohen again emailed Sterling 

Employee-3 from the Cohen Account and proposed paying $500,000 to bring the loans current 

and $750,000 to bring the principal balance to $20,500,000. Cohen also suggested revised monthly 

interest payment amounts. On or about January 31, 2018, Sterling Employee-3 responded to 

Cohen at the Cohen Account and stated, in sum and substance, that Cohen would need to pay the 

entirety of the overdue payments and pay down the principal balance of the loan to $20,000,000 

(in total, a payment of approximately $1,750,000), and would need to make larger monthly interest 

payments. 

s. On or about February 1,2018, Cohen emailed Sterling Employee-3 from the Cohen 

Account and proposed "[p]ayment of $1.250m which ALL can be used to pay down principal, if 

[Sterling] will waive past due amounts," but stated "I do NOT have more than the $1.250m." 

(Emphasis in original.) Cohen also stated, in sum and substance, that he had insufficient financial 

resources to post additional collateral or pre-fund monthly payments. Based on my participation 

in an interview with Sterling Employee-2, I have learned that Sterling continues to renegotiate the 

medallion loans with Cohen based on Cohen's representations about his current financial position. 

19 
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b. On or about October 26, 2016, in Manhattan, New York, Cohen opened a new 

checking account at First Republic in the name of Essential Consultants LLC (the "Essential 

Consultants Account"). Cohen was the only authorized signatory on the account. When Cohen 

opened the Essential Consultants Account, a First Republic employee ("First Republic Employee-

1") conducted an in-person interview of Cohen. In response to a series of know-your-customer 

questions 7 about the purpose of the account-the answers to which First Republic Employee-1 

entered into a form 8 -Cohen stated, in sum and substance, that he was opening Essential 

Consultants as a real estate consulting company to collect fees for investment consulting work, 

and all of his consulting clients would be domestic individuals based in the United States. Cohen 

also stated, in sum and substance, that his purpose in setting up the account was to keep th,e revenue 

from his consulting business-which he said was not his main source of income-separate from 

his personal fmances. As set forth below, there is probable cause to believe that Cohen's 

statements about the intended pUrpose of the account and source of funds for the account were 

false. Specifically, the account was not intended to receive-and does not appear to have 

received-money in connection with real estate consulting work; in addition, the account has 

received substantial payments from foreign sources. 

c. First, on or about October 27, 2016-the day after he opened the Essential 

Consultants Account, Cohen used the account to wire $130,000 to an account held in the name of 

attorney Keith Davidson's law firm. Based on my review of emails between Cohen and Davidson, 

7 Certain fmancial institutions are required to conduct such procedures pursuant to the Bank 
Secrecy Act and its implementing regulations. See 31 U.S.C. § 5318; 31 C.F.R. § 1020.220. 

8 First Republic Employee-1 first filled out the form on the day he interviewed Cohen, October 
26, 2016. On or about December 19, 2016, at the request of bank compliance personnel, First 
Republic Employee-1 updated the form to add more detail about Cohen's statements. 
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obtained pursuant to the Prior Cohen Account Warrants, I believe that this payment did not relate 

to any real estate consulting work, but rather was a "settlement" payment made to Davidson's 

client. 9 Based on my review of public sources, I have learned that Davidson's client is alleged to 

have had an extramarital affair with Donald Trump. On or about February 13,2018, Cohen made 

a public statement that "[i]n a private transaction in 2016, I used my own personal funds to 

facilitate a payment of$130,000 to [Davidson'S client]." 

d. Second, I know from my review of First Republic bank records that were scheduled 

by an FBI forensic accountant that after Cohen opened the Essential Consultants Account, Cohen 

received payments into that account from foreign· businesses and entities that do not reflect the 

stated client profile for the residential and commercial real-estate consulting services. Specifically, 

from my review of the Essential Consultants Account schedule and public sources, I know the 

following: 

i. Beginning on or about January 31,2017, Cohen began receiving monthly 

payments of $83,333 from an entity called Columbus Nova LLC, which were deposited into the 

Essential Consultants Account. According to public sources, Columbus Nova is an investment 

management firm controlled by Renova Group, an industrial holding company based in Zurich, 

Switzerland that is controlled by Russian national Viktor Vekselberg. From January 2017 to 

August 2017, the Essential Consultants Account received seven payments totaling $583,332.98 

from Columbus Nova LLC. 

9 Specifically, I have learned from my review of bank records that on or about October 26, 
2016, Cohen transferred $131,000 from a home equity line of credit account at First Republic to 
the Essential Consultants Account; on or about October 27, 2016, Cohen transferred $130,000 
from the Essential Consultant Account to an account held in the name of Davidson's law firm at a 
bank based in Los Angeles; and on or about November 1, 2016, a wire transfer in the amount of 
approximately $96,645 was made from Davidson's account to a bank account in the name of 
Davidson's client. 
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ii. Beginning on or about April 5, 2017, Cohen began receiving payments from 

N ovartis Investments, SARL, which I believe to be the in-house financial subsidiary of the Swiss 

pharmaceutical company Novartis International AG ("Novartis"). Between April 20 17 and January 

2018, the Essential Consultants Account received ten wire payments from a Swiss bank account 

held in the name of No v artis, each in the amount of $99,980, for a total of $999,800. 

iii. Beginning in or about April 20 17, the Essential Consultants Account started 

receiving wire payments from a bank account associated with the telecommunications company 

AT&T Inc. ("AT&T"). Specifically, on or about April 14, 2017, AT&T wired $100,000 to the 

Essential Consultants Account and, from in or about June 2017 to in or about January 2018, the 

Essential Consultants Account received nine $50,000 payments from AT&T. In total, AT&T wired 

$550,000 to the Essential Consultants Account. 

iv. On or about May 10,2017, June 9, 2017, July 10,2017, and November 27, 

2017, the Essential Consultants Account received four deposits in the amount $150,000 (totaling 

$600,000) from a bank account in South Korea. The account holder from which the money was 

sent is Korea Aerospace Industries Ltd. ("KAI"). KAI is a South Korea-based company that 

produces and sells fixed-wing aircraft, helicopter aircraft, and satellites to the United States 

Department of Defense, among other customers. 

v. On or about May 22, 2017, the Essential Consultants Account received a 

$150,000 deposit from an account at Kazkommertsbank, a Kazakhstani bank. The listed account 

holder at Kazkommertsbank was a second Kazakhstani bank namedBTA Bank, AO. A message 

accompanying the wire payment indicated that the payment was a "monthly consulting fee as per 

Inv BTA-101 DD May 10,2017 consulting agreement WIN DD 08 05 2017 CNTR WINDD 

08/05/2017." 
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a. On or about April 28, 2017, Cohen sent an email from the Cohen Account to an 

individual whom I believe is affiliated with KAI. In the email, Cohen attached a document 

purporting to be a "Consulting Agreement" between KAI and Essential Consultants dated as of 

about May 1,2017. The document indicates that Essential Consultants would render "consulting 

and advisory services, as requested" by KAI, and that KAI would pay Essential Consultants "a 

consulting fee of One Million Two Hundred Thousand ($1,200,000.00) US Dollars," disbursed 

through eight $150,000 installments between May 2017 and December 2017. 

b. On or about May 10,2017, Cohen sent an email from an alternate email address, 

copying the Cohen Account, to an employee of BTA Bank. To the email, Cohen attached an 

invoice to BTA Bank in the name of Essential Consultants. The invoice contemplated a $150,000 

payment to Essential Consultants for a "monthly consulting fee." 

c. On or about February 13,2017, Cohen emailed an AT&T employee from the Cohen 

Account what appears to be a consulting agreement, which contemplates that Essential Consultants 

"shall render consulting and advisory services to [AT&T]" and that AT&T would "advise [Essential 

Consultants] of those issues and matters with respect to which AT&T Services desires [Essential 

Consultants]' s assistance and advice." The contract calls for AT&T "to pay the Consultant for his 

services ... a consulting fee of Fifty Thousand ($50,000) Dollars ... per month." Based on my 

review of reports of interviews with AT&T employees, I have learned that AT&T retained Cohen 

to consult on political issues, including net neutrality, the merger between AT&T and Time Warner, 

and tax reform. 

d. Onor about January 17,2017, Cohen emailed to a representative ofNovartis from 

the Cohen Account a contract between Novartis and Essential Consultants, which provides that 

Essential Consult1:ints will "provide consulting and advisory services to Novartis on matters that 
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Account in which Getzel wrote that "[a]ttached is a draft of the new PFS as of September 30, 2017" 

and attached a draft of the September 2017 Financial Statement. The draft statement reflected that 

as of September 30, 2017, Cohen had only $1,250,000 in cash, total assets of approximately 

$33,430,000 (comprised of taxi medallion interests, real estate interests, and his personal residence 

and property), and liabilities of approximately $45,630,000, leaving him purportedly over $12 

million in debt. In the same email, Getzel questioned Cohen, in sum and substance, about the fact 

that the financial statement did not list any assets associated with eithe:r the Essential Consultants 

Account or the MDC&A Account: "[w]e did not add any value for you[r] two operating entities

Michael D. Cohen & Associates POC [sic] and Essential Consultants LLC. Please advise whether 

or not these should be disclosed and what value." 

c. On or about October 6, 2017, Cohen called Getzel by telephone-which is reflected 

on toll records for Cohen's cellphone-and told Getzel, in sum and substance, not to include 

Essential Consultants or MDC&A in the September 2017 Financial Statement because they had no 

value. 

d. On or about October 6, 2017, following the call with Getzel, Cohen, using the Cohen 

Account, responded to Getzel's email with the answer "[l]ooks good to me." Cohen never directed 

Getzel to make any changes to his cash position as listed in the September 2017 Financial 

Statement. Neither Essential Consultants nor MDC&A was listed on the September 2017 Financial 

Statement that was provided to Sterling. 

19. Based on the foregoing, and from my review of bank records and emails sent by Cohen 

to Sterling, I know that the September 2017 Financial Statement made no mention whatsoever of 

assets that Cohen held in the Essential Consultants Account or the MDC&A Account. As of 

September 30, 2017-the date of the September 2017 Financial Statement-Cohen had 
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approximately $673,729.95 in the Essential Consultants Account and $248,619.28 in the MDC&A 

Account. As of October 6, 2017, the date when Getzel asked Cohen about the two accounts, Cohen 

had approximately $823,709.95 in the Essential Consultants Account and $248,619.28 in the 

MDC&A Account. 

Cohen Understated His Available Cash 

20. In addition to withholding the existence of the Essential Consultants Account and the 

MDC&A Account from Sterling and Melrose, it appears that Cohen also substantiaily understated 

his available cash and cash equivalents in his financial disclosures. Specifically, I know from my 

review of the September 2017 Financial Statement that Cohen provided to Sterling that Cohen 

represented that he had $1,250,000 in cash as of September 30, 2017. But, from my review of a 

summary of bank records that were scheduled by an FBI forensic accountant, I have learned that 

Cohen had over $5,000,000 in cash and cash equivalents as of September 30, 2017. Specifically, 

from my review of the account schedule and bank records, I have learned the following: 

a. Cohen has three checking and/or savings accounts at Capital One Bank, one of 

which is in his wife's name. As of September 30, 2017, Cohen had $1,105,680.35 in his savings 

account, and $1,262,982.29 in total in the three accounts at Capital One Bank. 

b. Cohen has three accounts at Morgan Stanley in his name. As of September 30, 

2017, the combined total in cash and cash equivalents in those three accounts was $1,270,600.41. 

c. As of September 30, 2017, Cohen had $260,689.18 in an account at Signature Bank. 

d.Jn addition to the Essential Consultants Account and MDC&A Account at First 

Republic, Cohen also had two joint checking accounts with Laura Cohen at First Republic. In total, 

as of September 30, 2017, Cohen had at least $1,876,209.27 in total in his four accounts at First 

Republic. 

28 
02.28.2018 



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 29 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 30 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 31 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 32 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 33 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 34 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 35 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 36 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 37 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 38 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 39 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 40 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 41 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 42 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 43 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 44 of 67



Case 1:18-cr-00602-WHP   Document 48-3   Filed 07/18/19   Page 45 of 67

privilege. When appropriate, the procedures will include use of a designated "filter team," separate 

and apart from the investigative team, in order to review potentially privileged communications 

and detennine which communications to release to the investigation and prosecution team. 

IV. Request for Non-Disclosure and Sealing Order 

38. The existence and scope of this ongoing criminal investigation are not publicly known. 

As a result, premature public disclosure of this affidavit or the requested warrants could alert 

Cohen that he is under investigation, causing him to destroy evidence, flee from prosecution, or 

otherwise seriously jeopardize the investigation. ill particular, based on my experience 

investigating white collar cases, including cases featuring documents such as agreements, drafts 

of agreements, notes of conversations, and other documentary evidence, premature disclosure of 

an investigation may cause the target of the investigation to attempt to destroy or conceal such 

evidence. In addition, as also set forth above, Cohen uses computers and electronic 

communications in furtherance Of his activity and thus could easily delete, encrypt, or otherwise 

conceal such digital evidence from law enforcement were he to learn of the Government's 

investigation. See 18 U.S.C. § 2705(b)(3). Cohen also appears to have the fmancial means that 

would facilitate his flight from prosecution. See 18 U.S.C. § 2705(b)(2), (5). 

39. Accordingly, there is reason to believe that, were the Providers to notify the subscriber 

or others of the existence of the warrant, the investigation would be seriously jeopardized. 

Pursuantto 18 U.S.C. § 2705(b), Itherefore respectfully requestthatthe Court direct the Providers 

not to notify any person of the existence of the warrant for a period of 180 days from issuance, 

subject to extension upon application to the Court, ifnecessary. 

40. For similar reasons, I respectfully request that this affidavit and all papers submitted 

herewith be maintained under seal until the Court orders otherwise, except that the Government 

be pennitted without further order of this Court to provide copies of the warrant and affidavit as 
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2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is hereby ordered that the Provider shall not disclose the 

existence of this Warrant and Order to the listed subscriber or to any other person for a period of 

180 days from the date of this Order, subject to extension upon application to the Court if 

necessary, except that Provider may disclose this Warrant and Order to an attorney for Provider 

for the purpose of receiving legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on the Provider; provide copies of the Affidavit or Warrant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

(dr L.f(~\r 
Date Issued 

02.28.2018 
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ORABLEGAB 

'efUnited St\lte3 M. ate Judge 
Southern District of New York 
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number, alternate email addresses, registration IP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Account, 

including any IP logs or other records of session times and durations. 

e. Customer correspondence. All correspondence with the subscriber or others associated 

with the Subject Account, including complaints, inquiries, or other contacts with support services 

and records of actions taken. 

f. Preserved or backup records. Any preserved or backup copies of any of the foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

III. Review of Information by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical experts under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of violations of18 U. S. C. § § 3 71 (conspiracy to commit offense or to defraud 

the United States), 1005 (false bank entries); 1014 (false statements to a fmancial institution), 1343 

(wire fraud), and 1344 (bank fraud), including the following: 

a. Communications, records, documents, and other files necessary to establish the identity 

of the person(s) who created or used the Subject Account; 

b. Communications, records, documents, and other files involving Sterling National 

Bank,Melrose Credit Union, and/or taxi medallions; 

c. Communications, records, documents, and other files involving a plan, proposal, or 

agreement for Michael D. Cohen and/or entities associated with him to transfer any interest in taxi 
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IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect ~vidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 
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electronic transmission or any other means through which the Provider is capable of accepting 

service. 

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is hereby ordered that the Provider shall not disclose the 

existence of this Warrant and Order to the listed subscriber or to any other person for a period of 

180 days from the date of this Order, subject to extension upon application to the Court if 

necessary, except that Provider may disclose this Warrant and Order to an attorney for Provider 

for the purpose of receiving legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Mfidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on the Provider; provide copies of the Affidavit or Warrant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

02.28.2018 

Time Issued " I,',:' . 

).cJ£:"':.01 
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.NO~~~LBGA~~~. GORE-N-S-TE-IN
ChIef UmtedStat~s }t1aglstrate Judge 
Southern DistricfQfNew York 
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number, alternate email addresses, registration IP address, account creation date, account status, 

length of service~ types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Account, 

including any IP logs or other records of session times and durations, limited to items sent, 

received, or created between December 1, 2014 and the date of this warrant, inclusive. 

e. Customer correspondence. All cOlTespondence with the subscriber or others associated 

with the Subject Account, including complaints, inquiries, or other contacts with support services 

and records of actions taken, limited to items sent, received, or created between December 1, 2014 

and the date ofthis walTant, inclusive. 

f. Search History. All search history and/or web history associated with the Subject 

Account, limited to items sent, received, or created between December 1,2014 and the date of this 

. walTant, inclusive. 

g. Associated content. All Google Docs, files maintained on Google Drive, and instant 

messages or Gchats associated with the Subject Account, limited to items sent, received, or created 

between December 1,2014 and the date of this walTant, inclusive. 

h. Preserved or backup records. Any preserved or backup copies of any ofthe foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

III. Review of Information by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical experts under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of vio lations of18 U. S. c. § § 3 71 (conspiracy to commit offense or to defraud 
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institution; the nature of any business or entity associated with an account at a financial institution; 

the source of funds flowing into an account; or the purpose or nature of any financial transactions 

involving that financial institution; 

h. Evidence indicating how and when the Subject Account was' accessed or used, to 

determine the geographic and chronological context of account access, use, and events relating to 

the crimes under investigation and to the account owner; and 

i. Evidence indicating the Subject Account owner's intent as it relates to the Subject 

Offenses under investigation. 

IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 

4 
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number, alternate email addresses, registration IP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Accounts, 

including any IP logs or other records of session times and durations. 

e. Customer correspondence. All correspondence with the subscriber or others associated 

with the Subject Accounts, including complaints, inquiries, or other contacts with support services 

and records of actions taken. 

f. Search History. All search history and/or web history associated with the Subject 

Accounts. 

g. Associated content. All Google Docs, files maintained on Google Drive, 'and instant 

messages or Gchats associated with the SubjectAccounts. 

h. Preserved or backup records. Any preserved or backup copies of any of the foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

III. Review of Information by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical, experts under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities 0.fvio1ations of 18 U.S.C. § § 371 (conspiracy to commit offense or to defraud 

the l}nited States), 1005 (false bank entries); 1014 (false statements to a fmancialinstitution), 1343 

(wire fraud), and 1344 (ballie fraud), including the following: 

a. Communications, records, documents, and other files necessary to establish the identity 

of the person(s) who created or used the Subject Accounts; 
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IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 
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2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is hereby ordered that the Provider shall not disclose the 

existence of this Warrant and Order to the listed subscriber or to any other person for a period of 

180 days from the date of this Order, subject to extension upon application to the Court if 

necessary, except that Provider may disclose this Warrant and Order to an attorney for Provider 

for the purpose of receiving legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on the Provider; provide copies of the Affidavit or Warrant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

[0 :Gt~~' 

Time IsSU~ l}D ) p IJ 
A/' ~-- \A~ 
,...... I ~~ , 

ORABI~E GABFJr~. GORENSTEIN . ",-... ,--,,,,,-
hiefUnited States M,agistrate Judge 

Date Issuea 

Southern District of New York 
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received between the opening of the Cohen MDCPC Account1 and November 13, 2017. This 

warrant, which is numbered 17-mj-00854, is attached as Exhibit C (the "Cohen MDCPC 

Warrant") . 

5. The SCQ has since referred certain aspects of its investigation into Cohen to the 

USAQ, which is working with the FBI's New York Field Qffice. As part of that referral, on or 

about February 8, 2018, the SCQ provided the USAQ with all non-privileged emails and other 

content information obtained pursuant to the SCQ Warrants. A filter team working with the SCQ 

had previously reviewed the e-mails produced pursuant to the SCQ Warrants for privilege. 

6. These emails are contained on the Subject Device, which is particularly described 

as a black and red USB drive with a white label that says "Tracking #: 180208140208." That is, 

the Subject Device contains the emails and other content information obtained pursuant to the SCQ 

Warrants, less any emails that were screened and removed by the SCQ's privilege team. 

7. The Subject Device is presently located in the Southern District of New York. 

C. The Subject Offenses 

8. The affidavits in support of the SCQ Warrants describe evidence of several 

different courses of conduct by Cohen, including, among other things, false statements to financial 

institutions relating to the purpose of an account he opened in the name of Essential Consultants 

LLC and the nature of funds flowing into that account, and activities undertaken by Cohen on 

behalf of certain foreign persons or foreign entities without having registered as a foreign agent. 

The SCQ Warrants accordingly define the evidence to be seized by reference to subject offenses 

1 Based on my review of this warrant and the affidavit in support of it, I know that the warrant did 
not specify a time period, but the affidavit indicated that, pursuant to court order, the service 
provider had provided non-content information for the Cohen MDCPC Account that indicated that 
the account contained emails from the approximate period of March 2017 through the date of the 
warrant. 

4 
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and specific categories of information related to these courses of conduct. The subject offenses in 

the SCO Warrants are summarized as follows: 

Exhibit Warrant Subiect Offenses in Prior Warrant 
A First Cohen Gmail 18 U.S.c. §§ 1014 (false statement to [mancial institution), 1956 (money 

Warrant laundering), 951 (acting as an unregistered foreign agent), and 22 U.S.C. 
§§ 611 et seq. (Foreign Agents Registration Act ("FARA")) 

B Second Cohen Gmail 18 U.S.C. §§ 1014 (false statement to financial institution), 1343 (wire 
Warrant fraud), 1344 (bank fraud), 1956 (money laundering), 951 (acting as an 

unregistered foreign agent), and 22 U.S.C. §§ 611 et seq. (FARA) 
C Cohen MDCPC Warrant 18 U.S.C. §§ 1014 (false statement to financial institution), 1343 (wire 

fraud), 1344 (banle fraud), 1956 (money laundering), 951 (acting as an 
unregistered foreign agent), and 22 U.S.C. §§ 611 et seq. (FARA) 

---"'-~--------------'-------------'-- - ----_. --- ----_._- . ---~-- -~.- ---

9. Based on my participation in this investigation, including my review of documents 

obtained pursuant to subpoena and court order, my conversations with witnesses and review of 

reports of conversations with witnesses, and my review of publicly available information, I have 

learned of additional conduct by Cohen, described below, which was not described in the affidavit 

seeking the First Cohen Gmail Warrant and was described briefly in the affidavits seeking the 

Second Cohen Gmail Warrant and the Cohen MDCPC Warrant.2 

10. I am therefore requesting authority to expand the search of the non-privileged e-

mails obtained pursuant to the SCO Wan-ants, as contained on the Subject Device, for evidence 

related to this additional conduct. As set forth below, in addition to the c'ategories of evidence 

already described in the SCO Warrants, there is probable cause to believe that the Subject Device 

contains evidence of violations of18 U.S.C. § 371 (conspiracy to defraud the United States), 1005 

(false bank entries), 1014 (false statements to a fmancial institution), 1343 (wire fraud), and 1344 

(bank fraud) (collectively, the "Subject Offenses"), related to the additional conduct described 

below.3 

2 I do not base this applicati~n on my review of emails obtained pursuant to the SCO Warrants. 

3 The SCO Warrants cite many ofthe same statutes as subject offenses and describe categories of 
information that likely encompass evidence of the additional conduct described herein. 

5 
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d. On or about February 22,2017, the Cohen Gmail AccountS sent an email to 

a Sterling employee ("Sterling Employee-2") stating that he "agreed to pay down 1 million from 

the loan amount." See id ~ 14(g). 

e. On or about June 8, 2017, Cohen emailed Sterling Employee-1 from the 

Cohen Gmail Account, attaching a Sterling personal financial statement form that had been filled 

out by hand, which referenced a statement of financial condition, dated May 1,2017 (the "May 

2017 Financial Statement"), that was also attached. See id ~ 14(i). 

f. On or about October 5, 2017, Cohen, using the Cohen Gmail Account, re-

sent Sterling Employee-2 a copy of his May 2017 Financial Statement. A day later, on October 6, 

2017, Cohen; using the Cohen Gmail Account, emailed Sterling Employee-2 a statement of 

fmancial condition, dated September 30,2017 (the "September 2017 Financial Statement"). See 

id ~ 14(m). The September 2017 Financial Statement omitted assets that Cohen held in certain 

bank accounts and substantially understated his available cash and cash equivalents. See id. ~~ 

19-20. 

g. It appears that Cohen set up the Cohen MDCPC Account to receive emails 

he was previously receiving at the Cohen Gmail Account. On or about May 5, 2017, Cohen sent 

an email from the Cohen MDCPC Account to a blind copy list of recipients, stating that "[d]ue to 

the overwhelming volume of phone calls and emails coming into my previous cellular number 

and e-mail address, I have elected to create for Clients Only the following. Kindly use this new 

S As noted in n.2, supra, I do not base this application on my review of emails obtained pursuant 
to the SCO Warrants. Where the content of emails sent from or received by the Cohen Gmail 
Account and/or the Cohen MDPC Account are described herein, my description is based on copies 
of these emails produced by third parties pursuant to subpoena or otherwise. 
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e. Evidence indicating the owner of the Subject Accounts' intent as it relates to the 

Subject Offenses under investigation. 

2 
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Exhibit A 
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ATTACHMENT B 

I. Information to be disclosed by Google 

To the extent that the information described in Attachment A is within the possession, 

custody, or control of the Google (hereinafter "the Provider"), regardless of whether such 

information is stored, held or maintained inside or outside of the United States, and including any 

emails, records, files, logs, or information that have been deleted but are still available to the 

Provider, the Provider is required to disclose the following information to the government for each 

=.=2C:=--=--=--:-::= __ aeeountorC::identifier=listed"in-Attachment,A: _ . 

a. The contents of all eniails associated with the account, including stored or preserved 

copies of emails sent to and from the account, draft emails, the source and 

destination addresses associated with each email, the date and time at which each 

email was sent, and the size and length of each email; 

b. All records or other information regarding the identification of the account, to 

include full name, physical address, telephone numbers and other identifiers, 

records of session times and durations, the date on which the account was created, 

the length of service, the IP address used to register the account, log-in IP addresses 

associated with session times and dates, account status, alternative email addresses 

provided during registration, methods of connecting, log files, and means and 

source of payment (including any credit or bank account number); 

c. The types of service utilized; 

d. All records or other information stored at any time by an individual using the 

account, including address books, contact and buddy lists, calendar data, pictures, 

and files; 

e. All records pertaining to communications between the Provider and any person 

regarding the account, including contacts with support services and records of 

actions taken; and other identifiers, records of session times and durations, the date 

on which the account was created, the length of service, the types of service utilized, 

the IP address used to register the account, log-in IP addresses associated with 

.session times and dates, account status, alternative e-mail addresses provided 

2 
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during registration, all other user names associated with the account, all account 

names associated with the subscriber, methods of connecting; 

f. All search history or web history; 

g. All records indicating the services available to subscribers of the accounts; 

h. All usernames associated with or sharing a login IP address or browser cookie with 

the accounts; 

i. All cookies, including third-party cookies, associated with the user; 

j. All records that are associated with the machine cookies associated with the user; 

k. All telephone or instrument numbers associated with the Account (including MAC 

addresses, Electronic Serial Numbers ("ESN"), Mobile Electronic Identity 

Numbers ("MEIN"), Mqbile Equipment Identifier ("MElD"), Mobile Identification 

Numbers ("MIN"), Subscriber Identity Modules ("SIM"), Mobile Subscriber 

Integrated Services Digital Network Number ("MSISDN"), International Mobile 

Subscriber Identifiers ("IMSI"), or International Mobile Equipment Identities 

("IMEI"). 

II. Information to be Seized by the Government 

All information described above in Section I that constitutes evidence, contraband, fruits, 

and/or instrumentalities of violations of 18 U.S.C. § 1014 (false statements to a financial 

institution) and 18 U.S.C. § 1956 (money laundering), as well as 18 U.S.C. § 95] (acting as an 

unregistered foreign agent) and the Foreign Agents Registration Act ("FARA"), 22 U.S.C. § 611 

et seq., involving Michael Dean Cohen and occurring on or after January 1,2016, including, for 

each account or identifier listed on Attachment A, information pertaining to the following matters: 

a. Communications, records, documents, and other files involving Essential 

Consultants, LLC; 

b. Communications, records, documents, and other files involving Bo and Abe Realty, 

LLC; 

c. Communications, records, documents, and other files that false representations to a 

financial institution with relation to intended the purpose of an account or loan at 

that financial institution; the nature of any business or entity associated with an 
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account a financial institution; the source of funds flowing into an account; or the 

purpose or nature of any financial transactions involving that financial institution; 

d. Records of any funds or benefits received by or offered to Michael Dean Cohen by, 

or on behalf of, any foreign government, foreign officials, foreign entities, foreign 

persons, or foreign principals; 

e. Communications, records, documents, and other files that reveal efforts by Michael 

Dean Cohen to conduct activities on behalf of, for the benefit of, or at the direction 

of any foreign government, foreign officials, foreign entities, foreign persons, or 

f. Evidence indicating how and when the account was accessed or used, to determine 

the geo graphic and chronological context of account access, use, and events relating 

to the crimes under investigation and to the account owner; 

g. Evidence indicating the account owner's state of mind as it relates to the crimes 

under investigation; 

h; The identity of the person(s) who created or used the account, including records 

that help reveal the whereabouts of such person(s); and 

L The identity of any person(s)-including records that help reveal the whereabouts 

of the person(s)-who communicated with the account about any matters relating 

to activities conducted by Michael Dean Cohen on behalf of, for the benefit of, or 

at the direction of any foreign government, foreign officials, foreign entities, 

foreign persons, or foreign principals. 
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AD 93 (Rev. 11/13) Search and Seizure Warrant (Page2) 

Return 

Case No.: Date and time warrant executed: ,Copy of warrant and inventory left with: 

Inventory made in the presence of: 

Inventory of the property takeri and name of any person(s) seized: 

~-~_ ==-.. -_' __ -.---:-:::--=-c'--'---,---~._-----·- ,=-=.--.--c-::-'---. --- 'C---:::;;C. -_-_ .-_-_ _ -_:::-c-=:-c,-=:=---··-·----.. -_.-._-_--_.-.·_-_=:::-=-=-=_-== :c--:c=c--===-:c-==_ =-_-_.-----.---- -·----1_-_-__ -_-__ ,-.-_,= .. , ,,=,,' 

Certification 

I declare under penalty of perjUry that this inyentOlY is correct and was returned along with the original warranttOthe 
designated judge. ' 

Date: 
Executiilg officer's sigl1ature 

Prfliied nal1ie and iiile 
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ATTACHMENT B 

I. Information to be disclosed by Google 

To the extent that the infonnation described in Attachment A is within the possession, 

custody, oi' control of the Google (hereinafter "the Provider"), regardless of whether suoh 

information is stored, held or maintained inside or outside ofthe United States, and including any 

emails, records, files, logs, or information that have been deleted but are still available to the 

Provider, the Provider is required to disclose the following information to the government for each 

account or identifier listed in Attachment Ai 

a, . The contents of all emails associated with the acoount, including stored or preserved 

copies of emails sent to and from the account, draft emaiIs, the source arid 

destination addresses associated with each email, the date and time at which each 

email was sent, and the size and length of each email; 

b. All records or other information regarding the identification of the account, to 

include full name, physical address, telephone nUlnbers and other identifiers, 

records of se~sion times and durations, the date on which the account was created, 

the length of service, the IP address used to register the account, log~in IP addresses 

associated with session times and dates, account status, alteniative ema.il addresses 

provided during registration, methods of connecting, log files, and means anc;I 

soutce ofpaymeilt (including arty credit or bank account number); 

c. The types of service Litilized; 

d. All records or other infonnation $tored at any tim:e by an individual using the 

ac:count, including address books, contact and buddy lists, calendar data, pictures, 

and files; 

e. All records pertaining to commlinications between the Pl'ovider and any pyrson 

regarding the account, inoluding contacts with support services and records of 

actions taken; and other identifiers., l'ecorqs of session titnes and durations, the date 

on which the account was created, the length of service, the types of service utilized, 

the IP address used to register the account, log-in IP addresses associated with 

session times and dates, account status, alternative e-mail addresses provided 

during registration, aU other user names associated with the account, all account 

names associated with the subscriber, methods of connecting; 
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~" 

f. All search history or web history; 

g. All records indicating the services available to subscribers of the accounts; 

h. Ali useroames assodated with or sharing a login IP atldress or brow~;er cookie with 

the accounts; 

1. All cookies, including third-party cookies, as.sociated with the user; 

j. All records that are ass.ociated with the machine cookies associated with the user; 

and 

k. All telephone or instrument numbers associated with the Account (including MAC 
~.,------

acldresses, Electronic· serraf Nl.llnbers- ("ESN"), -Mobile1:tlectronic Identit)r- -- -- . ----

Numbers ("MEIN"), Mobile Equipment Identifier ("MElD"), Mobile Identification 

Numbers C'MIN"), Subscriber Identity Modules ("S 1M") , Mobile Subscriber 

Integrated Services Digital Network Number ("MSISDN"), International Mobile 

Subscriber Identifiers (aIMS I"), or International Moljile Equipment Identities 

(I'IMEI"). 

II. Information to be Seized by the Government 

All information described above in Section I that constitutes evidence, contraband, fruits, 

andlor instrumentalities of violations of 18 U.S.C. § 10J4 (false statements to a financial 

institution), 18 U.S.C. § l343 (wire fraud), 18 U.S.C. § 1344 (bank fraud), and 18 U.S.C. § 1956 

(money laundering), as well as 18 U.S.C. § 951 (acting as an unn~gistered foreign agent) and the 

Foreign Agents Registration Act ("FARA"), 22 U.S.C. § 611 et seq., involving Michael Dean 

Cohen and occurring on or after June 1, 2015, including, for each account or identifier listed on 

Attachment A, information pertaJning to the following matters: 

a. Communications, records, documents, and other files involving Essential 

Consl)ltants, LLC; 

b. Communications, records, documents, and other files that false representations to a 

financial institution with relation to intended the pvrpose of an accol.mt or loan at 

that financial institution; the nature of any bushtess or entity associated with an 

.account a financial institution; the source of funds flowirig into an accol,lnt; or the 

purpose or nature of any financial transactions involving that financial institution; 
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c. Records of any funds ai' benefits received by or offered to Michael Dean Cohen by, 

or oil behalf of, any foreign government, foreign offiCials, foreign entities, foreign 

persoils, or foreign principals; 

'd. Communications, records, documents; and other files that reveal efforts by Michael 

Dean Cohen to conduct activities on behalf of, for the benefit of, or at the direction 

of any foreign government, foreign officials, foreign entities, foreign persons, or 

foreign principals; 

e. Evidence indicating how and when the account was accessed or used, to detelmine 

...... -- -l:lie-geograpliic ana-diionologital contexfOf accounf access; use; aiideveilts-rela:ting ----------.. -.. _=,---,.-:.-

to the cl'imes under investigation and to the. account bWiler; 

f. Evidence indicating the account ownet'sstate of mind ,~l.I3 it relates to the crimes 

under investigation; 

g. The identity of the person(s) who created or used the account, including records 

that help reveal the whereabouts of such person(s); and 

h. The identity of any person(s)~including records that help reveal the whereabouts 

of the person(s)-who communicated with the account about any matters relating 

to activities conducted by Michael Dean Cohen on behalf of; for the benefit of, or 

at the direction of any foreign government, foreign officials, foreign entities, 

foreign persons, at foreign principals. 

III. Review Protocpls 

Review of the items described in Attachment A and Attachment B shall be conducted 

pursuant to established procedures designed to collect evidence in a manner consistent with 

professional responsibility requirements concerning the ma:interiance of attotney~cUent and other 

operative privileges. When appropriate, the procedures shall include use of a de~ignat~d "filter 

team/' separate and apart fl'Om the investigative team, in otder to address potential priviieges. 
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Exhibit C 



Case 1:18-cr-00602-WHP   Document 48-4   Filed 07/18/19   Page 29 of 105



Case 1:18-cr-00602-WHP   Document 48-4   Filed 07/18/19   Page 30 of 105

AO 93 (Rev. 11113) Search and Seizure Warrant (Page 2) 

1,.l.eturn 

Case No.~ Di:\te and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of: 

rnventory oIthe property fakeh and name of any person(s) seized: 

~---~ -~ _-~~~-_-~~~~::-~_-~~-~~ ~ccc=:~=-::c~-=~:-~ ~~~~-_ -_ -~_-~ -~~ ~-~ ~-~ -~~~-_- --~-~-==-~:-::~=~c=~=~:-:-~ =:c== --~ ~-_~~-_ -:-~-_~ -:c~~-~_~-~_~:-~ _ ~-_~ ~=-~ --~~~:==-~~_=-~ ~~~~~-~ ~-~~~~~~--~~~~~~ -~~ -~-~~-~~~~~~- -~~ -I~-~---~-~:·j~: 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned ~long with the original warrant to the 
designated judge. 

Date: 
Executing officer's Sfw?atl!re 

Printed name and title 
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ATTACHMENT B 

I, Information to be disclosed by 1&1 

To the extent that the infOlmation described in Attachment A is within the possession, 

custody, 01: control of the 1&1 (hereinafter "the "provlqer"), t({gardless of whether suoh information 

is stored, held or maintained inside or outside of the United States, and including any em ails , 

records, files, logs, or information that have been deleted but are still available to the Provider, the 

Provider is required to disclose the following infonnation to the government for each account or 

identifier listed'in Attachment A: =--c-====== cc===,=_=,,:,:,:,~,'.=-,_ ._,. ---~--=,_==-=",=_'~:-::-==--:::-===::-_~' --' -:-=---==-===::-:-==-.::..:c 

a. The contents of all emails associated with the account, including stored or preserved 

copies of emails sent to and from the account, draft emails, the source and 

destination addresses associated with each email, the date and time at which each 

email was sent, and the size and length of each email; 

b. All records or other information regarding the identification of the account, to 

include full name, physical address, telephone numbers and other identifiers, 

records of session times and durations, the date on which the aC.count was created, 

the length of service, the IP address used to register the account, log-in IP addresses 

aSs9ciated with session times and dates, account status, alternative email addresses 

provided. during registtation, n1ethods cif connecting, log files, and means and 

source of payment (including any creditor bank account number); 

c. The types of service utilized; 

d. All records or other information stored at any time by an individual using the 

account, including address books, contact and buddy lists, caIendar data, picture~, 

and files; 

e. All records pertaining to communications between the Provider and any person 

regarding the account, including contacts with support services and records of 

actions taken; and other identifiers, records of se&,sjoh times and diltations, the date 

on which the account was created, the length of service, the types ofs~rvice utilized, 

the IP address used to register the account, iog~iii IP addresses assooiated with 

session tin1es and dates, account status, alternative e-mail aqdress~s provided 

during I'egisti'ation", all other user names associated with the account, all account 

names associated with the subscriber, methods ofconnecting~ 
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f. 

g. 

h. 

i. 

j. 

k. 

All search history or web history; 

All records indicating the services available to subscribers of the accounts; 

All usernames associat~d with or sharing a iogiri IP address or browser cookie with 

the acc:oun~s; 

All cookies, including third-party cookies, associated with the user; 

Alll'ecords that are associated with the machine cookies associated with the user; 

and 

All telephone or instrument numbers assooiated with the Account (inCluding MAC 

addresses, Electronic Serial Numbers ("ESN"), Mobile Electronic Identity 

Numbers C1MEIN"), Mobile Equipment Identifier ("MEID"), Mobile Identification 

Numbers ("MIN"), Subscriber Identity Modules ("SIM"). Mobile Subscriber 

Integrated Services Digital Network Number ("MSISDN"), International Mobile 

Subscriber Identifiers ("IMSI"), or International Mobile Equipment Identities 

(,'IME!"). 

II. Information 1;0 be Seized by the Government 

All information described above in Section I that constitutes evidence, contraband, fruits, 

and/or instrumentaJities of violations of 18 U.S.C. § 1014 (false statements to a financial 

institution),.18 U.S.C. § 1343 (wire fraud), 18 U.S.C. § 1344 (bank fraud), and 18 U.S.C. § 1956 

(money laundering), as well as 18 U.S.C. § 951 (acting as an unregistered foreign agent) and the 

Foreign Agents Registration Act ("FARA"), 2? U.S.C. § 611 et seq., involving Michael Dean 

Cohen, including, for each acoount or identifier listed on Attachment A, information pertaining to 

the following matters: 

a. Communications, records, doouments, and other files involving Essential 

Consultants, LLC; 

b. Communications, records, documents, and other files that false representations to a 

financial institution with relation to intended the purpose of ahaccount or loan at 

that financial institution; the li.aWre of any business. or entity associated with an 

accol)nt a financial institution; the SOl)rce of funds flowing into an account; or the 

purpose or nature of any financial transactions involving that financial institution; 
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-------------------- --.~-- - ---- ,,- -'- -,--. ---_. ----

c. Records of any funds or benefits received by or offered to Michael Dean Cohen by, 

or on behalf of, any foreign government, foreign officials, foreign entities, foreign 

persons, or foreign principals; 

d. Communications, records, docwnents, and other files that revealeffOlts by Michael 

Dean Cohen to conduct activities on behalf of, for the benefit of, or at the direction 

of any foreign government, foreign officials, foreign entities, foreignpel'sons, or 

foreign principals; 

e. Evidence indicating how and when the account was accessed or used, to determine 

. ... the·geographic and 6h~onoToglca[corrtext ~faocountaccess; l.ISe, and events rei~tf;i·~-

to the crimes under investigation and to the accolint owner; 

f. Evidence indicating the account owner's state of lllind as it relates to the crimes 

under investigation; 

g. The identity of the person(s) who created or used the account, including records 

that help reveal the where.abouts of such person(s); and 

h. The identity of any person(s)-including records that help reveal the whereabouts 

of the person(s)-who communicated with the account about any matters relating 

to activities conducted by Michael Dean Cohen on behalf of, for the benefit of, or 

at the direction of any foreign goYenuuent, foreign officials, foreign entities, 

foreign persons, or foreign principals. 

III. Review Protocols 

Review of the items described in Attachment A and Attachment B shall be conducted 

pursuant to established procedUres designed to collect evidence in a manner consistent with 

professional responsibility reqqirements concerning the maintenance of attorney-client and other 

operative privileges. When appropriate, the procedures shall inclUde USe of a designated "filter 

team," separate and apart from the investigative team, jn order t.o address poteiltiaI privileges. 

4 



Case 1:18-cr-00602-WHP   Document 48-4   Filed 07/18/19   Page 35 of 105

Exhibit D 
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indefinitely. Even if the subscriber deletes the email, it may continue to be available on the 

Provider's servers for a certain period 6ftime. 

11. Address book. The Providers also allow subscribers to maintain the 

equivalent of an address book, comprising email addresses and other contact information of other 

email users. 

111. Subscriber and billing information. The Providers collect and maintain 

·c-c.=.-=:..c-~·=-~==(t)ll1iQallY=1JlJY~rifi~d):iden1i£yiJ1g~infQJ111atiQ11.-~QQuj;&a.ch-lmQ.E;<:,riQer,i11.Q1.l!<:ling,~fQ.r-~:lC_mnpl~l-name,=-===:-===::.,,: 

usemame, address, telephone number, and alternate email addresses. The Providers also maintain 

records concerning the date on which the account was created, the Internet protocol ("IP") address 

of the user at the time of account creation, the current status of the account (e.g., active or closed), 

the length of service, and the types of services utilized by the subscriber. Additionally, for paying 

subscribers, the Providers maintain records of the subscriber's means and source of payment, 

including any credit card or bank account number. 

iv. Transactional information. The Providers also typically retain certain 

transactional information about the use of each account on its system. This information can include 

records oflogin (i.e., session) times and durations and the methods used to connect to the account 

(such as logging into the account through the Providers' website). 

v. Customer correspondence. The Providers also typically maintain records 

of any customer service contacts with or about the subscriber, including any inquiries or 

complaints concerning the subscriber's account. 

VI. Search history. Google and Oath also typically maintain records of any 

search history or web history associated with the subscriber's account. 
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VB. Associated content. Google also typically maintains content and records 

relating to the following applications that are associated with its e-mail accounts: (A) "Google 

Docs," which provides document-editing software that can be used to create, share, store, and 

manage documents online; (B) "Google Drive," which enables users to store files on Google 

servers, where they can be accessed remotely by the user and others; and (C) "Gchat" or "Instant 

Messenger," which provides a chat interface through which users can communicate with each 

.. otheK::.in=teabtil1J."y,=Qqth=[lls!L.,twjcl:ln~7}lla:intaiIl§'= cOllj:ellt~l:IllQ.,.r~~Q:t;d§c:,!'~Latmg=t()=AQL=msj:[lllt==_~.===:=.~==:=:. 

message, which provides a chat interface through which users can communicate with each other 

in real time. 

Vlll. Preserved and backup records. The Providers also maintain preserved 

copies of the foregoing categories of records with respect to an account, for at least 90 days, upon 

receiving a preservation request from the Government pursuant to 18 U.S.C. § 2703(f). The 

Providers may also maintain backup copies of the foregoing categories of records pursuant to its 

own data retention policy. 

D. Jurisdiction and Authority to Issue Warrant 

5. Pursuant to 18 U.S.C. §§ 2703(a), (b)(l)(A) & (c)(l)(A), the Government may require 

a provider of an electronic communications service or a remote computing service, such as the 

Providers, to disclose all stored content and all non-content records or other information pertaining 

to a subscriber, by obtaining a wan-ant issued using the procedures described in the Federal Rules 

of Criminal Procedure. 

6. A search wan-ant under § 2703 may be issued by "any district court of the United States 

(including a magistrate judge of such a cOUli)" that "has jurisdiction over the offense being 

investigated." 18 U.S.C. § 2711(3)(A)(i). 
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7. When the Government obtains records under § 2703 pursuant to a search warrant, the 

Government is not required to notify the subscriber of the existence of the warrant. 18 U.S.C. 

§ 2703(a), (b)(1)(A), (c)(2) & (3). Additionally, the Government may obtain an order precluding 

the Provider from notifying the subscriber or any other person of the warrant, for such period as 

the Court deems appropriate, where there is reason to believe that such notification will seriously 

jeopardize an investigation. 18 U.S.C. § 2705(b). 

8. On or about July 18,2017, in connection with an investigation being conducted by the 

Office of the Special Counsel ("SCO"), the Federal Bureau of Investigation ("FBI") sought and 

obtained from the Honorable Beryl A. Howell, Chief United States District Judge for the District 

of Columbia, a search warrant for emails in the Cohen Account sent or received between January 

1,2016 and July 18,2017. On or about November 13,2017, the FBI sought and obtained from 

Judge Howell search warrants for emails in the Cohen Account sent or received between June 1, 

2015 and November 13,2017, and emails in the MDCPC Account sent or received between the 

opening of the account and November 13,2017. The SCO has since referred certain aspects of 

their investigation into Cohen to the USAO, which is working with the FBI's New York Field 

Office. As part of that referral, the SCO provided the USAO with emails and other content 

information obtained pursuant to the search warrants executed by the SCO, which had already 

been reviewed for privilege. 1 As discussed below, this affidavit is based in part on my review of 

1 In an abundance of caution, in a separate application the USAO has sought authorization, 
pursuant to Fed. R. Crim. P. 41, to review the emails obtained pursuant to the Prior Cohen Account 

. Warrants for evidence related to certain additional conduct that was not the focus of the Prior 
Cohen Account Warrants. The emails obtained from the Prior Cohen Account Warrants that relate 
to that additional conduct do not fonn a basis for the instant application. 
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responsive materials produced pursuant to the July 18 and November 13,2017 warrants (the "Prior 

Cohen Account Warrants"). 

9. On or about November 7, 2017, and January 4,2018, as well as certain prior dates, the 

SCO sought and obtained from Judge Howell orders authorizing and extending the installation and 

use of pen registers and trap and trace devices to record communications sent to or from the Cohen 

Account. The SCO has provided pen register data obtained pursuant to those orders to the USAO. 

This-affidavitj::as,-disGussed,-below;"is=based=in=palicon=my=review=of-,thecpenregister=data=obtained=-c=-· ~--------·cc. 

pursuant to the November 7, 2017 and January 4, 2018 orders (the "Pen Register Data"). 

10. On or about February 16,2018, the USAO sought and obtained from the Honorable 

Debra Freeman, United States Magistrate Judge for the Southern District of New York, an order 

pursuant to 18 U.S.C. § 2703(d) for email header information associated with the MDCPC 

Account. This affidavit, as discussed below, is based in part on my review of email header 

information produced by 1 & 1 in response to that order (the "MDCPC Header InfOlmation"). 

II. Probable Cause 

A. Overview 

11. The United States Attorney's Office for the Southern District of New York and FBI are 

investigating, among other things, a scheme by Target Subject Michael Cohen to defraud multiple 

banks. Cohen is an attorney who currently holds himself out as the personal attorney for President 

Donald Trump, and who previously served for over a decade as an executive in the Trump 

Organization, an international conglomerate with real estate and other holdings. 

12. The investigation has revealed that Cohen has made affirmative misrepresentations in 

and omitted material information from financial statements and other disclosures that Cohen 

provided to multiple banks in connection with a transaction intended to relieve Cohen of 

approximately $22 million in debt he owed on taxi medallion loans from the banks. As set forth 
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National Bank ("Sterling") and the Melrose Credit Union ("Melrose"), secured by taxi medallions, 

for approximately $20 million. Though entered into by LLCs, the loans were also secured by 

personal guarantees in the names of both Cohen and his wife. Over time, as the taxi industry 

weakened and the medallions were devalued, Cohen sought to renegotiate the terms of those loans 

and/or relieve himself from their obligations, including the personal guarantees. As part of that 

effort, Cohen made a series of representations to Sterling and Melrose about his net worth, assets, 

Sterling and Melrose, and public sources concerning the taxi industry and the value of taxi 

medallions, as well as my review of reports prepared by law enforcement officers of interviews 

with a Sterling executive vice-president (the "Sterling Employee-I") and my participation in an 

interview with a Sterling employee (the "Sterling Employee-2"), I have learned, among other 

things, the following: 

a. Taxi medallions are small metal plaques affixed to taxis. Without a medallion, it 

is illegal to operate a taxi in cities with medallion systems, such as New York City. Cohen and his 

wife own multiple LLCs that collectively own 32 taxi medallions (each LLC owns two 

medallions).2 Cohen's purchase of these New York taxi medallions was originally financed by 

loans from Capital One Bank, for which the medallions served as collateral. Cohen was not a taxi 

operator, and leased his medallions to a third party. That third party made monthly payments to 

Cohen, who in tum used some of those proceeds to pay his monthly loan payments. 

b. In early 2014, Cohen became a customer of Sterling when he sought to refmance a 

mortgage on a rental property that he owned. In or around April 2014, Cohen raised with Sterling 

2 One of these companies, Mad Dog Cab Corp., was jointly owned by Sondra Cohen, who I 
believe is Cohen's mother. . 
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the prospect of refinancing his taxi medallion loans, which were then at Capital One Bank. By in 

or about September 2014, Cohen began negotiating a lending transaction with Sterling that would 

allow Cohen to pay off his loans at Capital One and borrow more money from the then-increase in 

value of the medallions. According to Sterling Employee-1, in 2014, prior to the recent upheaval 

in the taxi industry-as a result of the emergence of ride-sharing services, such as Uber-taxi 

medallion loans were viewed by banks and investors as safe, short term credits, as the market value 

- oftaxi=medallions=was::consistently=rising-;::-Gonsequently;=taxi-medallioncloans~like:the-loans=held=-:-::::-:-=-==-=-=c:-:.-.:::: 

by Cohen-were frequently refinanced at increasing amounts as the value of the medallions rose. 

According to Sterling Employee-I, borrowers typically cashed out the increase in the loan amount 

and used the additional funds for other purposes. Cohen appears to have followed this approach in 

2014, when he agreed to refinance his medallion loans for approximately $22 million, which-

according to letters from Capital One Bank in Sterling's files-was greater than his previous debt 

at Capital One Bank ($21 million, of which $14.6 million was a line of credit to Cohen). This 

allowed Cohen to cash out the proceeds from the transaction. 

c. Based on my review of records maintained by Sterling, I have learned that on or 

about Dec~mber 8, 2014, each of Cohen's sixteen taxi medallion corporations entered into loan 
, 

agreements and promissory notes with Sterling for the principal sum of $1 ,3 75,000, with repayment 

due on December 8, 2016. Each loan was signed by Michael or Laura Cohen, depending on who 

was the sole shareholder of the corporation. The loans were also each secured by a security 

agreement, dated the same day, making the medallions collateral for the notes. To give Sterling 

additional security, Michael and Laura Cohen signed personal guarantees and confessions of 

judgment, giving Sterling the right to pursue collection against the Cohens' personal assets were 

their corporations to default under the loan agreements. In total, Sterling agreed to lend 
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approximately $22 million to the Cohens' companies. Pursuant to participation agreements, 

Sterling transferred 45 percent of that debt to Melrose. 3 Under the terms of Sterling's participation 

agreements with Melrose, Sterling was precluded from amending or modifying the loans without 

the consent of Melrose. 

d. In evaluating Cohen's requested refinancing of the taxi medallions, Sterling (and 

Melrose, consistent with its participation in the deal) conducted due diligence. At Sterling's 

·=c-:yequest;=ceohen1Jrovidedc::gterlingowitlra-statement.:cof:financial-cconditiou;:-dated:-August-=:-1'f=2014-:--..:.:-c-=:--:--c=::=--:--:=-:::.: 

(the "August 2014 Financial Statement"), which indicated that Cohen had $100,740,000 in total 

assets, $23,550,000 in total liabilities, and a net worth of $77,190,000. 4 From my review of a 

Sterling credit memorandum, dated September 29, 2014, I know that Sterling viewed the 

transaction favorably because, accounting for loan payments, cash flows from the medallions were 

projected to be positive, the value of the collateral (as estimated by Sterling) exceeded $42 million, 

and the net worth of Cohen-who was the direct obligor under the guarantee agreements-was 

over $77 million. An internal Sterling credit and risk rating analysis report, dated October 20, 

2014, recommended approval of the loans for substantially the same reasons. 

e. Based on my review of records maintained by Sterling and public sources, I have 

learned that over time, the collateral backing Cohen's loans (taxi medallions) lessened in value due 

to the rise in ride-sharing companies and significant devaluation oftaxi medallions. Additionally, 

Cohen began falling behind on loan payments to Sterling and Melrose. I know from records 

maintained by Sterling and an interview with Sterling Employee-2 that, beginning in or around 

3 Melrose, which had a business principally focused on taxi medallion loans, is now in 
conservatorship by the National Credit Union Administration ("NCUA"). 

4 Cohen subsequently provided Sterling with a revised statement of financial condition, also 
dated August 1, 2014, which reported assets of $99,420,000, total liabilities of $23,550,000, and a 
net worth of $75,870,000. 
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September 2015, Cohen told Sterling, in sum and substance, that the individual leasing Cohen's 

medallions had fallen behind in making payments to Cohen, and that as a result, the monthly cash 

flow from his taxi medallions had been reduced, leaving him with a shortfall of approximately 

$16,000 each month. For instance, I have reviewed an email from Sterling Employee-2, dated 

September 9, 2015, summarizing a call with Cohen-which according to the email and toll records 

for Cohen's cellphone occurred on September 8, 2015-during which Cohen told Sterling 

~=:-c-:-===::-c~E:mQlQy~~-2')11=-~lllll-;1l11~sllQ~1@ce,=ilh<2-l!!-hi~-saslLllQ~=pr~.Ql~ms-:~<b"hmQ!1thly--~hor1:f~lJ-::9~~c~===--::--'C~:.~ 

approximately $16,000. In that same email, Sterling Employee-2 commented that despite Cohen's 

statements, his personal fmancial information "indicate[ d] a strong ability to make up the difference 

in payments." Cohen, however, according to Sterling Employee-2, pushed the bank for a reduction 

in Cohen's monthly payments. 

f. From my review of records maintained by Sterling and my participation in an 

interview with Sterling Employee-2, I have learned that Cohen and Sterling Employee-2 spoke 

again on September 28,2015, and that during the call Cohen stated, in sum and substance, that the 

individual to whom Cohen leases the medallions had again reduced monthly payments to Cohen. I 

know from my review of records maintained by Sterling that between in or about September 2015 

and November 2015, Sterling raised the possibility-both internally and with Cohen--of Cohen 

posting his real estate holdings, personal residence, or some other collateral as additional security 

for the banks. According to these records, however, Cohen resisted these requests. From my review 

of loan documents and records maintained by Sterling, I know that in or about November 2015, as 

a result of Cohen's representation that he was not earning sufficient returns on his medallions to 

cover monthly interest payments, Sterling and Melrose agreed to amend their loans with Cohen by, 
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restructuring Cohen's outstanding taxi medallion loans. Based on my review of an email between 

Sterling Employee-3 and Cohen, I know that on the January 30, 2018 call, Cohen stated that he 

would send a "corrected current" version of his personal financial statement. Following that call, 

on or about January 31,2018, Cohen emailed Sterling Employee-3 from the Cohen Account a 

copy of the September 2017 Financial Statement. Later that day, Cohen again emailed Sterling 

Employee-3 from the Cohen Account and proposed paying $500,000 to bring the loans current 

=c==-"=----cand:-$'7-505000-tcybringthe:principalcbalanceto-$20,500,OOO;:::Gohen:also:suggested-revised-monthlyc:--cc:=--:=C:-C==--:-=.-::C: 

interest payment amounts. On or about January 31, 2018, Sterling Employee-3 responded to 

Cohen at the Cohen Account and stated, in sum and substance, that Cohen would need to pay the 

entirety of the overdue payments and pay down the principal balance of the loan to $20,000,000 

(in total, a payment of approximately $1,750,000), and would need to make larger monthly interest 

payments. 

s. On or about February 1,2018, Cohen emailed Sterling Employee-3 from the Cohen 

Account and proposed "[p]ayment of $1.250m which ALL can be used to pay down principal, if 

[Sterling] will waive past due amounts," but stated "I do NOT have more than the $1.250m." 

(Emphasis in original.) Cohen also stated, in sum and substance, that he had insufficient fmancial 

resources to post additional collateral or pre-fund monthly payments. Based on my participation 

in an interview with Sterling Employee-2, I have learned that Sterling continues to renegotiate the 

medallion loans with Cohen based on Cohen's representations about his current financial position. 
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b. On or about October 26,2016, in Manhattan, New York, Cohen opened a new 

checking account at First Republic in the name of Essential Consultants LLC (the "Essential 

Consultants Account"). Cohen was the only authorized signatory on the account. When Cohen 

opened the Essential Consultants Account, a First Republic employee ("First Republic Employee-

I") conducted an in-person interview of Cohen. In response to a series of know-your-customer 

questions 7 about the purpose of the account-the answers to which First Republic Employee-1 

Consultants as a real estate consulting company to collect fees for investment consulting work, 

and all of his consulting clients would be domestic individuals based in the United States. Cohen 

also stated, in sum and substance, that his purpose in setting up the account was to keep the revenue 

from his consulting business-which he said was not his main source of income-separate from 

his personal finances. As set forth below, there is probable cause to believe that Cohen's 

statements about the intended purpose of the account and source of funds for the account were 

false. Specifically, the account was not intended to receive-and does not appear to have 

received-money in connection with real estate consulting work; in addition, the account has 

received substantial payments from foreign sources. 

c. First, on or about October 27, 2016-the day after he opened the Essential 

Consultants Account, Cohen used the account to wire $130,000 to an account held in the name of 

attorney Keith Davidson's law firm. Based on my review of emails between Cohen and Davidson, 

7 Certain financial institutions are required to conduct such procedures pursuant to the Bank 
Secrecy Act and its implementing regulations. See 31 U.S.C. § 5318; 31 C.F .R. § 1020.220. 

8 First Republic Employee-1 first filled out the form on the day he interviewed Cohen, October 
26,2016. On or about December 19,2016, at the request of bank compliance personnel, First 
Republic Employee-1 updated the form to add more detail about Cohen's statements. 
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obtained pursuant to the Prior Cohen Account Warrants, I believe' that this payment did not relate 

to any real estate consulting work, but rather was a "settlement" payment made to Davidson's 

client. 9 Based on my review of public sources, I have learned that Davidson's client is alleged to 

have had an extramarital affair with Donald Trump. On or about February 13,2018, Cohen made 

a public statement that "[i]n a private transaction in 2016, I used my own personal funds to 

facilitate a payment of$130,000 to [Davidson's client]." 

by an FBI forensic accountant that after Cohen opened the Essential Consultants Account, Cohen 

received payments into that account from foreign businesses and entities that do not reflect the 

stated client profile for the residential and commercial real-estate consulting services. Specifically, 

from my review of the Essential Consultants Account schedule and public sources, I know the 

following: 

1. Beginning on or about January 31, 2017, Cohen began receiving monthly 

payments of $83,333 from an entity called Columbus Nova LLC, which were deposited into the 

Essential Consultants Account. According to public sources, Columbus Nova is an investment 

management firm controlled by Renova Group, an industrial holding company based in Zurich, 

Switzerland that is controlled by Russian national Viktor Vekselberg. From January 2017 to 

August 2017, the Essential Consultants Account received seven payments totaling $583,332.98 

from Columbus Nova LLC. 

9 Specifically, I have learned from my review of banle records that on or about October 26, 
2016, Cohen transferred $131,000 from a home equity line of credit account at First Republic to 
the Essential Consultants Account; on or about October 27, 2016, Cohen transferred $130,000 
from the Essential Consultant Account to an account held in the name of Davidson's law firm at a 
bank based in Los Angeles; and on or about November 1,2016, a wire transfer in the amount of 
approximately $96,645 was made from Davidson's account to a bank account in the name of 
Davidson's client. 
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ii. Beginning on or about April 5, 2017, Cohen began receiving payments from 

Novartis Investments, SARL, which I believe to be the in-house financial subsidiary of the Swiss 

pharmaceutical company Novartis International AG (''Novartis''). Between April 2017 and January 

201S, the Essential Consultants Account received ten wire payments from a Swiss bank account 

held in the name of Nov artis, each in the amount of$99,9S0, for a total of$999,SOO. 

iii. Beginning in or about April 2017, the Essential Consultants Account started 

===--=-~~creceivirrg-cwire=paymentsi'rom=a;:cbank=acc0unt-:assuGiatedccwith-cthe'ielecommuniGations=--Gompanyc:.:-~=~=--===:::·:· 

AT&T Inc. ("AT&T"). Specifically, on or about April 14,2017, AT&T wired $100,000 to the 

Essential Consultants Account and, from in or about June 2017 to in or about January 2018, the 

Essential Consultants Account received nine $50,000 payments from AT&T. In total, AT&T wired 

$550,000 to the Essential Consultants Account. 

iv. On or about May 10,2017, June 9, 2017, July 10, 2017, and November 27, 

2017, the Essential Consultants Account received four deposits in the amount $150,000 (totaling 

$600,000) from a bank account in South Korea. The account holder from which the money was 

sent is Korea Aerospace Industries Ltd. ("KAI"). KAI is a South Korea-based company that 

produces and sells fixed-wing aircraft, helicopter aircraft, and satellites to the United States 

Department of Defense, among other customers. 

v. On or about May 22, 2017, the Essential Consultants Account received a 

$150,000 deposit from an account at Kazkommertsbank, a Kazakhstani banle. The listed account 

holder at Kazkommertsbanlc was a second Kazakhstani bank named BTA Bank, AO. A message 

accompanying the wire payment indicated that the payment was a "monthly consulting fee as per 

Inv BTA-101 DD May 10,2017 consulting agreement WIN DD 08 05 2017 CNTR WINDD 

OS/05/2017." 
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a. On or about April 28, 2017, Cohen sent an email from the Cohen Account to an 

individual whom I believe is affiliated with KAI. In the email, Cohen attached a document 

purporting to be a "Consulting Agreement" between KAI and Essential Consultants dated as of 

about May 1,2017. The document indicates that Essential Consultants would render "consulting 

and advisory services, as requested" by KAI, and that KAI would pay Essential Consultants "a 

consulting fee of One Million Two Hundred Thousand ($1,200,000.00) US Dollars," disbursed 

-===:.c="C--:==thr0ugh:ceight,$gO,OOO~installments~hetween"May=20J-:-7c:andcDecembef=20L-7 ... ~_ .. ==-.~-::...-:-.=·---c= --------,---=-= 

b. On or about May 10,2017, Cohen sent an email from an alternate email address, 

copying the Cohen Account, to an employee of BTA Bank. To the email, Cohen attached an 

invoice to BTA Bank in the name of Essential Consultants. The invoice contemplated a $150,000 

payment to Essential Consultants for a "monthly consulting fee." 

c. On or about February 13,2017, Cohen emailed an AT&T employee from the Cohen 

Account what appears to be a consulting agreement, which contemplates that Essential Consultants 

"shall render consulting and advisory services to [AT&T]" and that AT&T would "advise [Essential 

Consultants] of those issues and matters with respect to which AT&T Services desires [Essential 

Consultants]' s assistance and advice." The contract calls for AT&T "to pay the Consultant for his 

services ... a consulting fee of Fifty Thousand ($50,000) Dollars ... per month." Based on my 

review of reports of interviews with AT&T employees, I have learned that AT&T retained Cohen 

to consult on political issues, including net neutrality, the merger between AT&T and Time Warner, 

and tax reform. 

d. On or about January 17,2017, Cohen emailed to a representative of Nov art is from 

the Cohen Account a contract between Novartis and Essential Consultants, which provides that 

Essential Consultants will "provide consulting and advisory services to Novartis on matters that 
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Account in which Getzel wrote that "[a]ttached is a draft of the new PFS as of September 30, 2017" 

and attached a draft of the September 2017 Financial Statement. The draft statement reflected that 

as of September 30, 2017, Cohen had only $1,250,000 in cash, total assets of approximately 

$33,430,000 (comprised of taxi medallion interests, real estate interests, and his personal residence 

and property), and liabilities of approximately $45,630,000, leaving him purportedly over $12 

million in debt. In the same email, Getzel questioned Cohen, in sum and substance, about the fact 

=--====c:c--:-=c-:c:-:::that:thec:financialcstatementc-didcnot=list-any-assets=associated=with=eitherc-thec-Essentia1-=Gonsultants-;-=-c--:c=c--c:=::::=c:::-::.

Account or the MDC&A Account: "[w]e did not add any value for you[r] two operating entities-

Michael D. Cohen & Associates POC [sic] and Essential Consultants LLC. Please advise whether 

or not these should be disclosed and what value." 

c. On or about October 6, 2017, Cohen called Getzel by telephone-which is reflected 

on toll records for Cohen's cellphone-and told Getzel, in sum and substance, not to include 

Essential Consultants or MDC&A in the September 2017 Financial Statement because they had no 

value. 

d. On or about October 6, 2017, following the call with Getzel, Cohen, using the Cohen 

Account, responded to Getzel's email with the answer "[l]ooks good to me." Cohen never directed 

Getzel to make any changes to his cash position as listed in the September 2017 Financial 

Statement. Neither Essential Consultants nor MDC&A was listed on the September 2017 Financial 

Statement that was provided to Sterling. 

19. Based on the foregoing, and from my review of bank records and emails sent by Cohen 

to Sterling, I know that the September 2017 Financial Statement made no mention whatsoever of 

assets that Cohen held in the Essential Consultants Account or the MDC&A Account. As of 

September 30, 2017-the date of the September 2017 Financial Statement-Cohen had 

27 
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approximately $673,729.95 in the Essential Consultants Account and $248,619.28 in the MDC&A 

Account. As of October 6, 2017, the date when Getzel asked Cohen about the two accounts, Cohen 

had approximately $823,709.95 in the Essential Consultants Account and $248,619.28 in the 

MDC&A Account. 

Cohen Understated His Available Cash 

20. In addition to withholding the existence of the Essential Consultants Account and the 

===:::==:c=~MR-C~AAc;c;glm1:i1:()m:::Sc1~J:liggcf!I1sl:M~Jr()§~,.it __ ~PQ(;:ars-"tll~!"G()A~:tL~ls()-l'!lbstan1ially:::-].ll1<kr§!1!!~~.c • .,-=,--=----=-=-";-;:.-; 

his available cash and cash equivalents in his financial disclosures. Specifically, I know from my 

review of the September 2017 Financial Statement that Cohen provided to Sterling that Cohen 

represented that he had $1,250,000 in cash as of September 30, 2017. But, from my review of a 

summary of bank records that were scheduled by an FBI forensic accountant, I have learned that 

Cohen had over $5,000,000 in cash and cash equivalents as of September 30, 2017. Specifically, 

from my review of the account schedule and bank records, I have learned the following: 

a. Cohen has three checking and/or savings accounts at Capital One Bank, one of 

which is in his wife's name. As of September 30, 2017, Cohen had $1,105,680.35 in his savings 

account, and $1,262,982.29 in total in the three accounts at Capital One Bank. 

b. Cohen has three accounts at Morgan Stanley in his name. As of September 30, 

2017, the combined total in cash and cash equivalents in those three accounts was $1,270,600.41. 

c. As of September 30,2017, Cohen had $260,689.18 in an account at Signature Bank. 

d. In addition to the Essential Consultants Account and MDC&A Account at First 

Republic, Cohen also had two joint checking accounts with Laura Cohen at First Republic. In total, 

as of September 30, 2017, Cohen had at least $1,876,209.27 in total in his four accounts at First 

Republic. 

28 
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privilege. When appropriate, the procedures will include use of a designated "filter team," separate 

and apart from the investigative team, in order to review potentially privileged communications 

and determine which communications to release to the investigation and prosecution team. 

IV. Request for Non-Disclosure and Sealing Order 

38. The existence and scope of this ongoing criminal investigation are not publicly known. 

As a result, premature public disclosure of this affidavit or the requested warrants could alert 

:=~=-===Gohen-that:-he-:.-is=underccinv:€stigation,-::Gausing:chim::to-_d_estrQy-ecyid~_Rc~rf1e~-frQD1-PJ=-.ose9utiQn,::Qf-==--==---==-=:;::_-:-.! 

otherwise seriously jeopardize the investigation. In particular, based on my experience 

investigating white collar cases, including cases featuring documents such as agreements, drafts 

of agreements, notes of conversations, and other documentary evidence, premature disclosure of 

an investigation may cause the target of the investigation to attempt to destroy or conceal such 

evidence. In addition, as also set forth above, Cohen uses computers and electronic 

communications in furtherance of his activity and thus could easily delete, encrypt, or otherwise 

conceal such digital evidence from law enforcement were he to learn of the Government's 

investigation. See 18 U.S.C. § 2705(b )(3). Cohen also appears to have the financial means that 

would facilitate his flight from prosecution. See 18 U.S.C. § 2705(b)(2), (5). 

39. Accordingly, there is reason to believe that, were the Providers to notify the subscriber 

or others of the existence of the warrant, the investigation would be seriously jeopardized. 

Pursuant to 18 U.S.C. § 2705 (b), I therefore respectfully request that the Court direct the Providers 

not to notify any person of the existence of the warrant for a period of 180 days from issuance, 

subject to extension upon application to the Court, if necessary. 

40. For similar reasons, I respectfully request that this affidavit and all papers submitted 

herewith be maintained under seal until the Court orders otherwise, except that the Government 

be permitted without further order of this Court to provide copies of the warrant and affidavit as 

45 
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need be to personnel assisting it in the investigation and prosecution of this matter, and to disclose 

those materials as necessary to comply with discovery and disclosure obligations in any 

prosecutions related to this matter. 

V. Conclusion 

41. Based on the foregoing, I respectfully request that the Court issue the warrants sought 

herein pursuant to the applicable provisions of the Stored Communications Act, 18 U.S.C. 

relevant provisions of Federal Rule of Criminal Procedure 41. 

Sworn to before me this 
28th day of February, 2018 

HONORABLE GABRIEL W. GORENSTEIN 
Chief United States Magistrate Judge 
Southern District of New York 

02.28.2018 
46 

Special Agent Mason Posilkin 
United States Attorney's Office 
Southern District of New York 
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electronic transmission or any other means through which the Provider is capable of accepting 

servIce. 

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is hereby ordered that the Provider shall not disclose the 

180 days from the date of this Order, subject to extension upon application to the Court if 

necessary, except that Provider may disclose this Warrant and Order to an attorney for Provider 

for the purpose of receiving legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on the Provider; provide copies of the Affidavit or Warrant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Issued 

02.28.2018 

Time Issued 

HONORABLE GABRIEL W. GORENSTEIN 
Chief United States Magistrate Judge 
Southern District of New York 

2 
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number, alternate email addresses, registration IP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Account, 

including any IP logs or other records of session times and durations, limited to items sent, 

received, or created between December 1,2014 and the date of this warrant, inclusive. 

e. Customer correspondence. All correspondence with the subscriber or others associated 

-==---,=---:-=--:--=:-withthe-:-Subject-Account-,=including comp1aints;-:inquiries,or=other-:-contacts::with-:-support=services 

and records of actions taken, limited to items sent, received, or created between December 1, 2014 

and the date of this warrant, inclusive. 

f. Search History. All search history and/or web history associated with the Subject 

Account, limited to items sent, received, or created between December 1, 2014 and the date of this 

warrant, inclusive. 

g. Associated content. All Goog1e Docs, files maintained on Goog1e Drive, and instant 

messages or Gchats associated with the Subject Account, limited to items sent, received, or created 

between December 1,2014 and the date of this warrant, inclusive. 

h. Preserved or backup records. Any preserved or backup copies of any ofthe foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

III. Review of Information by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical expelis under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of violations of18 U.S.C. §§ 371 (conspiracy to commit offense or to defraud 

2 
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institution; the nature of any business or entity associated with an account at a financial institution; 

the source of funds flowing into an account; or the purpose or nature of any financial transactions 

involving that financial institution; 

h. Evidence indicating how and when the Subject Account was accessed or used, to 

determine the geographic and chronological context of account access, use, and events relating to 

the crimes under investigation and to the account owner; and 

====-=·--==·--c~=-:-:--c:==i:;==Evidence~indicating-==the=-Subjectcc:Account-c:owner~s::cintentc-cas-=-it-=relates=to.:cthe·Subjeet . ==-=------.c=-c. ~ =.c:===:=--_ .. 

Offenses under investigation. 

IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 

4 
02.28.2018 
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number, alternate email addresses, registration IP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Accounts, 

including any IP logs or other records of session times and durations. 

e. Customer correspondence. All correspondence with the subscriber or others associated 

with the Subject Accounts, including complaints, inquiries, or other contacts with support services 

f. Search History. All search history and/or web history associated with the Subject 

Accounts. 

g. Associated content. All Google Docs, files maintained on Google Drive, and instant 

messages or Gchats associated with the Subject Accounts. 

h. Preserved or backup records. Any preserved or backup copies of any ofthe foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

ITI. Review of Information by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical experts under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of violations of18 U.S.C. §§ 371 (conspiracy to commit offense or to defraud 

the United States), 1005 (false bank entries); 1014 (false statements to a financial institution), 1343 

(wire fraud), and 1344 (bank fraud), including the following: 

a. Communications, records, documents, and other files necessary to establish the identity 

of the person(s) who created or used the Subject Accounts; 

2 
02.28.2018 
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IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 

4 
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2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is hereby ordered that the Provider shall not disclose the 

existence of this Warrant and Order to the listed subscriber or to any other person for a period of 

180 days from the date of this Order, subject to extension upon application to the Court if 

·c--:--====necessar-y;c-exceprthat"ProvideFmay:-disclose=this=Warrant=andc:c0rder=toccanc-attorney,for=Provider.===-==-==c:c--=--=, .. :-

for the purpose of receiving legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on the Provider; provide copies of the Affidavit or Warrant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Issued 

02.28.2018 

Time Issued 

HONORABLE GABRIEL W. GORENSTEIN 
Chief United States Magistrate Judge 
Southern District of New York 

2 
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2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this wan-ant will result in destruction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is hereby ordered that the Provider shall not disclose the 

existence of this Wan-ant and Order to the listed subscriber or to any other person for a period of 

180 days from the. date of this Order, subject to extension upon application to the Court if 

for the purpose of receiving legal advice. 

3. Sealing. It is further ordered that this Wan-ant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Wanant and Order on the Provider; provide copies of the Affidavit or Wan-ant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Issued 

02.28.2018 

Time Issued 

HONORABLE GABRIEL W. GORENSTEIN 
Chief United States Magistrate Judge 
Southern District of New York 

2 
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number, altemate email addresses, registration 1P address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Account, 

including any 1P logs or other records of session times and durations. 

e. Customer correspondence. All correspondence with the subscriber or others associated 

with the Subject Account, including complaints, inquiries, or other contacts with support services 

f. Preserved or backup records. Any preserved or backup copies of any of the foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

III. Review of Information by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attomeys for the govemment, attomey support staff, agency personnel assisting the 

govemment in this investigation, and outside technical experts under govemment control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of violations of 18 U.S.C. §§ 371 (conspiracy to commit offense or to defraud 

the United States), 1005 (false bank entries); 1014 (false statements to a financial institution), 1343 

(wire fraud), and 1344 (bank fraud), including the following: 

a. Communications, records, documents, and other files necessary to establish the identity 

of the person(s) who created or used the Subject Account; 

b. Communications, records, documents, and other files involving Sterling National 

Bank, Melrose Credit Union, and/or taxi medallions; 

c. Communications, records, documents, and other files involving a plan, proposal, or 

agreement for Michael D. Cohen and/or entities associated with him to transfer any interest in taxi 

2 
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IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 

4 
02.28.2018 
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AO 93 (SONY Rev. 05110) 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the person by name and address) 

A Device Containing the Results of Three Email Search 
Warrants, See Attachment A 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

169 7 -

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identify the person or describe the property to be searched and give its location): 
A Device Containing the Results of Three Email Search Warrants, See Attachment A 

The person or property to be searched, described above, is believed to conceal (identifY the person or describe the 

property to be seized): 

See Attachment A 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before ~ch I 'tf-( U ~ y
(not to exceed 14 days) 

o in the daytime 6:00 a.m. to 10 p.m. rYf at any time in the day or night as I find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy ofthe warrant and a receipt for the property 
taken to the person from whom, or from whose premises, the property was taken, or leave the c,qpy 3nq receipt at the 
place where the property was taken. \ . . 

The officer executing this warrant, or an officer present during the execution of the waf!~ant, must prepare an 
inventory as r~quired by l~w and prompt~y return this warrant and inventory to the Gl$~k .d.~the Court. ~. .. . 

.f Upon Its return, thIS warrant and lllventory shollld be filed under seal by the.C!,ex:k'ofthe Court. _: _ .. ' _.~ 
. .. .[(SM. Initials 
, ' . 

gf I find that immediate notification may have an adverse result listed in 18 U:S,C~'§'f705 (except'frg.delay 
of trial), and authorize the officer executing this warrant to delay notice to the person\vh~, 'or »,hose piroperty,.wi11 be 
searched or seized (check the appropriate box) l\lffor 30 days (not to exceed 30). '.' .'. I , \ , 

{I, 

Ountil, the fa 'ustitying, the later speci 

Date and time issued: 

City and state: New York, NY Hon. Gabriel W. Gorenstein, U.S. Magistrate Judge 
Printed name and title 
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e. Evidence indicating the owner of the Subject Accounts' intent as it relates to the 

Subject Offenses under investigation. 

2 
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Amphitheatre Parkway, Mowllain View, California 94043. The infolUlatioll to be searched is 

described in the following paragraphs and in Attaclu:nents A and B to the proposed warrant. 

3. On or about February 28, 2018, ] subm itted an Affidavit i n support of 811 application 

for a search warrant pursuant to 18 U.S.C. § 2703 for all content and other infonnation associated 

with the Subject Accounts maintained and controlled by the "Provider, a true and correct copy of 

which is attached hereto as Exhibit A (the "Original Affidavit"), and which is incorporated by 

reference as if fully set forth herein. I 

4. On that same date, the Honorable Gabriel W. Gorenstein, Uni ted States Magistrate 

Judge, issued a search WalTant for the requested data, a true and con-ect copy of which is attached 

hereto as Exhibit 8 (the "Original Search Warrant"). Shortly thereafter, the Provider was served 

with the Original Search Warrant. On or about March 7, 201 8, the Provider provided a response 

to the Original Search Wan·anl. That return was .incomplete because the Provider declined to 

produce data that it stored on computer servers located outside of tile United States. It is my 

lUJderslanding, from speaking with the Assislant United States Attomcy assigned to this matter as 

well as other law enforcement agents, that the Provider' s refusaJ to provide foreign s tored data was 

in light of the Second Circuit' s decision in which it held that Microsoft Corporation was not 

required to produce foreign stored data pw.-suant to a. warrant issiled under the Stored 

Communications Act. See Maller a/Warrant to Search a Certain E-Mail Account Controlled {md 

Maintained by Microsoft Corporation, 829 F.3d 197 (2d Cir. 20 16), cert. granted 138 S. Ct. 356 

(2017) (the "Microsoft Litigation"). 

I 111e Original Affidavit also sought content infonnation for two additional email accounts hosted 
by different providers. This affidavit only requests a search warrant with respect to the Subject 
AccolUJts described herein. 

2 
2017.03.25 
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5, On March 23, 2018, the ClarifYing Lawful Overseas Usc of Data Act (the "CLOUD 

Act") was enacted and became law. The CLOUD Act clar ifies that in responding to legal process 

issued under the Stored Comnnmications Act, providers are required to disclose data even if it is 

stored abroad, Specifically, section !O3 of the CLOUD Act amended 18 U.S,C, § 27 13 as follows: 

§ 27 13. Required preservation aod disclosure of communications and records 
A provider of electronic communication service or remote computing serv ice shall comply 
with the obligations of this chapter to preserve, backup. or disclose tile contents of a wire 
or electronic communication and any record or other infOlTIlatioll peI1aining to a customer 
or subscriber within such provider's possession, custody, or control, regard less of whether 

___ such cOlll1llunication,Iccord, or otheLinfonnation is located witb.i.ILoLo.utside oithe United __ _ 
States. 

6: From my background, training, and experience in this investigation and in others, I 

know that, in general, any emai l (which can include attachments such as documents, images, and 

videos) sent to or from a subscriber's account, or stored in draft fDlID in the account, is maintained 

on the Provider's servers unless and until the subscriber deletes the email. If the subscriber does 

not delete the emai l, it can remain on the Provider's computers indefinitely. Even if the subscriber 

dc lctes the email, it may continue to be available on the Provider's servers for a certaill period of 

time. In addition, from my review of other search warrant returns in tillS investigation, I Jrnow that 

the subjects of the investigation maintained email data relevant to the investigation in emai l 

accounts for many months after the email was sent orreceived. 

7. Accordingly, I respectfully submit thi s Affidavit seeking the issuance oftbe attached 

proposed search warrant which seeks the same data as was sought in the Original Search WruTant, 

for the reasons set forth in the Original Affidavit and herein. 

IT. Reques t for Non-Disclosure and Scaling Order' 

8. The existence and scope of this ongoing criminal i.nvestigation are not publicly blOwn. 

As a result, premature public djsclosure of this affidavit or the requested warrants could alert target 

3 
"20!7.Q3.2S 
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subject Michael Cohen tJlat he is under investigation, causing him to destroy evidence. flee from 

prosecution, or otherwise seriously jeopardize the investigation. ill particular, based on my 

experience investigating white collar cases, including cases featuring documents such as 

agreements, drafts of agreements, notes of conversations, and other docwnentary evidence, 

premature disclosure of an investigation may cause the target of the investigation to attempt to 

destroy or conceal such evidence. In addi tion~ as set fortb in the Original Affidavit, Cohen uses 

computers and electronic conUllunications in furtherance of his activity and thus could easily 

delete, encrypt, or otherwise conceal such digital evidence from law enforcement were he to learn 

of the Government's investigation. See 18 U.S.C. § 2705(b)(3). Cohen also appears to have the 

financial means that would facilitate his flight from prosecution. See 18 U.S.C. § 2705(b)(2), (5). 

9. Accordingly, there is reason to believe that, were the Provider to notify the subscriber 

or others of the existence of the wIDnnl. the investigation would be serious ly jeopardized. 

Pursuant to 18 U.S.C. § 2705(b), I therefore respectfully request that the Court direct the Provider 

not to notify any persall of the existence of the wan·a.nt for a period of 180 days from issuance, 

subject to extension upon application to the Court, if necessary. 

10. For similar reasons, J respectfully request that tlus affidavit and all papers submitted 

herewith be maintained under seal until the COUli orders otherwise, except that the Govemment 

be permitted without further order of this Cowi to provide copies of the warrant and affidavit as 

need be to persOlUlel assisting it in the investigation and prosecution of this matter, and to disclose 

those materials as necessary to comply with discovery and disclosure obligations in any 

prosecutions related to this matter. 

4 
2011.03.25 



Case 1:18-cr-00602-WHP   Document 48-5   Filed 07/18/19   Page 5 of 73



Case 1:18-cr-00602-WHP   Document 48-5   Filed 07/18/19   Page 6 of 73
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indefmitely. Even if the subscriber deletes the email, it may continue to be available on the 

PrQvider's servers for a certain pedod aftime. 

ll. Address book The Providers also allow subscribers to maintain the 

equivalent of an address book, comprising email addresses and other contact information of other 

email users. 

iii. Subscriber and billing in/ot-mation. 111e Providers coUect and maintain 

(typically unverified) identifying-information about each subscriber,mcludiug. for example, name, 

usernam~, address, telephone number., and alternate email addresses. The Providers also maintain 

records concerning the date on which the account was created, the Internet protocol (HJP") address 

oftbeuser at the time of account creation, the current status of the nccount (e.g., active or closed), 

the length of service, and the types of services utilized by the subscriber. Additionally, for paying 

subscribers. the Providers maintain records of the subscriber's means and source of payment, 

including any crectit card or bank account number. 

jv. Transact~ollal in/ormation. The Providers also typically retain certain 

transactional information about the use of each accountoD its system. This infonnati~n can include 

records of login (i.e., session) times and durations and the methods used to connect to the account 

(such as logging into the aCCOlll1t through the Providel's' website). 

v. Customer correspondence. The Providers al.so tyj)ical1y maintai n records 

of any customer service contacts with or about the subscriber, including any inquiries or 

complaints cOl1cerningilio subscriber's account. 

VI. Search history. Google and Oath also typically maintain records of auy 

search history or web history associated wit~ the subscriber's accou~t. 

4 
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vii. Associated content. Google also typically maintains content and records 

relating to the following applications that are associated with its e-mail aCcowlts: (A) "Google 

Docs," which provides document-editing software that can be used to create, share, store, and 

manage documents online; (13) "Googl~ Drive," which enables users to store files on Google 

servers, where they can be accessed remotely by the user and others; and (C) "Gchat" or "Instant 

Messenger," Wlljcl~ provides a chat interface tlu'ollgh which users can communicate with each 

----other in real time:-0ath also typically mairitains-content and records relating to AOL instant~ -

message. which provides a chat interface through whieh users can communicate with each othel" 

in reaJ time. 

vili. Preserved and baclcup records. The Providers also maintain preserved 

copies of the foregoing categories of records wid] respect to an account, for at least 90 days, upon 

receiving a preservation request from the Government pursuant to 18 U.S.C. § 2703(f). The 

Providers may also maintain backup copies of the foregoing categories of records pursuant to its 

own data retention policy. 

D. J urisdiction and Au tllOrity to Issue Warran t 

5. Pursuant to 18 U.S.C. §§ 2703(8), (b)(l)(A) & (c)(l)(A), the Govermnentmay require 

a provid~r of an elec.tmuic cornmunicariol1s serv ice or n remote computing service, such as the 

Providers, to disclose all stored content and aU nOll-content records Q.[ other infonnation pertaining 

to a subscriber. by obtaining n warrant issued uSiJlg tho pmcedures described in the Federal Rules 

of CriminaJ Procedlll'e. 

6. A search warrant under § 2703 may be issued by "any district court ofthe United States 

(including n magistrate judge of such a court)" that "has jurisdiction ,over the offense being 

investigated." 18 U.S.C. § 2711 (3)(A)(i). 

5 
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7. When the Government obtains records under § 2703 pursuant to a search warrant, the 

Government is not required to .notify the subscriber of the existence of the warrant. 18 U.S.C. 

§ 2703(a). (b)(1)(A). (c)(2) & (3), Additionally. U,e Goveo:runent may nbtain an order precluding 

the Provider from notifying tbe subscriber or any other person of the warrant, for such pedod as 

the Court deems appropriate, where there is reason to believe that such notification wiU seriously 

jeopardize an investigation. 18 U.S.C. § 2705(b). 

- E:-Prior AppJicntious 

8. On or about July 18, 2017, in connection with an investigation being conducted by the 

Office of the Special Counsel ("SCQn), the Federal Bureau of Investigation ("FBr') sought and 

obtained from the Honorable Beryl A. Howell, ChtefUnited States District Judge fOJ: the District 

of Columbia, a searcb warrant fur eroails in the Cohen Account sent or received between January 

1,2016 and July 18, 2017. On or about November 13,2017, the FBI sought and obtained from 

Judge Howell search warrants for emails in the Cohen Ac;couut sent or received between June I, 

2015 and November 13, 2017, and eroails in .the 1v.IDCPC AccoUht sent or received between the 

opening of the accouot and November ,l3, 2017. The SCQ has since referred certain aspects of 

their inves~gatioJl.ioto Cohen to the USAQ, which is worldug with the FBI's New Y01'k Field 

Office. As part of that referral, the SCQ provided the USAQ w.ith emails and other content 

infoffilation obtained pursuant to the search warrants executed by the SeQ, which had already 

been reviewed for pdvilege. I AB discussed below, this affidavit is based in part Oll my review of 

1 In an abundance of caution. in a separate application the USAO bas sought authorization, 
pursuant to Fed. R Crim. P. 41 , tQ rev iew theemails obtained pursuant to the Prior Cohen Account 
WanllJlts for evidence related to certain additional conduct that was not the focus of the Prior 
Cohen Account WlUT1l1lts. TIle eroails obtained1i:om the Prior Coben AccountWaaants thatrefate 
to that apditional conduct do not form a basis for the instant appUcation. 

6 
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responsive materials produced pursuant to the July 18 and November 13, 2017 wan-ants (the "Prior 

Cohen Account Warrants"). 

9. On or about November 7, 2017, and January 4, 2018, as weU as certaiu prior dates, the 

seQ sought and obtained from Judge Howell orders authorizing and extcndiogthe installation and 

use of pen registers and trap and trace devices to record communications sent to or from the Cohen 

Account. The SCQ has provided pen register data obtained pursuant to those orders to the USAO. 

This affidavit, as-discussed below, is based in-prut 00 my review of-tbe-pCD"registel' data obtained __ 

pursuant to the November 7, 2017 and January 4, 2018 orders (the "Pen Register Data"). 

10. On or about February 16, 2018, ilie USAO sougbt and obtained flum the Honorable 

Debra Freeman, United States Magistrate Judge for the Southern Di~t:rict of New York, an order 

pursuant to 18 U.S.C. § 2703(d) for email header iofol1nation associated with tho MDCPC 

Account. This affidavit, as discussed below, is based in part on my review of email header 

iuformatioo produced by 1 & 1 in response to that order (the ''"MI)CPC Header Infonnation''). 

n. Probable Cause 

A. Overview 

11. Ine United States Attorney's Qffice for the Southern District of New York and FBI are 

investigating, aDlQng other things, a scheme by Target Subject Micbael Cohen to defraud multiple . . 

banks. Cohen is an attorney who currently holds himself out as the personal attorney for President 

Donald Trump, and who previously served for over II. decade as lUl executive in the Trump 

Organization, an international conglomerate with real estate and other holdings. 

12. Tbe investigation has revealed that Cohen has made affirmative misrepresentations in 

and omitted .m~teri l'll information from financial statements and other disclosures fllat Cohen 

provided to multiple banks in connection with a transaction intended to relieve' Cohet;l of 

approximately $22 miUion in debt he owed on taxi incda1lion Joans from the banks. As set forth 

7 
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National Bank ("Sterling") and the Melrose Credit Union C'Melrose"), secured by taxi medallions, 

for approximately $20 million. Though entered into by LLCs, the loans were also secured by 

personal guarantees in the names of both Cohen and his wife. Over time. as the taxi industry 

weakened and the medallions were devalued, Cohen sougbt to renegotiate the tenDS of those loans 

andlor relieve himself from their obl igations, including the personal guarantees. As part of that 

effort, Cohen made a series of representations to Sterling and Melrose about his net wortb, assets, 

available cash;-and1iDllnciaJ outlook. -Specifical ly, based on llly-review-of-records maintained by-

Sterling and Melrose, and public sources concerning the taxi industry and the value of taxi 

medallions, as well as my review of reports prepared by law enforcement officers of interviews 

with a Sterling executive vice-president (the "Sterling Employee-I ") and my p articipation in an 

interview with a Sterling employee (the "Sterling Employee-2"), I have learned .. among other 

things .. the following: 

R. Taxi medallions are small metal plaques affixed to taxis. Without a medallioJl. it 

is illegal to operate a taxi in eitieswith medallion system~. such as New York City, Cohell and his 

wife own multiple LLCs that collectively own 32 tax.i medallions (each LLe owns two 

medallioDs).2 Cohen's purchase of these New York taxi medallions was originally financed by 

loans from Capital One Bank, fDl' wWch the medallions se~ved !lS collateraL Cohen was not a taxi 

operator, and leased his medallions to a third party, That third party made monthly payments to 

Cohen, who in tum used some of those proceeds to pay his monthly loan payments. 

b. In early 2014, Cohen became Ii customer of Sterling when he sought to refinance a 

mortgage on a rental propetty that he owned. In or around April 2014, Cohen raised with Steding 

2 One of these companies. Mad Dog Cab Corp., was jointly owned by Sondra Coben, who I 
believe is Coben's mother. 

9 
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the prospect of refmancing his taxi medallion ,loans, w,hich were then at Capital One Bank. By in 

or about September 2014., Cohen began negotiating a lending transaction with Sterling that would 

allow Cohen to pay offhis loans at Capital One and borrow mol'C money from the then·increase in 

value of the medallions. According to Sterling EropJoyeeMl, in 2014, prior to the recent upheaval 

in the taxi industry-as a result of the emergence of ride-sharing services, sueb as Ubel'-taxi 

ruedalliollioaus were viewed by banks and investors as 'safe, short tenn credits, us the mark~t value 

--oftaxnncdallious was consistently rising. Conseqllently, taxi medallion loans-like the loans beld

by Cohen--wero frequently refinanced a~ increasing amounts as the value of the medallions rose. 

According to Sterling Employee-I, bo1l'Owcrs typically cashed out the increase in the loan amount 

and used the additional funds for other purposes. Cohen appears to have followed this approach in 

2014, when he agreed to refinance his medallion lo~ for ~pproximfltely $22 million, which

according to letters from Capital One Bank in Sterling's ft1es-was greater than his previous debt 

at Capital One Bank ($21 million, of which $14.6 million was' a line of credit to Cohen). This 

allowoo Cohen to cash out the proceeds from the transaction. 

c, Based on my review of records maintained by Sterling. I have learned that on or 

about December 8, 2014, each of Cohen's sixteen taxi medallion corporations entered into loan 

agreements and promissory notes with Steriingfor the principal sum of$1,375,OOO, with repayment 

due on December 8,2016. Bach loan was signed by Michael or Laura Cohen, depending on who 

was the sole shareho1der of the corporation. The loans were also each secured by a security 

agreement, dated 'the same day, making the medallions collateral for the notes. To give Sterling 

additional security. Michael and Laura Cohen signed personal guarantees and confessions of 

judgment, giving Sterling the right to pursue collection against the Cohens' personal assets were 

their corporations to default under the loan agreements. In total, Sterling agreed to lend 

JO 
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approximately $22 milJion to the Cohens' companies. Pursuant to participation agreements, 

Sterling transferred 45 percent of that dcht to Melrose. :I Under the terms of Sterling's participation 

agreements with_ Melrose, Sterling was precluded from amending or modifying the loans without 

the consent of Melrose. 

d. In evaluating Cohen's requested refmanc.ing of the taxi. medallioD:s, Sterling (and 

Melrose, consistent w ith its participation in the deal) conducted due diligence. At Sterling's 

request, Gohen-provided SterIing-with-a-statemeot of financial~condition. dated AugusW., 2014-

(the "August 2014 Financial Statement"), which indicated that Cohen had $100,740,000 in total 

assets, $23,550,000 in totalliabiJities, and a net worth of $77,190,000. 4 From my review of a 

Sterling credit memorandum, dated September 29, 2014, t know that Sterling viewed the 

transaction favorably because, accounting for loan payments, cash flows from the medallions were 

projected to be positive, the vallle of the collateral (as estimated by Sterling) exceeded $42 million, 

and the net worth of Cohen-who was tho direct obligor under the guarantee agreements- was 

over $77 million. An internal Sterling credit and risk rating analysis report, dated October 20, 

20J 4, recommended approval of the loans for substantially the same reasons. 

e. Based all my review of records maintained by Steding and public sources, I have 

learned tbatover time, the collateral backing Cohen's loans (tax] medallions) lessened in value due 

to the rise in ride--shadog companies and significant devaluation of trod mcdaUioDs. Additionally, 

.Coben began faUing behind on loan payments to Sterling and Melrose. I know fi·om records 

- maintained-by Sterling-an~-an-interview with--8terling-Eruployee-2 that, beginning m"or-around 

3 _Melrose, which had a business principally focused on taxi medallion loans, is now in 
conservatorship by the National Cl-edit Union Administration ("NCUA"). 

4 Cohen subsequently provided Sterling with a revised statement of .financial condition, also 
dated August 1, 2014, which reported assets of$99,420,000, tolalli.bilities of$23,S50,000, and. 
net worth of $75,870,000. 

11 
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September 2015, Cohen told Sterling, in sum and substance, that the individual leasing Cohen's 

medallions had fallen behind in making payments to Cohen, and that as a result, the monthly pasb 

flow from bis taxi medallions bad been i'educed. leaving him with a shortfall of approximately 

$16,000 each month. For instance, I have reviewed an email from SterHng Employee:2, dated 

September 9, 2015, summarizing a call with ConcD-which'according to the email and toll records 

for Cabell'S cellphone OCCUlTed on September 8, 2015---during which Cohen told Sterling 

--Employeo;2, in sum and-substance, about- his cash-flow probJems and a-monthly shortfall of 

apPl'Oxiroately $16,000. In'that same email, Sterling Employee-2 commented that despite Cohen's 

statements, his personal financiaJ infonnation "indicate[ d] a strong ability to matee up the difference 

in payments." Coben, however, according to Sterling Employee-2, pushed the bank fot a reduction 

in Cohen's monthly payments. 

f. From my revjew of records maintained by Sterling and my participation in 80. 

interview with Sterling Employee-2, I have learned that Cohen and Sterling Employee~2 spoke 

again on September 28, 2015, and that dming the caJl Cohen stated, in sum and substance, that the 

individual to whom Cohen leases the medallions had ~gain reduced monthly payments to Cohen. J 

know flum my review ofrecords mailltqined by Sterl ing that between in oj' about September 2015 

and November 2015, Sterling raised the possibility-both internally and with Cohen-of Cohen 

posting his real estate holdings, personalresidcoce, or some other collateral as addition.aI security 

for the banks. According to these records, however, Collcn resisted tbese requcsts. From my review 

of loan documents and records maintained by Stcrling, I know that in or about November 2015, as 

a result of Cohen's representation that he was not earning suffiejent returns 011 his medallions to 

covel' monthly interest payments, Sterling and Melrose agreed to amend their loans with Cohen by. 

12 
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restructuring Cohen's outstandiogtaxi medall ion loans. Based on my review ofan email between 

Sterling Employee-3 and Cohen,l know that on the January 3D, 2018 call, Cohen stated that he 

wouJd send a "corrected CUiTent" version of his personal fmaneial statement. Following that call, 

au or about January 31,2018, Cohen cmailed Sterling Employee-3 from the Coben Account a 

eopy of the September 2017 Financial Statement. Later that day, Cohen again emailcd Sterling 

Ernployee-3 from the Cohen Account and proposed paying $500,000 to bt ing the loans current 

and-$-9'50,OOO to bring the principal balance to S20,500,OOO.- Gohen also suggested revised monthly 

interest payment amounts. On Of about January 31, 2018, Sterling Employee-3 responded to 

Cohen at the Cohen Account and stated, in sum and substance, that Cohen would need to pay the 

entirety of the overdue payments and pay down the principal balance of the loan to $20,000,000 

(in total, a payment of approximately $1,750,000), and would need to make larger monthly interest 

payments. 

s, On or aboutFebmary 1,2018, Cohen emaiJed Sterling Employee-3 from the Cohen 

Account and proposed "[p]ayment of SL250m which ALL can be used to pay down principal, if 
I 

[Sterling] will waive past due amounts," but stated "1 do NOT have more than the S1 .250m." . 

(Empbasis in original.) Cohen aJso stated, in sum and substance, tbat he had insufficient financial 

resources to post additional collateral 01' pre-fund monthly payments. Based on my participation 

in an interview with Sterling Employeo-2, I have leamed tllat sterling continues to renegotiate the 

medallion loans with Cohen based on Cohen's representations about his CWl'ent financial position. 

19 
02.28.20 18 



Case 1:18-cr-00602-WHP   Document 48-5   Filed 07/18/19   Page 26 of 73



Case 1:18-cr-00602-WHP   Document 48-5   Filed 07/18/19   Page 27 of 73

b. On Or about October 26, 2016, m Manhattan, New York, Cohen opened a new 

checking account at First Republic in the name of Essential Consultants LLC (the "Essential 

Consultants Account"). Cohen was the only authorized signatory on the account. Wben Coben 

opened the Essential Consultants Account, a First Republic employee ("Pirst Republic Employee-

1") conducted an in-p erson interview of Cohen. In response to a series of know-your-customer 

qu~tions7 about the purpose of the account- the answers to which First Republic Emp!oyce- l 

entered into a fOlm 8-Cohea- stated, in su~ and- substance, that he was opening Essential 

Consultants as a real estate consulting company to collect fees for investment consulting work, 

and all of his consulting clients would be domestic individuals based in the United States. Cohen 

also stated, in sum and substance, that bis purpose in setting up the account was to keep t.l\e revenue 

from bis consulting business-which he said was not his main source of income-separate fl'om 

his personal fmances. As set forth below, there is probable cause to believe that Cohen's 

statements about the intended ptnpose of the accollnt and source of funds for the account were 

false, Specifically, the accoWlt was not intended to receive-and does not appear to have 

received- money in connection with l'cal estate consulting work; in addition. the account has 

received substantial payments from forejgn sources. 

c. First, on or about October 27, 2016- the day after l]e opened the Essential 

COllSultants Account, Cohen. used the account to wire $130,000 to an account held in the name of , 

attorney Keith Davidson's law film. Based on my re'view of em.ails between Cohen and Davidson, 

7 Certain fimlllcial institutions are required to conduct such procedures pursuant to the Bank 
Secrecy Actaod ils implementing regulatioos. See 31 U.S.C. § 5318; 31 C.F.R, § 1020.220. 

8 First Republic Employec-l first filled out the form on the day he interviewed Cohen, October 
26. 2016, On 01' about December 19, 2016; at the request of bank compliance personnel, First 
Republic Employee-l updated the fOlJl1 to add more detail about Cohen's statements. 

21 
02.28.2018 



Case 1:18-cr-00602-WHP   Document 48-5   Filed 07/18/19   Page 28 of 73

obtained pursuant to the Prior Cohen Account Warrants, I believe that this payment did ootre1ate 

to any real estato oonsulting work, but rather was a "settlement" payment made to Davidson's 

client. 9 Based on my review of public sources, I have learned that Davidson's client is al1eged to 

have had an extramarital affair with Donald Trump, On or about Fcbruary 13. 2018. Cohen made 

a public statement that "[i]n a private transaction in 2016, I used my own personal funds to 

faciUtate a payment of $130,000 to [Davidson's olient]." 

- d, SeeooCl;Tknow from roy.rcvieW-O'fFirst Republic bankrecords that were scheduled-

by an FBI forensic accOlUltant that after Cobell oj)eoOO the Essential Consultants Account, Cohen 

received payments into that account from foreign 'businesses and entities that do not reflect the 

stated client profilo for the residential and commercial real-estate consulting services, Specifically. 

from my review of the Essential Consultants Account schedule and public sources, I know the 

following: 

i Beginning on or about January 31, 2017, Cohen began receiving monthly 

paymenfS of $83.333 from an entity called Columbus,Nova ILC, which were deposited into tbe 

" Essential Consultants Account. According to public sources, Columbus Nova is an investment 

management firro controlled by Reoova Group. an iudustrial holding company based in Zudch, 

Switzerland that is controlled by Russian nationaJ Viktor VekseJbexg, From Jaouary 20 17 to 

August 2017, the Essential Consultants Accouut received seven payment3 totaling $583,332.98 

from Columbus Nova LLC, 

9 S,pecifically, I have learned from my review of bank. records that on or about October 26, 
2016, Cohe.t;l. transferred $13] ,000 from a home eqUity line of credit account at Fu"st Republic 10 
the Essential Consultants Account; on or about October 27, 20 16, Cohen. t.ransferred $130,000 
from the Essential ConsuitantAccollnt to an account held in the name of Davidson's law finn at a 
bank: based in Los Angeles; and on or about November I, 2016. a wire transfer in the amount of 
approximately $96,645 was made frOOl Davidson's ftccount to a bank account in tho name of 
Davidson's client. 

22 
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ii. Beginning on or about April 5, 2017, Cohen began receiving payments from 

NOV8.1TIs IDvestments, SARL, which I believe to be the in-house fmanclal subsidiary of the Swiss 

pharmaceutical company Novartis International AG C"Novartis"). BetweenApril 2017 aud January 

2018,· the Essential Consultants Account received ten wire payments from a Swiss bank account 

held in the name of Nov artis, each in the amount of $99,980, for a total of $999,800. 

iii. Beginning in or about April 2017 , the Essential Consultants Account started 

- rece:iv.in-g-wire payments-from !f bank account associated-with the telecommunications company 

AT&T Inc. ("AT&T"). Specifically, on or about April 14, 2017, AT&T wired $100,000 to tbe 

Essential Consultants· Account and, from in or about June 2017 to in or about January 2018, the 

Essential Consultants Account received nine $50 .. 000 payments from AT&T, In total, AT&Twired 

$550,000 to the Essential Consultants Account. 

iv. On or about May 10,2017, June 9, 2017, July 10, 2017, and November 27, 

2017, the Essential Consultants Account received four deposits in the amount $150,000 (totaling 

$600,000) from a bank account in South Korea. The account holder from which the money was 

sent is Korea Aerospace Industries Ltd. (''KAl''). KAl js a South Korea·based company that 

produces and seUs fixed-wing aircraft, helicopter aircraft, and satellites to the tlnlted States 

DepartmcntofDefense, among other customers. 

v. On or about May 22, 2017, the Essential Consultants Account received a 

$150,000 deposit froUl au account at Kazkommeltsbank, 8 Kazakbstani banle. The listed account 

holder at Kazkouunertsbank was a second Kazakbstani bank namcd·BTA Bank, AO. A message 

accompanying the wire payment indicatod that thc payment was a umoutbly consulting fee as per 

rov BTA-IOI DD May 10, 2017 con!uiting agreement WIN DD 08 05 2017 CNTR WINDD 

08/0512017." 

23 
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a. On or about April 28, 2017, Cohen sent an email from the Cohcu Account to an 

individual whom I believe is affiliated with KAI. In the email, Cohen attached a document 

pUl})orting to be a "ConsuJting Agreement" between K.Al and Essential Consultants dated as of 

about May 1, 2017. The document indicates that Essential Consultants would render "consultipg 

and advisory services, as requested" by KAI. and that KAl would pay Essential Consultants "a 

consulting fee ofOlle Million Two Hundred Thousand ($1,200,000.00) US Dollars," disbw'sed 

rough eight $150,000 installments between May.20Fl·and Decem.ber 2017-. -

b. On or about May 10, 2017, Cohen sent an email from an alternate email address, 

copyiug the Cohen Account, to an employee of BTA Bank. To the email, Cohen attached an 

invoice to BTA Bank in the name of Essential Consultants. TIle invoice contemplated a $150,000 

payment to Essential Consultants for a "monthly consulting fee." 

c. On or aboutFebmary 13, 2017, Cohen emailed an AT&T employee [fOm the Cohen 

Account what appears to be a consultiug agreement, which contemplates tbatEssential Consultants 

"shall render consulting and advisory services to [AT&1]" and tha.tAT&Twould "advise [EssentiaJ 

Consultants] of those issues and matters with respect to which AT&T Services desires [Essential 

Consultants]'s asslstance and advice." The contract calls for AT&T "to pay the Consultant for his 

sel'vice.'1 .. . a consulting fcc of Fifty Thousand ($50,000) DoUars ... per month.'~ Based on my 

review of reports of interviews willi AT&T employees, I have learned that AT&T retained Cohen 

to consult ou political issues, including net Ilcnb"alily, the merger between AT&T and Time Warner, 

and tax rcfonD. 

d. On.of. a.bout January 17, 2017, Cohen emailed to a representative of Novartis from 

file Cohe.n Accouot a contract between NOVHltis and Essential Collsu1t~ts, which provides that 

Essential Consultants will ''provide consulting and advisory services to Novat1is on matters iliat 

25 
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AccoUnt in which Getzel wrote that "[aJttached is a draft of the new PFS as of September 3D, 2017" 

and attached a draft of the September 2017 Financial Statement. The draft statement l'Cflected that 

as of September 30, 2017, Cohen bad only $],250,000 i.ll cash, total assets of approximately 

$~3.430,OOO (comprised oftaxi medallion interests, real estate interests, and bis personal residence 

and property), and liabilities of approximately $45,630,000, leaving him purportedly over $12 

million in debt. In the same email. GctzeI questioned Cohen, .in sum and substance, about the fact 

--- Urarthe financial statement1:lid lloflist any assets-associated -with either the Essential Consultants ---

Account or the MDC&A Account: "[w]e did not add any value for you[r] two operating entities-

Michael D. Cohen & Associates poe [sic] and Essential Consultants LLC. Please advise whether 

or not tllCse should be disclosed and what value." 

c. On or about October 6, 2017, Cohen called Gctzel by telephone-which is reflected 

on toll records for Cohen's celIphone-and to ld Getzel, in swn and substance, not to include 

Essential Consultants or MDC&A in the September 2017 Financial Statement because they had no 

value. 

d. Onor aboutOctotier 6, 2017, foUowing'the call with Getzel, Cohen, usingtbe Cohen 

Account, ~ponded to Getzel's email with the answer "ll]ooks good.to me:' Cohen never directed 

Getzel to make allY changes to his cash position as listed in the September 2017 Fioanciru 

Statement. Neither F:ssential Consultants nor MDC&A was listed on the September 2017 Financial 

Statement that was provided to Sterling. 

19. Based on the foregoing. and from my tQview of bank recol'ds and eJuails sent by Cohen 

to Sterling, I know that the September 2017 Financial Statement made no mention whatsoever of 

assets that Cohen held in the Esscntial Consultants Account or tho w)C&A Account. As of 

September 30, 2017- the date of the September 2017 Financial Statcment-Cohen had 

27 
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approximately $673,729.95 in the Essential Consultants Accaunland $248)619.28 in th~MDC&A 

Account. .k of October 6, 2017, the date wben Getzel asked Cahen about the two accoWlts, Cohen 

had appL'Oximately $823,709.95 in the Essential Consultants Account and $248,619.28 in the 

MDC&A Account. 

Cohen Understated His Available Cash 

20. In additian to withhalding the existence oftbe Essential Consultants Account and the 

'NIDC&A ACcOlmt from Steeling and Melrose, it appears that-Cohen-also substantiaily Wlderstated 

his available cash and .cash equivalents in his financial disclosures. SpecificallYJ I know from my 

review of the September 2017 Financial Statement that Cohen provided to Sterling that Cohen 

represented that he had $1,250,000 in cash as of September 30, 2017. But, from my review of a 

summary of bank records that were scheduled by an FBI forensic accountant, I have learnoo that 

Cohen had over $5,000,000 in cash and cash equivalents as of September 30, 2017. Specifically, 

from my review of the account schedule and bank records, I have learned the following; 

R. Co.hen has three checking andlor saviugs accounts at Capital One Bank, one of 

which is in his wife's name, As of Seph.."Dlbet 30, 2017, Cohen had $1, 105,680.35 in his savings 

account, and $1,262,982.29 in total in the three accounts at Capital One Bank. 

b. Cohen has three accounts at Morgan Stanley in his name. A13 of September 30, 

2017, the combined total in cash and cash equivalents in those three accounts was $1,270,600.41. 

c. As ofScprember 30, 2017, Cohen had $260,689.18 in anaccountatS igoatui·e Bank. 

d. .In addition to. the Essential Consultants Account and MDC&A Account at First 

RepubUc, Cohen also had two joint checking accounts with Laura Cohen at First RepubUc. ill total, 

as ofSeptembcl' 3D, 2017, Cohen had at least $1,876,209.27 in total in bis foul' accounts at First 

RepUblic, 

28 
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privilege. When appropriate, the procedures will include use of a designated "filter team," separate 

and apart from the investigative team, in order to review potentially pdvileged communications 

and detcnnine which communications to release to the investigation and prosecution team. 

IV. Request for Non-Disclosure and Sealing o.rder 

38. The exis.tence and scope of this ongoing criminal investigation are not publicly known. 

As a result, premature public disclosure of this affidavit or the requested warrants could alert 

Cohen that he is under investigation, C31]sing Wm to destroy evidence, flee from prosecution, or 

otherwise seriously jeopardize the investigation. I:ti .particuJar, based on my experience 

investigating white collar eases, including cases featuring documents such as agreements, drafts 

of agreements, notes of conversations, and other documentary evidence, premature disclosure of 

an investigation may cause the target of the investigation to attempt to destroy or conceal such 

evidence. In addition, as also set forth above, Cohen uses computers and electronic 

comDlullications in furtherance of his activity and thus could easily delete, encrypt, or othclWise 

conceal such digital evidence from law enforcement weIe he to learn of the 90vemment's 

investigation. See 18 U.S.C. § 2705(b)(3). Cohen also appears to have the financial means that 

would facilitate his flight from prosccutioo. See 18 U.S.C. § 2705(b)(2), (5). 

39. Accordingly, there is reason to believe that, were the Providers to notify the subscriber 

or others of the existence of the warrant, the investigation would be seriously jeopardized. 

Pursuant to 18 U.s.C. § 2705(b), I therefore respectfully request that the Court direct the Providers 

not to notifY any person of the existence of the warrant for a period of 180 days frOID issuance, 

subjed to extension upon application to the Co~rt. if neccssary. 

40.1701' similar _reasons, I l'espectfully Iequest that this affidavit and all papers submitted 

herewith be maintained under seal until the COUlt orders othcrwise, except that the Government 

be permitted without further ordcr of this Court to provide copies oftbe W80'ant and affidavit as 

45 
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Exhibit B 
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electronic transmission or any other means through which the Provider is capable of accepting 
," 

servIce. 

2. NO ll-Disclosure Order. Pursuant to 18 U.S.C. § 270S(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant wi[ result in destruction of or 

tampering with evidence or flight from prosecution, Or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is het'cby ordered that the Provider shaU uot disclose the 

existence-of this Warrant and Ordcr to the listed subscriber or to-any other person for-a-period of 

180 days from the date of this Order, subject to extension upon application to the Court if 

necessary, except that Provider may disclose this Warrant and Ordel' to an attorney [or Provider 

for the purpose of receiving legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued. be filed under seal, except that the Government may without further order of this 

COUlt serve the Wan'antand Order on the Provider; provide copics of the Affidavit or Warrant and 

Order as ~eed be to personnel assisting the Government in the investigation and prosecution of 

this matter, and disclose these materials as necessary to comply with discovery and disclosure 

obUgatiol)s in any .prosecutions related to this matter. 

Dated: New York, New York 

~ z2i~IS 
ate Issued · ·.t. , 

"". , 

2 
02.28.2018 



Case 1:18-cr-00602-WHP   Document 48-5   Filed 07/18/19   Page 56 of 73



Case 1:18-cr-00602-WHP   Document 48-5   Filed 07/18/19   Page 57 of 73

number, alternate email addresses, registration IP address, account creation date, account status, 

length of serv.ice~ types of services utilized, means and source of payment, and paymcnt history_ 

d. Transactional records. All transactional records associated with the Subject ACCOWlt, 

including any 1P logs or other records of session times and durations, limited to items sent, 

received, or created between December 1, 2014 and the date of this warrant, inclusive. 

e. Customer correspondence. AU c011'espondence with the subscriber or otbers associated 

with-the-Subject Account. including complaints, inquiries, or other contacts with-support services 

and records of actions taken, limited to items sent, received, or created between December 1,2014 

and the date of this warrant, meJusive. 

f. Search Hist01Y. All search history andlor web history associated wi~ the Subject 

Account, limited to items sent, received, or created between December I, 2014 and the date of this 

. warrant, inclusive. 

g. Associated content. All Google Docs, files maintained on Google Drive, and instant 

messages 01' Gchats associated with the Subject Account,limited to items sent, received, or created 

between December 1, 2014 aud the date of this warrant, inclusive. 

b. · Preserved or backup records. Any preserved or ba~p copies of any of the foregoing 

categoJics of records, whether created in response to a presetviltion request issued pursuant to 18 

U.S.C. § 2703(1) or otherwise. 

m . Review ofInfol'ma tion by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, .attorneys for the government, attomey support staff, agency personnel assisting the 

govemment in tllis investigation, and outside technical experts under govellunent control) are 

authorized to review the records produced by the Provider in order to locate any ev.idence, fruits, 

and instrumentalities of violations oflS U.S.C. §§ 371 (conspi.rn:cy to commitoifense orto defraud 

2 
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institution; the nature of any business or entity associated with an account at a fmancial institution; 

the source of funds flowing into an account; orthe purpose or nature of any fmancial transactions 

involving that financial institution; 

h. Evidence indicatiug how and when the Subject Account was ' accessed ~r used, to 

detennine the geographic and chronological context of account access, use, and cvents relating to 

the crimes nuder investigation all(t to the account owner; and 

j, Evidence indicating1:he-Subject Account-owner's-intent as it relates-to-ihe-Subject 

Offenses under investigation. 

IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedUl'es designed to collect evidence in a manner reasonably designed to protect 

any attomey·client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate <,Ind apart from tbe iuvestig'ative team, in order to address 

potential privileges. 

4 
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• 

nwnher, alternate email addresses, registration lP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Accounts, 

including any IP logs or other records of session times and dumtions. 

e . . Customer correspondence. All correspondence with the subscriber or others associated 

with the Subject Accounts, including,complaints, IDC{.uiries, 01' other contacts with support services 

- and-rccords-of actions taken-. ---

f Search Iiistory. All search history andlor web ius-tm), associated with the Subject 

Accounts. 

g. Associated content. All GoagIe Docs. files maintained on Ooogle Drive, 'and instaot 

messages or Gehats associated with the SubjectAccQunts. 

h. Preserved OJ' backup records. Any preserved or backup copies of any of the fOl"egoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(t) or otherwise. 

In Review ofInformatiou bytbe Government 

Law enforcement pel'sonnel (who may include, in addition to Jaw enforcement officers and 

agents. attorneys for the government, attorney support staff, agency personnel assisting the 

gOvernment in this investigation. and outside technical. experts under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence,' fiuits. 

and insburnentalitics o,fvioJations of18 U.S.C. §§ 371 (conspiracy to commitoifense 01' to defraud 

the Vnited States), 1.005 (false bank entries); 1014 (false statements to a financial institution), 1343 

(wire fraud), and 1344 (hank fraud), including the foUowing: 

R. Communicatiollii, records, documents, and other fi les necessary to establish the identity 

of the person(s) who created or used the Subject Accounts; 

2 
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IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

establisbed procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney~c1icnt or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 

1)2.28.2018 
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electronic transmission or any other means thl'Ough which the Provider is capable of accepting 

serVlce. 

2. NO ll -Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Comt finds that there is 

reason to believe that notification of the existence of this wanant will result in in destt:uction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigatioD, Accordingly, it is hereby o rdered that the Provider shall not disclose the 

existence of tbis Wan'ant and Order to the listed subscriber or to any other person for a period of 
---

180 days from the date of this Order, subject to extension upon application to the COllrt if 

necessary, except that Provider may disclose this Wan-ant and Order to an attorney for Provider 

fo r the purpose of receiving legal advice. 

3. Sealing. It is further ordered that this WalTant and Order, and the Affidavit upon which 

it was issued, be filed lUlder seal, except that the Government may without further order of tbls 

Court serve the Wanant and Order on the Provider; provide copies ofth,e Affidavit or Warrant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

«-s-- (S 

Date Issued 

2011.03.25 

Time Issued 

HONORABLfl HENRY B. PITMAN 
UNITED STATES MAGISTRATE JUDGE 
Southern District of N ew York 

2 
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nwnber, alternate email addresses, registration IP address, accOlmt creation date, accowlt status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Account, 

including any IP logs or other records of session times and durations, limited to items sent, 

received, or created between December l , 2014 and February 28, 2018, inclus ive. 

c. Customer correspondence. All cOlTespondence wjth the subscriber or others associated 

Wit11 the SUbject Account, including complaints, inqu iries, or other contacts with SUppOlt services 
--

and records of actions taken, limited to items sent, rece.i ved, or created between December 1,2014 

and Febmary 28, 2018, inclusive. 

f. Sear~h History. All search history and/or web history associated with the Subject 

AccOlmt, lim ited to items sent~ received, or created between December I , 20 14 and February 28, 

2018, inclusive. 

g. Associated conJent. All Google Docs, files maintained on Google Drive, and instant 

messages or Ochats associated with the Subject Account, limited to .items sent, received, or created 

between December 1,2014 and February 28, 2018, inclusive. 

h. Preserved or backup records. Any preserved or backup eopics of any of the fo regoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(1) or otherwise. 

III. R eview of Informat ion by the Governlllent 

Law enforcement personnel (who may include. in addition to law enforcement officers and 

agents, attorneys for the govemmeut. attorney support staff, agency personnel ass isting the 

government in this investigation, and outside technical experts under govemment control) arc 

authorized to review t1le records produced by the Provider in order to locate any evidence, fruits, 

2 
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g. Communications, records, documents, and other files reflecting false representations 

to a financial institution with relation to the intellded purpose of an account or loan at that financial 

institution; the nature of any business or entity associated with an account at a fmancial institution; 

the source of funds flowing into an account; or the purpose or nalme of any financial transactions 

involving that financial institution; 

h. Evidence indicating how and when the Subject Accowlt was accessed or used, to 

determine the geographic and chronological context of account access, use, and events relating to 
--

the crimes lUlder investigation and to the account owner; and 

I. Evidence indicating the Subject Account owner's intent as it relates to the Subject 

Offenses under investigation. 

IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to established 

procedures designed to collect evidence in a manner reasonably designed to protect any attorney· 

client or other applicable privilege. When appropriate, tbe procedures shall include use of a 

designated " filter team," separate and apalt [Tom the invcstigative team, in order to address 

potential privileges. 

4 
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c. Subscriber and payment il1formation. AU subscriber and payment information 

regarding the Subject Accounts, including but not limited to name, usemame, address, telephone 

number, alternate email addresses, registration IP address, accOlmt creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. 1i'ansactional records. All tra.nsactio~lal records associated with the SUbject ACCOlllts, 

including any IP logs or other records of session times and durations. 

c. Customer correspondence, All cOlTespondence wiill the subscriber or others associated 

with the Subject Accounts, including complaints, inquiries, or other contacts with support services 

and records of actions taken. 

£. Search His[01Y. A U search history and/or web history associated with tile Subject 

Accounts. 

g. Associated content. AU Google Docs, fLies maintained on Google Drive, and instant 

messages or Gchats associated with the Subject Accounts. 

h. Preserved or backup records. Any preserved or backup copies of any of the foregoing 

categories of records, whether created in response to a preservation request issued pursuant to. 18 

U.S.C. § 2703(1) or otherwise. 

llI. Review of Information by the Government 

Law enfo.rcen.lent personnel (who. may include, in addition to law enforcement officers and 

agents, attol1leys for the government, attorney suppmt staff, agency persomlel assisting the 

government in this investigation, and outside technical experts illlder govenunent control) are 

authorized. to review the records produced by the Provider in order to locate any evidence. fruits, 

and instrumentalities of violations of 18 U.S.c. §§ 371 (conspiracy to commit offense or to defraud 

6 
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f. Evidence indicating how and when the Subject Accounts was accessed or used, to 

determine the geographic and ciu·onological context of account access, use, and events relating to 

the crimes under investigation and to the account owner; 

g. Evidence indicating the Subject Accounts owners' intent as it relates to the Subject 

Offenses under investigation. 

IV. Review Pl'otocols 

Review of the items described in tlus Attaclunent shall be conducted pursuant to 

established procedmes designed to collect evidence in a manner reasonably designed to protect 

any attomey-client or other app licable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 

8 
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AO 93 (SDNY Rev. 05/10) Search and Seizure Warrant 

UNITED STATES DISTRlCT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the person by name and address) 

) 
) 
) 
) 
) 
) 

caseN!8 MAG 2958 
Three Electronic Devices, See Attachment A 

SEARCH AND SEIZURE WARRANT 

---'fd~. ---Any-authorized Iaw-ei1forcement-offic-er'~--------

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identify the person or describe the property to be searched and give its location): 
Three Electronic Devices, See Attachment A 

The person or property to be searched, described above, is believed to conceal (identify the person or describe the 

property to be seized): 

See Attachment A 

I find that the affidavit(s), or any recorded testimony, establish probable cause to sear~halld seize the person or 
property. . 

YOU ARE COMMANDED to execute this Warrant on or before l.i",~2, [~ .151 
• ' '(not to exceed 14 days) 

o in the daytime 6:00 a.m. to 10 p.m. r.A at any time in the day or night as I 'find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy ofthe warrant and a'receiptfot ll'le property 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the execution of the wa;rrant, must prepare an 
inventory as required by law and promptly return this warrant and inventory to the Clerk Qft~e!Court. /, /f? 

.f Upon its return, this warrant and inventory should be filed under seal by th.~ Clerk ofth~ Court: /,_7..c..;,.G_J __ _ 
" USMJ Initials 

~ I find that immediate notification may have an adverse result listed in 18 .U~S.C.§ 2705 (except fol' delay 
of trial), and authorize the officer executing this warrant to delay notice to the person who, or wh0se,proTJelty, will be 
searched or seized (check the appropriate box) ¥'ffor 30 days (not to exceed 30/ '. 

Ountil, the facts justifying, the latersp~6ific date of' ' , . 

Date and time issued: Lj-7-11 

City and state: New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge 
Printed name and title 



Case 1:18-cr-00602-WHP   Document 48-6   Filed 07/18/19   Page 2 of 80

AO 93 (Rev. 01/09) Search and Seizure Warrant (Page 2) 

Return 

Case No.: Date and time warrant executed: Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person(s) seized: 

-------l--------------~-------------~-----~--------------------~~----------------~~-----------------l---"------

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant· 
to the Court. 

Date: 
Executing officer's signature 

Printed name and title 
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Attachment A 

I. Devices to be Searched 

The devices to be searched (the "Subject Devices") are described as: 

a. Subject Device-l: A black and red USB drive with a white label that says "Tracking 
#: 180208140208." 

b. Subject Device-2: A silver DVD with a white label that reads "Cohen -
2018.03.07." 

c. Subject Device-3: A white DVD'labelled "2-28-18 Cohen SW Returns - Google 
" 

II. Review of ESI on the Subject Devices 

Law enforcement personnel (including, in addition to law enforcement officers and agents, 
and depending on the nature of the ESI and the status of the investigation and related proceedings, 
attorneys for the govemment, attorney support staff, agency personnel assisting the government in 
this investigation, interpreters, and outside vendors or technical experts under government control) 
are authorized to review the ESI contained on the Subject Devices for evidence, fruits, and 
instrumentalities of one or more violations of 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) 
(illegal campaign contributions) (the "Subject Offense"), as listed below: 

a. Evidence relating to payments to Stephanie Clifford, Karen McDougal, or their 

agents or legal representatives, including any nondisclosure agreements and related 

documents, and any communications related to such agreements. 

b. Evidence of communications involving Michael Cohen, Donald Trump and/or 

agents or associates of the Trump Campaign about Stephanie Clifford or Karen 

McDougal, or payments to Stephanie Clifford or Karen McDougal. 

c. Evidence of communications with American Media, Inc., David Pecker, and/or 

Dylan Howard about Donald Trump, the Trump Campaign, Stephanie Clifford, 

and/or Karen McDougal. 

d. Evidence relating to Cohen's role in the Trump Campaign, and coordination or 

consultation with the Trump Campaign. 
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e. Evidence of communications with Donald Trump and/or agents or associates of the 

Trump Campaign about the Access Hollywood tape. 

f. Evidence relating to Cohen's lmowledge of the campaign finance laws, campaign 

contribution reporting requirements, and campaign contribution limits. 

g. Evidence indicating Michael Cohen's intent with respect to the Subject Offense, 

including whether the payment to Clifford and any similar payments were made to 

influence the Presidential election. 

2 
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received between November 14, 2017 and February 28, 2018. These warrants, which are both 

numbered 18 Mag. 1696, are attached as Exhibits E (the "Third Cohen Gmail Warrant") and F (the 

"Second Cohen MDCPC Warrant"), respectively. The content produced pursuant to these 

warrants is being reviewed for privilege by an SDNY filter team. 

7. The search warrants described above are referred to collectively herein as the "Prior 

Warrants." 

8. The returns of the Prior Warrants are presently contained on three electronic 

devices. In particular: 

a. Subject Device-l: The non-privileged emails and content returned in 

response to the First Cohen Gmail Warrant, the Second Cohen Gmail Warrant, and the First Cohen 

MDCPC Warrant are contained on Subject Device-I, which is particularly described as a black 

and red USB drive with a white label that says "Tracking #: 180208140208." 

b. Subject Device-2: The non-privileged content returned in response to the 

Cohen iCloud Warrant is contained on Subject Device-2, which is particularly described as one 

silver DVD with a white label that reads "Cohen - 2018.03.07." 

c. Subject Device-3: The content returned in response to the Third Cohen 

Gmail Warrant and the Second Cohen MDCPC Warrant is contained on Subject Device-3, which 

is particularly described as one white DVD labelled "2-28-18 Cohen SW Returns - Google and 

1&1." 

9. The Subject Devices are presently located in the Southern District of New York. 

C. The SUbject Offenses 

10. The affidavits in support of the Prior Warrants describe evidence of several 

different courses of conduct by Cohen, including, among other things, false statements to financial 

institutions relating to the purpose of an account he opened in the name of Essential Consultants 

5 
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LLC and the nature of funds flowing into that account; false statements and fraudulent omissions 

by Cohen in connection with this attempt to refinance his debts with certain financial institutions; 

and activities undertaken by Cohen on behalf of certain foreign persons or foreign entities without 

having registered as a foreign agent. The Prior Warrants accordingly define the evidence to be 

seized by reference to subject offenses and specific categories of information related to these 

cours,es of conduct. The subject offenses in the Prior Warrants are summarized as follows: 

Exhibit Warrant Subject Offenses in Prior Warrant3 

-~-

A First Cohen Gmail 18 U.S.C. §§ 371 (cons]2iracy to defraud the United States}, 1005 (false 
Warrant bank entries), 1014 (false statement to financial institution), 1343 (wire 

fraud), 1344 (banle fraud), 1956 (money laundering), 951 (acting as an 
umegistered foreign agent), and 22 U.S.C. §§ 611 et seq. (Foreign Agents 
Registration Act ("F ARA")) 

B Second Cohen Gmail 18 U.S.C. §§ 371 (conspiracy to defraud the United States), 1005 (false 
Warrant bank entries), 1014 (false statement to financial institution), 1343 (wire 

fraud), 1344 (bank fraud), 1956 (money laundering), 951 (acting as an 
umegistered foreign agent), and 22 U.S.C. §§ 611 et seq. (FARA) 

C Cohen MDCPC Warrant 18 U.S.c. §§ 371 (conspiracy to defraud the United States), 1005 (false 
banle entries), 1014 (false statement to financial institution), 1343 (wire 
fraud), 1344 (bank fraud), 1956 (money laundering), 951 (acting as an 
umegistered foreign agent), and 22 U.S.C. §§ 611 et seq. (F ARA) 

D Cohen iCloud Warrant 18 U.S.c. §§ 1014 (false statement to financial institution), 1344 (bank 
fraud), 1956 (money laundering), 951 (acting as an umegistered foreign 
agent), and 22 U.S.C. §§ 611 et seq. (F ARA) 

E Third Cohen Gmail 18 U.S.C. §§ 371 (conspiracy to commit offense or to defraud the United 
Warrant States), 1005 (false bank entries), 1014 (false statements to financial 

institution), 1343 (wire fraud), 1344 (banle fraud) 
F Second Cohen MDCPC 18 U.S.C. §§ 371 (conspiracy to commit offense or to defraud the United 

Warrant States), 1005 (false bank entries), 1014 (false statements to financial 
institution), 1343 (wire fraud), 1344 (bank fraud) 

11. Based on my participation in this investigation, including my review of documents 

obtained pursuant to subpoena and court order, my conversations with witnesses and review of 

reports of conversations with witnesses, and my review of publicly available information, I have 

3 On or about February 28,2018, the USAO sought and obtained a Rule 41 warrant, authorizing it 
to expand its search of the email returns for the warrants attached as Exhibits A-C (the First Cohen 
Gmail Warrant, Second Cohen Gmail Warrant, and First Cohen MDCPC Warrant) for additional 
offenses not authorized in the original warrants for those accounts. The below chart therefore lists 
both the subject offenses listed in the original warrants for these accounts and the subject offenses_ 
authorized in the February 28, 2018 warrant. 

6 
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learned of evidence of an additional Subject Offense" committed by Cohen, described below, which 

was not listed in the Prior Warrants.4 

12. I am therefore requesting authority to expand the search of the returns of the Prior 

Warrants, as contained on the Subject Devices, for evidence related to the additional Subject 

Offense. As set forth below, in addition to the categories of evidence already described in the 

Prior Warrants, there is probable cause to believe that the Subject Devices contain evidence of 

violations of 52 U.S.C. §§ 301 16(a)(1 ) (A) and 30109(d)(1)(A)(1) (illegal campaign contributions) 

(the "Subject Offense,,).5 

II. Probable Cause Regarding the Subject Offense 

13. As set forth above, the USAO and the FBI have been investigating, among other 

things, a scheme by Michael Cohen to defraud multiple banks. During the course of this 

investigation, the USAO and FBI have obtained evidence that Cohen has also committed a criminal 

violation of the campaign finance laws by making an excessive in-kind contribution to the 

presidential election campaign of then-candidate Donald Trump in the form of a $130,000 payment 

to Stephanie Clifford, an individual who was rumored to have had an extramarital affair with 

Trump, in exchange for her agreement not to disclose that alleged affair. As set forth below, there 

is probable cause to believe that this payment was intended to keep Clifford from making public 

statements about the rumored affair on the eve of the 2016 presidential election, and thus 

constitutes a campaign contribution in excess of the applicable limit. 

4 As set forth below, I base this application in part on my review of emails and text messages 
obtained pursuant to the Prior Warrants. Each of the cited emails or texts messages is either 
responsive to the applicable Prior Warrant and/or was discovered in plain view during a review of 
the emails or texts returned pursuant to the applicable Prior Warrant. 

5 The Prior Warrants describe categories of information that likely encompass evidence of the 
additional Subject Offense. Nevertheless, in an abundance of caution, I am seeking explicit 
authorization to search the Subject Devices for evidence of the Subject Offense. 

7 
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14. From my review of public sources, I have learned the following: 

a. In or around October 2011, there were rumors published on the gossip web sites 

TheDirty. com that Trump had had an extramarital affair with Clifford, an adult film actress whose 

screen name is Stormy Daniels, in or around July 2006. In or about October 2011, Life & Style 

Magazine, a tabloid sold in supermarkets, also published an article, based on the report in 

TheDirty. com, alleging an affair had occurred between Trump and Clifford. Both Trump and 

Clifford, through their representatives, issued denials in response to the articles. 

b. Specifically, on or about October 11, 2011, Keith Davidson, who identified himself 

as Clifford's attorney, sent a cease and desist letter to TheDirty.com, demanding that the article 

regarding Trump and Clifford be removed from the website. Additionally, on or about October 

12, 2011, Cohen, who was then Executive Vice-President and Special Counsel to the Trump 

Organization, stated to E! News that "[t]he totally untrue and ridiculous story ... emanated from 

a sleazy and disgusting website .... The Trump Organization and Donald J. Trump will be bringing 

a lawsuit ... [and] Mr. Trump and the Trump Organization would like to thank and commend 

Stormy Daniels and her attorneys for their honesty and swift actions." 

15. On or about June 16, 2015, Trump formally launched his 2016 presidential 

campaign. On or about May 4, 2016, Trump became the presumptive Republican Party nominee 

for president, and on July 19,2016, Trump officially became the nominee. Based on my review 

of public sources, I have learned that while it does not appear that Cohen had an official title as 

part of the Trump campaign, on multiple occasions Cohen made public statements on behalf of 

Trump or his campaign. For instance, on or about August 18, 2016, Cohen appeared on CNN to 

defend Trump's polling numbers. 

8 
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16. On or about October 7, 2016, The Washington Post published online a video and 

accompanying audio in which Trump referred to women in what the article described as "vulgar 

terms" in a 2005 conversation with Billy Bush, who was then the host of Access Hollywood. The 

following day, on October 8, 2016, Trump appeared in a video in which he stated, among other 

things, "I've said and done things I regret and words released today on this more than a decade old 

video are one of them. Anyone who lmows me mows these words don't reflect who I am. I said 

it. I was wrong and I apologize." Based on my review of public sources, I also mow that 

representatives of the Trump Campaign stated, in sum and substance, that the Access Hollywood 

comment was an old and isolated incident. 

17. Based on my review of public sources, including an article published in Slate 

magazine by a reporter who interviewed Clifford, that around this same time, in or about October 

2016, Clifford was in discussions with ABC's Good Morning America show and Slate magazine, 

among other media sources, to provide these media outlets with her statement about her alleged 

relationship with Trump. According to the article in Slate, which the author based on' 

conversations with Clifford over the telephone and by text message, Clifford wanted to be paid for 

her story or be paid by Trump not to disclose her accusation. AS,Cohen summarized in a 2018 

email obtained pursuant to the Cohen Email Warrants: "In October 2016, I was contacted by 

counsel for Ms. Clifford stating that news outlets, including ABC News, were pursuing the 2011 

story of an alleged affair between Mr. Trump and Ms. Clifford." 

18. From my review of telephone toll records6 and information produced pursuant to 

the iCloud Warrant and Cohen Email Warrants, I have learned that in the days following the Access 

6 My attribution of certain telephone numbers to certain individuals as described in this 
affidavit is based on my review of the vCard (virtual contact file) obtained from Cohen's telephone 
pursuant to the iCloud Warrant. 

9 
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Hollywood video, Cohen exchanged a series of calls, text messages, and emails with Keith 

Davidson? who was then Clifford's attorney, David Pecker and Dylan Howard of American Media, 

Inc. ("AMI"), the publisher of the National Enquirer,? Trump, and Hope Hicks, who was then 

press secretary for Trump's presidential campaign. Based on the timing of these calls, and the 

content of the text messages and emai1s, I believe that at least some of these communications 

concerned the need to prevent Clifford from going public, particularly in the wake of the Access 

Hollywood story. In particular, I have learned the following: 

a. On October 8, 2016, at approximately 7:20 p.m., Cohen received a call from Hicks. 

Sixteen seconds into the call, Trump joined the call, and the call continued for over four minutes.8 

Based on the toll records that the USAO has obtained to date, I believe that this was the first call 

Cohen had received or made to Hicks in at least multiple weeks, and that Cohen and Trump spoke 

about once a month prior to this date - specifically, prior to this call on October 8, 2016, Cohen 

and Trump had spoken once in May, once in June, once in July, zero times in August, and twice 

in September. 

b. Approximately ten minutes after the call ended, Hicks and Cohen spoke again for 

about two minutes. 

7 Pecker is President of AMI and, according to his own statements in public reports, a personal 
friend of Trump. Howard is the chief content officer of AMI, who according to public records 
reports directly to Pecker. 

8 I believe that Trump joined the call between Cohen and Hicks based on my review of toll 
records. Specifically, I 1mow that a call was initiated between Cohen's telephone number and 
Trump's telephone number at the same time the records indicate that Cohen was talking to Hicks. 
After the Cohen-Trump call was initiated, it lasted the same period of time as the Cohen-Hicks 
call. Additionally, the toll records indicate a "-I" and then Trump's telephone number, which, 
based on my training and experience, means that the call was either transferred to Trump, or that 
Trump was ad<;led to the call as a conference or three-way call participant. In addition, based on 
my conversations with an FBI agent who has interviewed Hicks, I have learned that Hicks stated, 
in substance, that to the best of her recollection, she did not learn about the allegations made by 
Clifford until early November 2016. Hicks was not specifically asked about this three-way call. 

10 
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c. At 7:39 p.m., immediately after the second call with Hicks ended, Cohen called 

David Pecker (as noted above, the President of American Media Inc., or AMI) and they connected 

for thirty seconds. Approximately four minutes later, Cohen called Pecker again and they spoke 

for more than a minute. Three minutes after ending his call with Pecker, Cohen received a call 

from Dylan Howard (as noted above, the Chief Content Officer of AMI), and they spoke for 

approximately a minute. According to toll records, it does not appear that Cohen and Howard 

spoke regularly prior to October 8, 2016, as it had been over a month since they had called each 

other. 

d. At 7:56 p.m., approximately eight minutes after his call with Howard ended, Cohen 

called Hicks and they connected for two minutes. At approximately the same time this call ended, 

Cohen received a call from Pecker, and they spoke for about two minutes. At 8:03 p.m., about 

three niinutes after ending his call with Pecker, Cohen called Trump, and they spoke for nearly 

eight minutes. 

e. At 8:39 p.m. and 8:57 p.m., Cohen received calls from Howard and spoke to him 

for about four and six minutes, respectively. At 9:13 p.m., about teri minutes after Cohen and 

Howard hung up from the second of these calls, Howard sent Cohen a text message that said: 

"Keith will do it. Let's reconvene tomorrow." Based on my involvement in this investigation, I 

believe that when Howard wrote "Keith," he was referring to Keith Davidson, the attorney for 

Stephanie Clifford. At 3:31 a.m., now on October 9,2016, Cohen sent Howard a text message in 

response that said: "Tharik you." Eight minutes later, Cohen sent Howard a text message that said: 

"Resolution Consultants LLC. is the name ofthe entity I formed a week ago. Whenever you wake, 

please call my cell." 

11 
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f. The following day, on October 10, 2016,at 10:58 a.m., Howard sent a text message 

to Cohen and Davidson, which stated: "Keith/Michael: connecting you both in regards to that 

business opportunity. Spoke to the client this AM and they're confirmed to proceed with the 

opportunity. Thanks. Dylan. Over to you two." At 12:25 p.m., Davidson sent Cohen a text message 

that stated: "Michael- if we are ever going to close this deal- ill my opinion, it needs to be today. 

Keith." Davidson and Cohen then spoke by phone for about three minutes. Based on my 

participation in this investigation, I believe that when Howard wrote that the "client" was 

"confirmed to proceed with the opportunity," he was referring to Clifford's agreement in principle 

to accept money from Cohen in exchange for her agreement not to discuss any prior affair with 

then-candidate Trump.9 

g. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that on or about October 10, 2016, Clifford and Davidson appear to have signed a "side letter 

agreement" that stated it was an exhibit to a "confidential settlement agreement and mutual 

release" between "Peggy Peterson" and "David Dennison." The purpose of the document, 

according to the agreement, was to define the "true name and identity" of persons named by 

pseudonym in "confidential settlement agreement and mutual release." The side letter agreement 

specifies the identity of "Peggy Peterson" to be Clifford, but the space for "Dennison's" identity 

is blank. The agreement also includes a signature page for "Peterson," "Dennison," and their 

attorneys. The signature page is signed by "Peterson" and his attorney, Davidson, but the 

9 As set forth below, AMI was also involved in a payment to model Karen McDougal. 
However, because these communications were in close temporal proximity to the events involving 
the negotiation of a payment to Clifford, the execution of the agreement with Clifford, and the 
payment of money to Clifford, I believe that these communications were related to Clifford. 
Additionally, based on my review of public statements by McDougal, I have learned that she 
negotiated an agreement with AMI several months prior to these communications between Cohen 
and Pecker, Howard, and Davidson. 

12 
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document is unsigned by "Dennison" and his attorney. Based on my involvement in this 

investigation, I believe that Davidson sent Cohen this partially-signed "side letter agreement" in 

order to facilitate the closing of a deal between Davidson's client and Cohen or his client on 

October 10, 2016. 

19. It appears that on October 13, 2016, and the days that followed, Cohen took steps 

to complete a transaction with Davidson, including attempting to open an account from which 

Cohen could transfer funds to Davidson. Specifically, from my review oftoll records, information 

obtained pursuant to the iCloud Warrant and Cohen Email Warrants, records maintained by First 

Republic, as well as my participation in interviews with First Republic employees, I have learned 

the following: 

a. On the morning of October 13, 2016, at 8:54 a.m., Cohen sent Pecker a text message 

that stated: "I need to talk to you." At 9:06 a.m., Pecker sent a text message to Cohen that stated, 

"I called please call me back." The tolls between Cohen and Pecker do not show a telephone call 

between 8:54 a.m. and 9:06 a.m. However, based on my review of text messages, I have learned 

that Cohen and Pecker communicate with each other over Signal, which is an encrypted 

communications cellphone application that allows users to send encrypted text messages and make 

encrypted calls. 

b. At 9:23 a.m., Cohen sent an email that stated "call me" to a banker at First Republic 

Bank ("First Republic Employee-2"). The email attached documents from the Secretary of State 

of Delaware indicating that Cohen had formed a limited liability company called "Resolution 

Consultants ~LC" on September 30, 2016. As noted above, "Resolution Consultants" is the name 

of the entity that Cohen had told Howard he had formed recently after Howard said Davidson 

would "do it." At 10:44 a.m., Cohen called First Republic Employee-2 and told him, in sum and 

13 
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substance, that he needed an account in the name of "Resolution Consultants" opened immediately, 

and that he did not want an address on the checks written out of the account. Later that day, another 

employee at First Republic emailed Cohen account opening paperwork to complete. Cohen 

returned the account opening documents partially completed, but failed to provide a copy of his 

driver's license or passport, and did not respond to the employee's question of how he wanted to 

fund the account. As a result, the account was never opened. 

c. On October 17, 2016, Cohen incorporated Essential Consultants LLC in Delaware. 

That same day, he filed paperwork to dissolve Resolution Consultants LLC. 

20. Despite these steps taken by Cohen, it appears that the negotiation between Cohen 

and Davidson was not progressing sufficiently fast enough for Davidson or his client, Clifford, 

and they threatened to go public with Clifford's allegations just days before the presidential 

election. Specifically, based on my review of toll records, information obtained pursuant to the 

iCloud Warrant, and public sources, I know the following: 

a. According to an article in The Washington Post, which quoted emails sent from 

Cohen's email account hosted by the Trump Organization, on October 17, 2016, Davidson emailed 

Cohen and threatened to cancel the aforementioned "settlement agreement" by the end of the day 

if Cohen did not complete the transaction.lO According to the article, Davidson sent Cohen a 

second email later in the day that stated in part, "Please be advised that my client deems her 

settlement agreement canceled and void." At 4:00 p.m. that day, Cohen called Davidson and they 

spoke for over five minutes. 

10 Due to the partially covert nature of the investigation to this date, the Government has not 
requested documents from the Trump Organization or Davidson, and thus does not possess the 
email referenced in this article. 

14 
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b. Cohen's 4:00 p.m. call with Davidson and/or Davidson's threats to cancel the 

"settlement agreement" appear to have touched off a flurry of communications about the settlement 

agreement and whether Clifford would go public. Specifically: 

1. At 4:43 p.m., Howard sent Cohen a text message that stated: "I'm told 

they're going with DailyMail. Are you aware?" One minute later, Cohen responded: "Call me." 

Based on my involvement in this investigation, I understand Howard's text to mean that he heard 

that Clifford was going to take her story of an extramarital affair with Trump to the Daily Mail, a 

tabloid newspaper. 

ii. At 4:45 p.m., Howard called Cohen and they spoke for over two minutes. 

Moments later, Davidson and Cohen spoke for about two minutes. 

iii. At 5:03 p.m., Cohen attempted to call Trump, but the call only lasted eight 

seconds. This was Cohen's first call after he spoke with Davidson. 

iv. At 5:25 p.m., Cohen texted Howard, stating: "Well???" 

v. At 6:44 p.m., Howard responded to Cohen's text, stating: "Not taking my 

calls." Cohen responded one minute later: "You're kidding. Who are you trying to reach?" 

Howard responded one minute later: "The 'agent. '" Based on my involvement in this 

investigation, I understand Howard's text messages to mean that he attempted to contact Davidson 

about the matter involving Clifford, but that Davidson was not taking Howard's calls. 

VI. At 6:49 p.m., Cohen called Howard and they spoke for nearly four minutes. 

c. The following day, on October 18, 2016, TheSmoldngGun.com, a website that 

publishes legal documents and mugshots, published an article called: "Donald Trump and the Porn 

Superstar," which alleged that Trump had an extramarital affair with Clifford. However, the 

article noted that Clifford had declined to comment. 

15 
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21. On or about October 25, 2016, the communications between Cohen, Davidson, 

Howard and Pecker picked up again, apparently concerning a transaction involving Clifford. 

Specifically, based on my review of toll records, information obtained pursuant to the Cohen Email 

Warrants and iCloud Warrant, as well as my review of public sources, I have learned the following: 

a. On October 25, 2016, at 6:09 p.m., Howard sent Cohen a text message stating: 

"Keith calling you urgently. We have to coordinate something on the matter he's calling you about 

or its [sic] could look awfully bad for everyone." One minute later, Davidson sent Cohen a text 

message stating "Call me." Cohen and Davidson called each other several times over the next half 

hour but appear not to have connected. At 6:42 p.m., Cohen and Davidson spoke for about eight 

minutes. At 7: 11 p.m., they spoke for another two minutes. 

b. The next morning, on or about October 26,2016, at 8:26 a.m., Cohen called Trump 

and spoke to him for approximately three minutes. At 8:34 a.m., Cohen called Trump again and 

connected for a minute and a half. 

c. At approximately 9:04 a.m.-less than thirty minutes after speaking with Trump

Cohen sent two emails to the person who had incorporated Resolution Consultants and Essential 

Consultants for him, and stated "can you send me asap the filing receipt" and then, in the second 

email, "for Essential Consultants LLC." That person responded with the filing receipt two minutes 

later at 9:06 a.m. and with the certification of formation 23 minutes later, at 9:27 a.m. 

d. Shortly after that, Cohen contacted First Republic Employee-2 and told him, in sum 

and substance, that he decided not to open an account in the name of "Resolution Consulting" and 

instead would be opening a real estate consulting company in the name of "Essential Consultants." 

Cohen told First Republic Employee-2 that he was at Trump Tower, and wanted to go to a First 

Republic branch across the street to open the account, so First Republic Employee-2 called, a 
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preferred banker at that branch ("First Republic Employee-l "), to assist Cohen. At 11 :00 a.m., 

First Republic Employee-l called Cohen. I know from my participation in an interview with First 

Republic Employee-I, that around the time of the call he went to Cohen's office in Trump Tower

on the same floor as the Trump Organization-and went through account opening questions, 

including know your customer questions, with Cohen. In response to a series of know-your

customer questions about the purpose of the account-the answers to which First Republic 

Employee-l entered into a form-Cohen stated, in sum and substance, that he was opening 

Essential Consultants as a real estate consulting company to collect fees for investment consulting 

work, and all of his consulting clients would be domestic individuals based in the United States. 

Based on my review of records obtained from First Republic, it appears that this account (the 

"Essential Consultants Account") was created at a time between 11 :00 a.m. and 1 :00 p.m. 

e. At 1 :47 p.m., Cohen called Davidson and they spoke for approximately two 

minutes. At approximately 1 :49 p.m., Davidson emailed Cohen wiring instructions for an attorney 

client trust account at City National Bank. 

f. After the Essential Consultants Account was opened on October 26,2016, Cohen 

transferred $131,000 from a home equity line of credit that Cohen had at First Republic to the 

Essential Consultants Account. Following the transfer, at approximately 4: 15 p.m. on October 26, 

2016, First Republic Employee-2's assistant emailed Cohen at his Trump Organization email 

address to tell him that the funds had been deposited into the Essential Consultants Account. 

Cohen forwarded that email to the Cohen Gmail Account and then forwarded it to Davidson. 

g. At 6:37 p.m., Cohen asked Pecker by text message, "Can we speak? Important." 

Cohen called Pecker at 6:49 p.m. and connected for thirty seconds. At 6:57 p.m., Cohen sent 

Howard a text message, stating: "Please call me. Important." Cohen called Howard at 7:00 p.m. 
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and connected for about thirty seconds. At 7:06 p.m., Cohen called Pecker~again and they spoke 

for nearly thirteen minutes. At 7:24 p.m., Howard sent a text message to Cohen that: "He said 
, 

he'd call me back in 20 minutes. I told him what you are asking for his [sic] reasonable. I'll get 

it sorted." Approximately an hour later, at 8:23 p.m., Howard told Cohen by text message to 

"check your Gmail for email from my private account." In an email sent at 8 :23 p.m. by Howard 

to Cohen and Davidson, with the subject line "Confirmation," Howard stated, "Thank you both 

for chatting with me earlier. Confirming agreement on: - Executed agreement, hand-signed by 

Keith's client and returned via overnight or same-day FedEx to Michael, - Change of agreement 

to reflect the correct LLC, - Transfer of funds on Thursday AM to be held in escrow until receipt 

of agreement." After receiving that email, at approximately 8:27 p.m., Cohen asked Howard by 

text message, "Can you and David [Pecker] give me a call." Howard promptly responded: "David 

is not around I think. I'll call." At 8:28 p.m., Howard called Cohen and they spoke for three 

minutes. 

22. On October 27,2016, Cohen made a payment to Davidson of $ 13 0 ,OOO-with the 

funds intended for Clifford-for the purpose of securing her ongoing silence with respect to the 

allegations that she had an extramarital affair with Trump. Specifically, based on my review of 

toll records, bank records, and information obtained pursuant to the iCloud Warrant and Cohen 

Email Warrants, I have leat;ned the following: 

a. At 9:47 a.m., Cohen sent Davidson an email, stating: "Keith, kindly confirm that 

the wire received today, October 27, 2016 shall be held by you in your attorney's trust account 

until such time as directed for release by me, in writing. Additionally, please ensure that all 

paperwork contains the correct name of Essential Consultants LLC. I thank you in advance for 

your assistance and look forward to hearing from you later." 
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b. At approximately 10:01 a.m., according to records provided by First Republic 

Banlc, Cohen completed paperwork to wire $130,000 from the Essential Consultants Account

which had been funded a day prior from Cohen's home equity line of credit-to the attorney client 

trust account at City National Bank that Davidson had specified in the wiring instructions he sent 

to Cohen. The wire transfer was made shortly thereafter. 

c. At 10:02 a.m., Davidson responded to Cohen's email from 9:47 a.m., stating: "I 

confirm that I will work in good faith & that no funds shall be disbursed unless & until the plaintiff 

personally signs all necessary settlement paperwork, (the form of which will match the prior 

agreement). The settlement docs will name the correct corporation, (Essential Consultants LLC). 

Plaintiffs signature will be notarized and returned to you via FedEx. Only after you receive FedEx 

will I disburse. Fair?" 

d. At 10:50 a.m., First Republic Employee-l sent Cohen an email confirming that the 

payment had been sent and providing him with the wire number. 

23. On October 28,2016, and the days that followed, Cohen fmalized the transaction 

with Davidson. Specifically, based on my review of toll records, information obtained pursuant 

to the iCloud Warrant, public sources, and bank records, I know the following: 

a. On October 28, 2016, at 11 :48 a.m., Cohen spoke to Trump for approximately five 

minutes. Beginning at 1:21 p.m., Cohen attempted a series of phone calls to Davidson, Pecker, 

and Howard throughout the day, although it appears he may only have connected with Howard. 

b. Later that day, at approximately 7:01 p.m., Davidson stated to Cohen by text 

message that "all is AOK. I should have signed, notarized docs on Monday. You should have 

them on Tuesday." Cohen thanked him and said "I hope we are good." Davidson responded, "I 

assure you. We are very good." Howard also texted Cohen at 7:08 p.m., "Keith [Davidson] says 
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we are good." Cohen then responded "OK" to Howard and "Excellent" to Davidson. At 

approximately 10:30 p.m., Cohen spoke to Hicks for three minutes. 

c. On October 31, 2016, Cohen called Howard at 8:22 p.m. and they spoke for over 

three minutes. At 8:32 p.m., Cohen received text messages from both Howard and Davidson. 

Howard said: "You'll have paperwork tomorrow says KD." Davidson said: "We are AOK. You 

will be receiving a package tomorrow." Cohen responded "Thank you" to Howard and "Thanks 

Keith. Will call you then" to Davidson. From my involvement in this investigation, I believe 

Davidson was referring to a signed nondisclosure agreement when he told Cohen that he would 

receive a package. 

d. Based on my review of court filings that became public in 2018, I have learned that 

on or about October 28, 2016, "EC, LLC and/or David Dennison" entered into a "confidential 

settlement agreement and mutual release" with "Peggy Peterson," pursuant to which "Peterson" 

agreed not to disclose certain "confidential information pertaining to [Dennison]" in exchange for 

$130,000. The agreement provided that "EC, LLC"would wire the funds to "Peterson's" attorney, 

who would then transfer funds to "Peterson." Cohen signed the agreement on behalf of "EC, 

LLC." The agreement stated that the address for "EC, LLC," which was later referred to in the· 

agreement as "Essential Consultants, LLC," was Cohen's residence. 

e. Consistent with the "confidential settlement agreement and mutual release," on or 

about November 1, 2016, Davidson transferred $96,645 from his attorney client trust account at 

City National Bank to a bank account in Clifford's name. The wire had the annotation "net 

settlement." On the same day, at approximately 9:48 a.m. Davidson sent Cohen a text message 

with a picture of a FedEx delivery confirmation, stating that at approximately 9:09 a.m. a package 

shipped by Davidson the previous day had arrived for Cohen at his Trump Organization 
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address. On the same day, at approximately 6:14 p.m., Davidson sent Cohen an email with an 

audio file attached and said "Give this a lesson [sic] and then call me." The audio attachment was 

titled "Stormy.mp3" and was a five-minute recording of Davidson interviewing Clifford about 

recent public allegations made by an adult film star named Jessica Drake regarding her alleged 

past affair with Trump; in the recording, Clifford explained the reasons she believed that Drake 

was not credible. Less than an hour later, at approximately 7:05 p.m., Cohen called Trump, but it 

appears that they did not connect. Cohen then called a telephone number belonging to Kellyanne 

Conway, who at the time was Trump's campaign manager. They did not connect. At 

approximately 7:44 p.m., however, Cohen received a return call from Conway, which lasted for 

approximately six minutes. 

24. On November 4, 2016, just three days after the Clifford transaction was completed 

and just four days before the presidential election, the Wall Street Journal published an article 

alleging that the Nqtional Enquirer had "Shielded Donald Trump" from allegations by Playboy 

model Karen McDougal that she and Trump had an affair. The article alleged that AMI had agreed 

to pay McDougal to bury her story. McDougal, like Clifford, had been represented by Davidson. 

Based on my review of toll records, information obtained pursuant to the Cohen Email Warrants 

and iCloud Warrant, and public sources, it appears that Cohen spoke frequently to Davidson, 

Howard, Pecker, and Hicks around the time of this article's publication-just days before Election 

Day-about the importance of preventing the McDougal and Clifford stories from gaining national 

traction. Specifically, I have learned the following: 

a. Between 4:30 and 8:00 p.m. on November 4, Cohen communicated several times 

with Howard, Pecker and Davidson. For instance, at approximately 4:49 p.m., Cohen sent Howard 

a text message with a screenshot of an email forwarded to him by another Trump Organization 
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lawyer. The forwarded email was from a Wall Street Journal reporter, and asked for comment 

from Trump and/or the campaign on the story. Cohen also spoke with Hicks several times, 

including shortly before and/or after calls with Peeker, Howard and Davidson. Indeed, at 

approximately 7:33 p.m., using two different cellphones subscribed to him, Cohen appears to have 

been talking to Davidson and Hicks at the same time. 

b. At approximately 8:51 p.m., Cohen sent Howard a message, stating: "She's being 

really difficult with giving Keith a statement. Basically went into hiding and umeachable." One 

minute later, Howard responded: "I'll ask him again. We just need her to disappear." Cohen 

responded, "She defmitely disappeared but refuses to give a statement and Keith cannot push her." 

At approximately 8:55 p.m., Howard responded to Cohen's text: "Let's let the dust settle. We don't 

want to push her over the edge. She's on side at present and we have a solid position and a plausible 

position that she is rightfully employed as a columnist." Based on my involvement in this 

investigation, I believe Cohen and Howard were referring to Karen McDougal when they were 

discussing "she" and "her." Additionally, I believe Howard's statement that "we have ... a 

plausible position that she is rightfully employed as a columnist" was a reference to the fact that 

AMI had given McDougal payments for her role as a purported columnist for the company. 

c. At approximately 8:58 p.m. on November 4,2016, Howard attempted to reassure 

Cohen about the effect of the forthcoming Wall Street Journal article, texting, "I think it'll be ok 

pal. I think it'll fade into the distance." Cohen responded, "He's pissed." Howard wrote back, 

"I'm pissed! You're pissed. Pecker IS pissed. Keith is pissed. Not much we can do." Based on 

my involvement in this investigation, I believe Cohen was referring to Trump when he stated "he's 

pissed." Cohen asked Howard at approximately 9:00 p.m. how the Wall Street Journal could 
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publish its article if "everyone denies." Howard responded, "Because there is the payment from 

AMI. It looks suspicious at best." 

d. At approximately 9:03 p.m., Hicks called Cohen and they spoke for two minutes. 

At approximately 9:11 p.m., Cohen called Howard and spoke to him for five minutes. At 

approximately 9:15 p.m., Hicks called Cohen and they spoke for nearly seven minutes. Again, 

Cohen used different phones for these two calls, such that he appears·to have been on both. calls 

for about a minute of overlap. At approximately 9:32 p.m., Cohen texted Pecker, "The boss just 

tried calling you. Are you free?" A minute later, Cohen texted Howard, "Is there a way to find 

David quickly?" 

e. At approximately 9:50 p.m., the Wall Street Journal article was published online. 

Howard and Hicks both sent web links for the article to Cohen. Over the next half hour, Cohen 

and Howard exchanged several text messages commenting on how the story came across. The next 

morning on November 5, 2016, at approximately 7:35 a.m., Cohen textedHicks, "So far I see only 

6 stories. Getting little to no traction." Hicks responded, "Same. Keep praying!! It's working!" 

Cohen wrote back, "Even CNN not talking about it. No one believes it and if necessary, I have a 

statement by Storm denying everything and contradicting the other porn stars statement. I wouldn't 

use it now or even discuss with him as no one is talking about this or cares!" Based on my 

involvement in this investigation, I believe Cohen was referring to the above-referenced recorded 

audio statement by Clifford that he obtained from Davidson, and was stating that such a statement 

could be used to influence potential negative media relating to Trump, but was unnecessary at that 

time. Based on a text message from Hicks to Cohen, I believe that later that morning, Pecker 

spoke to Trump. 
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25. On or about November 8, 2016, Trump won the election for President ofthe United 

States. 

26. On or about January 12, 2018, the Wall Street Journal first reported that Cohen 

arranged a payment to Clifford. On or about January 22,2018, Common Cause, a government 

watchdog group, filed a complaint with the Federal Election Commission, alleging that Cohen had 

violated campaign [mance laws by making the payment to Clifford. Based on my review public 

sources following that report, as well as emails obtained pursuant to the Cohen Email Warrants, I 

have learned the following: 

a. On or about January 23, 2018, the day after Common Cause filed its complaint, 

Cohen began emailing himself drafts of statements describing his payment to Clifford. 

Additionally, on January 23, 2018, Cohen emailed the following draft of that statement to an 

individual who appears to be writing a book on Cohen's behalf: 

In October 2016, I was contacted by counsel for Ms. Clifford stating that 
. news outlets, including ABC news, were pursuing the 2011 story of an 
alleged affair between Mr. Trump and Ms. Clifford. Despite the fact that 
both parties had already denied the allegation, as Mr. Trump's longtime 
special counsel and protector, I took it upon myself to match the offer and 
keep the story from breaking. I knew the allegation to be false, but I am 
also a realist who understands that just because something is false doesn't 
mean that it doesn't create harm and damage. I could not allow this to 
occur. I negotiated a non-disclosure agreement with Ms. Clifford's 
counsel and tendered the funds. I did this through my Delaware LLC and 
transferred personal funds to cover the agreement. I was not reimbursed 
any monies from Mr. Trump, the Trump Organization, any third party or 
the Presidential campaign. At no point did I ever advise Mr. Trump of my 
communications or actions regarding this agreement. As outlandish and 
unusual as this may appear, the Trumps have been like family to me for 
over a decade. It's what you do for family. 

(Emphasis added.) Based on my involvement in this investigation, I believe that the above email 

is an acknowledgement that the allegation of the affair had existed for some time (" . .. the 2011 

story ... "), but that Cohen was motivated to "keep the story from breaking" again in October 2016. 
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b. On or about February 13, 2018, Cohen said in a statement to The New York Times 

that ''Neither the Trump Organization nor the Trump campaign was a party to the transaction with 

Ms. Clifford. The payment to Ms. Clifford was lawful, and was not a campaign contribution or a 

campaign expenditure by anyone." Cohen declined to answer follow-up questions including 

whether Trump had been aware of the payment, why Cohen made the payment, or whether similar 

payments had been made to other people. 

c. On or about February 14, 2018, Cohen was asked by The New York Times whether 

Trump had reimbursed him, whether he and Trump had made any arrangement at the time of the 

payment, or whether he had made payments to other women. Cohen stated in response, "I can't 

get into any of that." On ot about February 14, 2018, Cohen also stated to The Washington Post 

that: "In a private transaction in 2016, 1 used my own personal funds to facilitate a payment of 

$130,000 to Ms. Stephanie Clifford. Neither the Trump Organization nor the Trump campaign 

was a party to the transaction with Ms. Clifford, and neither reimbursed me for the payment, either 

directly or indirectly." 

d. On or about March 9, 2018, Cohen stated to ABC News that "the funds were taken 

from my home equity line and transferred internally to my LLC account in the same bank." 

27. Accordingly, for the foregoing reasons, there is probable cause to believe that 

Cohen committed violations of the Subject Offense by making an in-kind contribution to Trump 

or the Trump campaign in the form ofa $130,000 payment to Clifford on the eve of the election. 

Indeed, while he denies having given an unlawful contribution, in his own statements Cohen has 

admitted that he paid $130,000 of his "personal funds" to Clifford and that the payment occurred 

less than two weeks before the election, as Trump was facing negative media allegations about 

his behavior toward women, even though allegations of an affair between Trump and Clifford 
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existed since 2011. In addition, the communication records set forth above make evident that 

Cohen communicated with members of the Trump campaign about his negotiation with 

Clifford's attorney and the need to preclude Clifford from making a statement that would have 

reflected negatively on the candidate in advance of the forthcoming election. 

28. Therefore, there is probable cause to believe that a search of the Subject Devices 

will reveal evidence, fruit and instrumentalities of the Subject Offenses, including the following: 

a. Evidence relating to payments to Stephanie Clifford, Karen McDougal, or 

their agents or legal representatives, including any nondisclosure agreements and related 

documents, and any communications related to such agreements. 

b. Evidence of communications involving Michael Cohen, Donald Trump 

and/or agents or associates of the Trump Campaign about Stephanie Clifford or Karen McDougal, 

or payments to Stephanie Clifford or Karen McDougaL 

c. Evidence of communications with American Media, Inc., David Pecker, 

and/or Dylan Howard about Donald Trump, the Trump Campaign, Stephanie Clifford, and/or 

Karen McDougaL 

d. Evidence relating to Cohen's role in the Trump Campaign, and coordination 

or consultation with the Trump Campaign. 

e. Evidence of communications with Donald Trump and/or agents or 

associates of the Trump Campaign about the Access Hollywood tape. 

£ Evidence relating to Cohen's knowledge of the campaign finance laws, 

campaign contribution reporting requirements, and campaign contribution limits. 
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g. Evidence indicating Michael Cohen's intent with respect to the Subject 

Offense, including whether the payment to Clifford and any similar payments were made to 

influence the Presidential election. 

III. Procedures for Searching ESI 

A. Review of ESI 

29. Law enforcement personnel (including, in addition to law enforcement officers and 

agents, and depending on the nature of the ESI and the status of the investigation arid related 

proceedings, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, interpreters, and outside vendors or technical experts under 

government control) will review the ESI contained on the Subject Devices for information 

responsive to the warrant. 

30. In conducting this review, law enforcement personnel may use various methods to 

locate evidence, fruits, and instrumentalities of the Subject Offense, including but not limited to 

undertaking a cursory inspection of all emails, texts or files contained on the Subject Devices. This 

method is analogous to cursorily inspecting all the files in a file cabinet in an office to determine 

which paper evidence is subject to seizure. Although law enforcement personnel may use other 

methods as well, particularly including keyword searches, I know that keyword searches and 

similar methods are typically inadequate to detect all information subject to seizure. As an initial 

matter, keyword searches work only for text data, yet many types of files commonly associated 

with emails, including attachments such as scanned documents, pictures, and videos, do not store 

data as searchable text. Moreover, even as to text data,. keyword searches cannot be relied upon 

to capture all relevant communications in an account, as it is impossible to know in advance all of 

the unique words or phrases that investigative subjects will use in their communications, and 
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Attachment A 

I. Devices to be Searched 

The devices to be searched (the "Subject Devices") are described as: 

a. Subject Device-l: A black and red USB drive with a white label that says "Tracking 
#: 180208140208." 

b. Subject Device-2: A silver DVD with 'a white label that reads "Cohen -
2018.03.07." 

c. Subject Device-3: A white DVD labelled "2-28-18 Cohen SW Returns - Google 
" 

II. Review of ESI on the Subject Devices 

Law enforcement personnel (including, in addition to law enforcement officers and agents, 
and depending on the nature of the ESI and the status ofthe investigation and related proceedings, 
attorneys for the government, attorney support staff, agency personnel assisting the government in 
this investigation, interpreters, and outside vendors or technical experts under government control) 
are authorized to review the ESI contained on the Subject Devices for evidence, fruits, and 
instrumentalities of one or more violations of 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) 
(illegal campaign contributions) (the "Subject Offense"), as listed below: 

a. Evidence relating to payments to Stephanie Clifford, Karen McDougal, or their 

agents or legal representatives, including any nondisclosure agreements and related 

documents, and any communications related to such agreements. 

b. Evidence of communications involving Michael Cohen, Donald Trump and/or 

agents or associates of the Trump Campaign about Stephanie Clifford or Karen 

McDougal, or payments to Stephanie Clifford or Karen McDougal. 

c. Evidence of communications with American Media, Inc., David Pecker, and/or 

Dylan Howard about Donald Trump, the Trump Campaign, Stephanie Clifford, 

andlor Karen McDougal. 

d. Evidence relating to Cohen's role in the Trump Campaign, and coordination or 

consultation with the Trump Campaign. 
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e. Evidence of communications with Donald Trump and/or agents or associates ofthe 

Trump Campaign about the Access Hollywood tape. 

f. Evidence relating to Cohen's knowledge of the campaign finance laws, campaign 

contribution reporting requirements, and campaign contribution limits. 

g. Evidence indicating Michael Cohen's intent with respect to the Subject Offense, 

including whether the payment to Clifford and any similar payments were made to 

influence the Presidential election. 
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Exhibit A 
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ATTACHMENT B 

I. Information to be disclosed by Google 

To the extent that the information described in Attachment A is within the possession, 

custody, or control of the Google (hereinafter "the Provider"), regardless of whether such 

information is stored, held or maintained inside or outside of the United States, and including any 

emails, records, files, logs, or information that have been deleted but are still available to the 

Provider, the Provider is required to disclose the following information to the government for each 

account or 'identifier listed in Attachment A: 
-----~~------------

a. The contents of all erriails associated with the account, including stored or preserved 

copies of emails sent to and from the account, draft emails, the source and 

destination addresses associated with each email, the date and time at which each 

email was sent, and the size and length of each email; 

b. All records or other information regarding the identification of the account, to 

include full name, physical address, telephone numbers and other identifiers, 

records of session times and durations, the date on which the account was created, 

the length of service, the IP address used to register the account, log-in IP addresses 

associated with session times and dates, account status, alternative email addresses 

provided during registration, methods of connecting, log files, and means and 

source of payment (including any credit or bank account number); 

c. The types of service utilized; 

d. All records or other information stored at any time by an individual using the 

account, including address books, contact and buddy lists, calendar data, pictures, 

and files; 

e. All records pertaining to communications between the Provider and any person 

regarding the account, including contacts with support services and records of 

actions taken; and other identifiers, records of session times and durations, the date 

on which the account was created, the length of service, the types of service utilized, 

the IP address used to register the account, log-in IP addresses associated with 

.session times and dates, account status, alternative e-mail addresses provided 
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during registration, all other user names associated with the account, all account 

names associated with the subscriber, methods of connecting; 

f. All search history or web history; 

g. All records indicating the services available to subscribers of the accounts; 

h. All usernames associated with or sharing a login IP address or browser cookie with 

the accounts; 

i. All cookies, including third-party cookies, associated with the user; 

J. All records that are associated with the machine cookies associated with the user; 

k. All telephone or instrument numbers associated with the Account (including MAC 

addresses, Electronic Serial Numbers ("ESN"), Mobile Electronic Identity 

Numbers ("MEIN"), Mobile Equipment Identifier ("MElD"), Mobile Identification 

Numbers ("MIN"), Subscriber Identity Modules ('~SIM"),' Mobile Subscriber 

Integrated Services Digital Network Number ("MSISDN"), International Mobile 

Subscriber Identifiers ("IMSI"), or International Mobile Equipment Identities 

("IMEI"). 

II. Information to be Seized by the Government 

All infoimation described above in Section I that constitutes evidence, contraband, fruits, 

and/or instrumentalities of violations of 18 U.S.C. § 101.4 (false statements to a financial 

institution) and 18 U.S.C. § 1956 (money laundering), as well as 18 U.S.c. § 951 (acting as an 

unregistered foreign agent) and the Foreign Agents Registration Act ("F ARA"), 22 U.S.C. § 611 

et seq., involving Mich~el Dean Cohen and occurring on or after January 1, 2016, including, for 

each account or identifier listed on Attachment A, information pertaining to the following matters: 

a. Communications, records, documents, and other files involving Essential 

Consultants, LLC; 

b. Communications, records, documents, and other files involving Bo and Abe Realty, 

LLC; 

c. Communications, records, documents, and other files that false representations to a 

financial institution with relation to intended the purpose of an account or loan at 

that financial institution; the nature of any business or entity associated with an 
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account a financial institution; the source of funds flowing into an account; or the 

purpose or nature of any financial transactions involving that financial institution; 

d. Records of any funds or benefits received by or offered to Michael Dean Cohen by, 

or on behalf of, any foreign government, foreign officials, foreign entities, foreign 

persons, or foreign principals; 

e. Communications, records, documents, and other files that reveal efforts by Michael 

Dean Cohen to conduct activities on behalf of, for the benefit of, or at the direction 

of any foreign government, foreign officials, foreign entities, foreign persons, or 

f. 

g. 

__ fordgn_prindpa1s; __ -'-_-"'-___ _ 

Evidence indicating how and when the account was accessed or used, to determine 

the geographic and chronological context of account access, use, and events relating 

to the crimes under investigation and to the account owner; 

Evidence indicating the account owner's- state of mind as it relates to the crimes 

under investigation; 

h. The identity of the person(s) who created or used the account, including records 

that help reveal the whereabouts of such person(s); and 

i. The identity of any person(s)-including records that help reveal the whereabouts 

of the person(s)-who communicated with the account about any matters relating 

to activities conducted by Michael Dean Cohen on behalf of, for the benefit of, or 

at the direction of any foreign government, foreign officials, foreign entities, 

foreign persons, or foreign principals. 

4 



Case 1:18-cr-00602-WHP   Document 48-6   Filed 07/18/19   Page 42 of 80

Exhibit B 
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AO 93 (Rev. 11113) Search and Sefzure Warrant (Page 2) 

Return 

Date and time warrapt executed: Copy of warr~nt and inventory left with: 

Inventory made in the presence of: 

Inventory of the property taken and name of any person(s) seized: 

-~- ------------- -------=-----------_·_--'---------------------------""-----'-----'--1---·----

Certification 

I declare imder penalty Qfperjury tha:t this inveIitoi-Y is correct and was l'eturned along with the original warranttQ the 
designated judge. . 

Date: 
Exiicutii1g officer's signature 

PrinNd nal1ie al1d iitle 
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ATTACHMENT B 

I. Info.rmation to. be disclosed by Go.ogle 

To the extent that the information described in Attachment A is within the possession, 

custody, 01' control of the Google (hereinafter "the Provider;», regardless of whether such 

informatien is stored, held or maintained inside or outside ofthe United States, and including any 

emails, records, files, log?, or information that have been deleted but are still available to the 

Provider, the Previder is required to disclese the following infermation to the government for each 

account or identifier listed in Attachment A: 

a. ·The contents ofarrem~aiIsassoCia:ted witlil:lie account, llclu:aing stOTeCi Of preserved 

copies of emails sent to and froni the aCCDunt, draft emails, the source and 

destination addresses associated with each email, the date abd time at which each 

email Was sent, and the size.andlength of each eni.aii; 

b. All records Dr other information regardil1g the identification of the account, to 

include full name, physical addres~, telephone numbers and other identifiers, 

records Dfsession times and durations, the date on which the account was created, 

the length of service, the IP address used to register the account, log~in IP addresses 

associated with session Hmes and dates, account statilS, alternative email addresses 

provided dJldng registration, methods of connecting, iog fiies, and means and 

source of paymeilt (including any creditotbank account number); 

c. The types of ~ervice 1.1tilized; 

d. All records or other information stoted at any time by an imlividual "!lsing the 

account, including address books; contact and buddy lists~ calendar data, pictures, 

and filesi 

e. All ree.orOs pertaiiiing to commluiicatiohs betweert the Provider and any person 

reg;atding the !J.ccQunt, inoluding contacts with support t;~:tvices ~nd records of 

actions taken:; and other identifiers, records of s,e.st;ion tithes and dur4tions, the date 

en which the abcou.ntwlls created, the lertgth ofService; the types of service utilized, 

the IP address used to register the account, log-in IP addresses ass(}ciated with 

session times and dates, account status, alternative e-mail addresses provided 

during registration; all other user names assoGiated With the account, all account 

names associated With the subscdber, methods Of connecting;; 
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f. All search history or web history; 

g. All records indicating the services available to subscribers of the accounts~ 

h. All username5; associated with or sharing a login IP !i.ddress or browser cookie with 

the accounts; 

i. All cooki~$~ including third~party cookies, as,sociated with the l,ls~r; 

j. All records that are associated with the machine cookies associated withth~ user; 

and 

k. All telephone or instrument numbers associated with the Account (including MAC 

------ ,-,---,~-·-'---'---'-addresses,-glectronic--=SeFial~Numbers-(-''ESN.'!.),-Mobile-Electronic-Identity----------- c..:! 

Numbers ("MEIN"), Mobile Equipment Identifier C'MElD"), Mobile Identification 

Numbers ("MIN"), Svbscriber Identity Modules ("S 1M") , Mobile Subscriber 

Integrated Services Digital Network Number ("MSISDN'~), International Mobile 

Subscdber Identifiers ("IMSI;'), or Irtt.etnat.ionftJ Mobile Equipment Identities 

("{MEl"). 

n. Information to be Seized by the Government 

All information described above in Section I that constitutes evidence, contraband, fruits, 

andlor instrumehtalities of violations of 18 U.S.C. § 1014 (false statements to a financial 

institution), 18 U.S.C. § 1343 (wire fraud), 18 U.S.C. § 1344 (bank fraud), and 18 U.S.C. § 1956 

(money laundering), as weB as 18 U.S.C. § 951 (acting as an unregistered foreign agent) and the 

Foreign Agents Registration Act ("FARN'),22 U.S.C. § 611 et seq., involving Michael Dean 

Cohen and occurring on Qr after Jun~ 1,2015, including, for ~ach account or identifier listed on 

Attachment A, information pertajning to the following matters: 

a, Communications, records, documents, and other .files involving Essential 

C011sultants, LLC; 

b. Communications, records, documents, and othet files that false representations to. a 

finallciaJ institution with relation to intended the ptrrpose of an accourjt or loan at 

that financial institution; the nature ofaDY business or entity associated witha.11 

account a finanoial ~nstituti6n; the source of funds flOWing iutoan account; or the 

purpose or nature of any financial transactions involving that financial institution; 

3 
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c. Recotds of any funds 61' benefits received by or offered to Michael Dean Cohen by, 

or on behalf of, any foreign government, foreign officials, foreign entities, foreign 

persons, or foreign principals; 

d. Communicatiolls, records, documents; ane! other files that reveal efforts by Michael 

Dean Cohen to conduct activities on behalf of, for the benefit of, or at the direction 

of any foreign government, foreign officials, foreign entities, foreign persons, or 

foreign principals; 

e. Evidence indicating how and when the account was accessed or used, to detelmine 

~~~~--~~--~~~~-the-geographic-ancLchronologicaLcontextofac_cQuntacceJts,Jise; and events relating~~~~ __ 

f. 

g. 

to the crimes under investigation and to the account owner; 

Evidence indkating the ac.count owner's state of mind as it relates to the crimes 

under investigation; 

The identity of the person(s) who crel:)ted or used the account,inciuding records 

that help reveal the whereabouts of such person(s); and 

h. The identity of any person(s)~including records that help reveal the whereabouts 

of the person(s)-who conimunicated with the account about a6y mattei's relating 

to activities conducted by Michael Dean Cohen on behalf of; for the benefit of, or 

at the direction of any foreign government, foreign officials, fordgn entities, 

foi'eig;n persons, or foreign principals. 

III. Reyiew Protocols 

Review of the items described in Attachment A and Attachment B shall be conducted 

pursuant to established procedures designed to collect evidence in a manner consistent with 

professional responsibility reqUIrements concerning the maintenance of attorney-client and other 

operative privileges. When appropriate, the procedures shall inClude use of a designated "filte1' 

team,'; sepB.tate and apart from the inv~tigative team, in ol'der to address potential privileges. 

4 
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Exhibit C 
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AO 93 (Rev. 11/13) Search and SeiZUfl,l Warrant (Page 2) 

:a#urti 

Case No.: )j.:Lt~ ahd titne warrant executed: Copy of warrant and inventory left with: 

Inventory made inthepresence of: 

Inventory oIthe property tijkeh a:~d name of any pei'son(s) sei;?:ed: 

! 

--~-----" 

, 

Certification 

I declare under penalty of pel jury that this inventory is correct<,!nd was returned ~long with the brigtrial warrant.to the 
designated judge. 

Date: 
ExecjJting officer 's sigllatwe 

Pi'hUed name (uid title 
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ATTACHMENT B 

I. Information to be disclosed by 1&1 

To the extent that the information described in Attachlneht A is within the possession, 

custody, o~ control of the 1&1 (herdnafter "the provider;'), regardless ofwhether imoh infemnation 

is stored, held or maintained insIde or outside of the United States; and including any em ails, 

records, files, logs, or information that have been deleteel but are still available to the Provider, the 

Provider is required to disclose the following information to the government for each account or 

identifier listed in Attachment A: 

a,:-, --'Phe~contents~ofall-errfails-mrso~ciateQ-with~tITe-icwunt~tfrcladillg--:stored ·or preserveQ-----.~---· .--~-
i 

copies of emails sent to and from the account,draft emails, the source and .~ 

destination addresses associated with each email, the date and time at which each 

email was sent, and the size and length oieach email; 

b. All records or other information regarding the identification of the account, to 

include full name; physical address, telephone _ numbers and other identifiers, 

records of session times and durations, the date on which the account was created, 

the length of service, the IP address used to register the account, log-in IP addresses 

asspciatedwith session times and dates1 account status, alternative email addresses 

prOVided (:it.Jrihg registl'atioTl.methods of connecting. log files, and means arid 

source of payment (including any credit or bank account humbet)i 

c. The types ofBervice utilized; 

d. All records or other information $tored at any time by an individual using the 

aCGountl lncluding address books, contact and budcly lists, calendar data, pioti.lre~, 

al1d fHes; 

e. All records p_ertalning to communications between the Provider and any pel'son 

regarding the aCcount, iI1Qiuding contacts with s1Jpportservices and records of 

actions taken; and other identifiers, records ofsessi6hti11H;~s and di.l'ratioll,s, tIwda.te 

on which the accountwas created, the length of service, the types of service utilized, 

the IP -address us~d to register the account, log~jii IP addtesses asso:c,iated with 

session tiines and dates~ account status, alfernl:1-tivee..,majl ac.lQrysses provided 

dliriilg registtation. all other user names associated with the account, all accolmt 

names associated with the subscriber, methods of connecting; 

2 
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f. All search history or web history; 

g. All records indicating the services available to subscribers ofthe accounts; 

h. All usernames associ.ated with or sharing a login IP ~ddress 01' btowsercookie with 

the accounts; 

1. An cookies, in:duding third-Party cookies, associat~d with the user; 

j. All records that an;: associated with the machin~ cookies associated with the user; 

and 

k. All telephone or instrument numbers associated with the Account (induding MAC 

~~------ ~ __ addresses,_-Elec1ronic~ __ SeriaLNumhers_C..'.'ESN~'),_MQbile_Ekctl'onic __ ldentit'j! _____ _ 

Numbers (HMEIN"), Mobile Equipment Identifier ("MEID"), Mobile Identification 

Numbers ("MIN"), Subscriber Identity Modules ("81M"), Mobile SUbscriber 

Integrated Services Digital Network Number ("MSISDN"), Intel1lational Mobile 

Subscriber Identifiers ("IMSI"), or International Mobile Equipment Identities 

("IMEI"). 

II. I}Jformation. to be Seized by the Government 

All information described above in Section I that constitutes evidence, contraband, Huits, 

and/or instrumentalities of viblations of 18 U.S.C. § 1014 (false statements to a financial 

institution), 18 U.S.C. § 1343 (wire fraud), 18 U.S.C. § 1344 (bank fraud), and 18 U.S.C. § 1956 

Cm01ley laundering), as well as 18 U.S.C. § 951 (acting as an unregistered foreign agent) and the 

Foreign Agents Registration Act ("FARA"), 22 U.S.C. § 611 et seq., involving Michael Dean 

Coh~n, inQluding, for each acoqunt or identifier listed on Attachment A, infortnatio}l pertaining to 

the following matters: 

1'\.. Communications, records, documents, and other files involving Essential 

Consultants; LLC; 

b. Communications, records, documents, and other fileSthat fa.lse representations to a 

finanoial institution with relation to intended the purpose of an account i:)l' IQan at 

that financial institlltion; the Ilati,tI'e of any business or entity associated with ali 

account a fii1!;incial institution; the· source at' funds flowing into an account; or the 

purtyose or nature of any financial transactions involving that financial institution; 

3 
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c. Records of any funds or benefits received by or offered to Michael Dean Cohen by, 

or on behalf of, any foreign government, foreign officiais, foreign entities, foreign 

persons, or foreign principals; 

q. CommUhications, records, documents, and other files that revefllefforts by Michael 

Dean Cohen to conduct activities on behaIfof, for the benefit of, or at the direction 

of any foreign government, foreign officials, foreign entities, foreign pel;sons, or 

foreign principals; 

e. Evi~ence indicating how and when the account was accessed or used, to determine 

__ --'-_the_geographicancLchronblogical-conte~t o£a,ccountaccess, use, and events-relating-------- ,------"--- -) 

to the crimes under investigation and to the accollnt oWlier; 

f. Evidence indicating the account owner's state of rqind as it relates to the crimes 

under investigation; 

g. The idelitity of the person(s) who created or used the accoUlit, inclUding records 

that help reveal the whereabouts of such person(s); and 

h. The ideptity of any person(s)-including records that help reveal the whereabouts 

of the persoh(s)-who communicated with the account about any matters relating 

to activities conducted by Michael Dean Cohen oli behalf of, for the benefit of, or 

at the direction of any foreign gOYe1'l1n1ent, for(;(ign officials, foreign entities, 

foreign persons, or foreign principals. 

III. Review Protocols 

Review of the' items described in Attachment A and Attachment B ,5hall be c;onducted 

pursuant to establiShed procedures designed to ,collect evidence in a malUler consistent with 

professional responsibility ryquirements concemirtg thy maintenance of attomey.-client and other 

operative privileges. When appropriate, the proCedures shall iricIttoe use of a designated "filter 

teaI11," separate and apart from the investigative team, in order to addres,s potential privileges. 

4 
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Exhibit D 
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AO 93 (Rev_ 11113) Search and Seizure Warrant (Page 2) 

Return 

Case No.: jDate and time warrant executed: I Copy ofwarrant and inventory left with: 

Inventory made in the presence of: 

Inventory of the property taken and name of any person(s) seized: 

-----------t'---=----------------------------_____ -'-____________ -'-_-'-_______________ 1 _______ _ 

Cettificbtihit -

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant to the 
designated judge. 

Date: 
--~------- "-~ __ "-~c----.--------

Executing officer's signature 
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ATTACHMENT B 

I. Information to be disclosed by Apple, Inc. 

To the extent that the. information described in Attachment A is within the possession, 

custody, or control of Apple. Inc. (hereinafter "the Provider"), regardless of whether such 

information is stored, held or maintained inside or outside of the United States, and including any 

ernails, records, files, logs, or information that have been deleted but are still available to the 

Provider, the Provider is required to disclose the following information to the government for each 

ac~ount or identifier listed in Attachment A: 

a. The contents of all em ails associated with the account, including stored or preserved 

copies of emails sent to and from the account, draft ernails, the source and 

destination addresses associated with each email, the date and time at which each 

email was sent, and the size and length of each email; 

b. All records or other information regarding the identification of the account, to 

include full name, physical address, telephone numbers and other identifiers, 

records of session times and durations, the date on which the account was created, 

the length of service, the IP address used to register the account, log-in IP addresses 

associated with session times and dates, account status, alternative email addresses 

provided during registration, methods of connecting, log files, and means and 

source of payment (including any credit or bank account number); 

c. The types of service utilized; 

d. All records or other information stored at any time by an individual using the 

account, including address books, contact and buddy lists, calendar data, pictures, 

and files; 

e. All records pertaining to communications between the Provider and any person 

regarding the account. including contacts with support services and records of 

actions taken; and other identifiers, records of session times and durations, the date 

on which the account was created, the length of service, the types of service utilized, 

the IP address used to register the account, log-in IP addresses associated with 

session times and dates, account status, alternative e~mail addresses provided 

Ii ... 1 
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during registration, all other user names associated with the account, all account 

names associated with the subscriber, methods of connecting; 

f. All search history or web history; 

g. All records indicating the services available to subscribers of the accounts; 

h. All usernames associated with or sharing a login IP address or browser cookie with 

the accounts; 

1. All cookies, including third-party cookies, associated with the user; 

J. All records that are associated with the machine cookies associated with the user; 

k. AlI telephone or instrument numbers associated with the Account (including MAC 

addresses, Electronic Serial Numbers ("ESN"), Mobile Electronic Identity 

Numbers ("MEIN"), Mobile Equipment Identifier ("MElD"), Mobile Identification 

Numbers ("MIN"), Subscriber Identity Modules ("SIM"), Mobile Subscriber 

Integrated Services OigitalNetwork Number ("MSISDN"), International Mobile 

Subscriber Identifiers ("IMSI"), or International Mobile Equipment Identities 

("IMEI"). 

II. Information to be Seized by the Government 

All information described above in Section I that constitutes evidence, contraband, fruits, 

andlor instrumentalities of violations of 18 U.S.C. § 1014 (false statements to a financial 

institution), 18 U.S.C. § 1344 (bank fraud), 18 U.S.C. § 1956 (money laundering), 18 U.S,C. § 951· 

(acting as an unregistered foreign agent), and 22 U.S.C. § 611 et seq. (Foreign Agents Registration 

Act), involving Michael Dean Cohen and occurring on or after January 1,2016, including, for each 

account or identifier listed on Attachment A, information pertaining to the following matters: 

a. Communications, records, documents, and other files involving Essential 

Consultants, LLC; 

b. Communications, records, documents, and other files involving Bo and Abe Realty, 

LLC; 

c. Communications, records, documents, and other files that false representations to a 

financial institution with relation to intended the purpose of an account or loan at 

that financial institution; the nature of any business or entity associated with an 
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account a financial institution; the source of funds flowing into an account; or the 

purpose or nature of any financial transactions involving that financial institution; 

d. Records of any funds or benefits received by or offered to Michael Dean Cohen by, 

or on behalf of, any foreign government, foreign officials, foreign entities, foreign 

persons, or foreign principals; 

e. Communications, records, documents, and othel' files that reveal efforts by Michael 

Dean Cohen to conduct activities on behalf of, for the benefit of, or at the direction 

of any foreign government, foreign officials, foreign entities, foreign persons, or 

f. 

foreign-principals; -----___ _ 

Evidence indicating how and when the account was accessed or used, to determine 

the geographic and chronological context of account access, use, and events relating 

to the crimes under investigation and to the account owner; 

g. Evidence indicating the account owner's state of mind as it relates to the crimes 

under investigation; 

h. The identity of the person(s) who created or used the account, including records 

that help reveal the whereabouts of such person(s); and 

I. The identity of any person(s )--including records that help reveal the whereabouts 

of the person(s)--who communicated with the account about any matters relating 

to activities conducted by Michael Dean Cohen on behalf of, for the benefit of, or 

at the direction of any foreign government, foreign officials, foreign entities, 

foreign persons, or foreign principals. 
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Exhibit E 
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electronic transmission or any other means through which the Provider is capable of accepting ... 
service .. 

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is hereby ordered that the Provider shall not disclose the 

exi'steITC"e-ofthis-Warrant-and~erder·to-the-1isted subscriber-or-to-any otherpersori-for-a-period-of 

180 days from the date of this Order, subject to extension upon application to the Court if 

necessary, except that Provider may disclose this Warrant and Order to an attorney for Provider 

for the purpose of receiving legal advice, . 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on the Provider; provide copies of the Mfidavit or Warrant and 

Order as ~eed be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Issued 

2 
02.28.2018 
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number, alternate email addresses, registration IP address, account creation date, account status, 

length of service·, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Account, 

including any IP logs or other records of session times and durations, limited to items sent, 

received, or created between December 1, 2014 and the date of this warrant, inclusive. 

e. Customer correspondence. All cOlTespondence with the subscriber or others associated 

witntlre-SubJect:A:ccount;-inc1uding-complaints,inquiries,-or-othercontacts·with·suppolt-serviees-·-·-~....c.. 

and records of actions taken, limited to items sent, received, or created between December 1,2014 

and the date of this walTant, inclusive. 

f. Search History. All search history and/or web history associated wi~ the Subject 

Account, limited to items sent, received, or created between December 1,2014 and the date of this 

. walTant, inclusive. 

g. Associated content. All Google Docs, files maintained on Google Drive, and instant 

messages or Gchats associated with the Subject Account, limited to items sent, received, or created 

between December 1, 2014 and the date of this warrant, inclusive. 

h.· Preserved or backup records. Any preserved or bac~p copies of any of the foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

nl. Review of Information by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, .attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical expmts under government cqntrol) are 

authorized to review the records produced by the Provider in order to locate any ev!dence, fruits, 

and instrumentalities of violations of18 U.S. C. § § 3 71 (conspiracy to commit offense or to defraud 

2 
02.28.2018 



Case 1:18-cr-00602-WHP   Document 48-6   Filed 07/18/19   Page 68 of 80



Case 1:18-cr-00602-WHP   Document 48-6   Filed 07/18/19   Page 69 of 80

institution; the nature of any business or entity associated with an account at a fmancial institution; 

the source offunds flowing into an account; or the purpose or nature of any financial transactions 

involving that fmancial institution; 

h. Evidence indicating how and when the Subject Account was' accessed or used, to 

detennine the geographic and chronological context of account access, use, and events relating to 

the crimes under investigation and to the account owner; and 

Offenses under investigation. 

IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 

any, attorney-client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate ~nd apart from the investig'ative team, in order to address 

potential privileges. 

4 
02.28,20~8 
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number, alternate email addresses, registration lP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Accounts, 

including any IP logs or other records of session times and durations. 

e. - Customer correspondence. All correspondence with the subscriber or others associated 

with the Subject Accounts, including,complaints, inquiries, or other contacts with support services 

-----------.a::tid-reuords.of-actionstaken. ----------

f. Search History. All search history and/or web history associated with the Subject 

Accounts. 

g. Associated content. All Google Docs, files maintained on Google Drive, 'and instant 

messages or Gchats associated with the Subject Accounts. 

h. Preserved or backup records. Any preserved or backup copies of any ofthe foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

III. Review of Information by the Government 

Law enforcement personnel (who may include, in addition t6 law enforcement Elfficers and 

agents, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical. experts under government control) are 

-authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities o,f violations of18 U.S. C. § § 371 (conspiracy to commit offense or to defraud 

the Vnited States), 1005 (false bank entries); 1014 (false statements to a financial institution), 1343 

(wire fraud), and 1344 (banle fraud), including the following: 

a. Communications, records, documents, and other files necessary to establish the identity 

of the person(s) who created or used the Subject Accounts; 

2 
02,28.2018 
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IV. Review Protocols 

Review of the items described in this Attachment shall be' conducted pursuant to 

established procedures designed to collect evidence in a manner reasonably designed to protect 

any attorney-client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "filter team," separate and apart from the investigative team, in order to address 

potential privileges. 

-----------"-----------'---'- -.---... -.------~ 

4' 
02.28,2018 
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· Exhibit F 
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", 

2. Non-Disclosure OrdeI." Pursuant to 18 U.S.C. § 2705(b), the Court frods that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence or flight from prosecution, or otherwise will seriously jeopardize an 

ongoing investigation. Accordingly, it is hereby ordered that the Provider shall not disclose the 

existence of this Warrant and Order to the listed subscriber or to any other person for a period of 

180 days from the date. of this Order, subject to extension upon application to the Court if 

I 

I 
i 
j 
[ 
! 

, ! 

I 

I 
i 
~ 
2 
~ 
I J, 

I i. 
necessary,exceptthat-Providermay-disclose-this-Warrant-and-Grder-to-anattomey-for-'-Provider- ·"--"--··--I-··~~ 

I ~ I I 
for the purpose of receiving legal adviCe. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on the Provider; provide copies of the Affidavit or Warrant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with disc9very and disclosure . 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

fe1!r IX(2A IC{ 
Date Issued 

2 
02.28.2018 

I 
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t' 

number, alternate email addresses, registration IP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

d. Transactional records. All transactional records associated with the Subject Account, 

including any IP logs or other records of session times and durations. 

e. Customer correspondence. All conespondence with the subscriber or others associated 

with the Subject Account, including complaints, inquiries, or other contacts with support services 

ana recoras-ofactiaus-taken-. ---"'--'-----

f. Preserved or backup records. Any preserved or backup copies of any of the foregoing 

categories of records, whether created in response to a preservation request issued pursuant to 18 

U.S.C. § 2703(f) or otherwise. 

III. Review of Information by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical experts under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of violations of 18 U.S. C. § § 371 (conspiracy to commit offense or to defraud 

the United Stat~s), 1 005 (false bank entries); 1014 (false statements to a financial institution), 1343 

(wire fraud), and 1344 (bank fraud), including the following: 

a. Communications, records, documents, and othedilesnecessaryto establish the identity 

of the person(s) who created or used the Subject Account; 

b. Communications, records, documents, and other files- involving Sterling National 

Banlc, 'Melrose Credit Union, andlor taxi medallions; 

c. Communications, records, documents, and other files involving a plan, proposal, or 

agreement for Michael D. Cohen andlor entities associated with hi!1l to transfer any interest in taxi 

2 
02.28.2018 
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IV. Review Protocols 

Review of the items described in this Attachment shall be conducted pursuant to 

established procedures designed to collect ~vidence. in a manner reasonably designed to protect 

any attorney~client or other applicable privilege. When appropriate, the procedures shall include 

use of a designated "fIlter team," separate and apart from the investigative team, in order to address 

potential privileges. 
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location information and toll records for the Target Cellphone are relevant and material to an 

ongoing criminal investigation. 

4. Pursuant to 18 U.S.C. § 3123(b)(I), the Government has certified that the pen register 

information for the Target Cellphones is relevant to an ongoing investigation by the Investigating 

Agencies of Michael Cohen and others unknown in connection with suspected violations of the 

Subject Offense. 

5. Pursuant to 18 U.S.C. § 2705(b), there is reason to believe that notification of the 

existence of this Warrant and Order will result in destruction of or tampering with evidence, danger 

to the physical safety of an individual, flight from prosecution, and/or intimidation of potential 

witnesses, or otherwise will seriously jeopardize an ongoing investigation. 

NOW, THEREFORE, pursuant to Fed; R. Crim. P. 41,18 U.S.C. §§ 3121 et seq., 18 U.S.C. 

§§ 2701 et seq., and 18 U.S.C. § 3103a, IT IS HEREBY ORDERED: 

II. Order to Service Provider 

6. Service Provider. This Order shall apply to the Service Provider specified above, and 

to any subsequent provider of service to the Target Cellphones without need for further Order of 

this Court. 

7. Prospective Location Information. The Service Provider shall provide to the 

Investigating Agencies on a prospective basis, for a period of 45 days from the date of this Order 

(or the date that the Target Cellphones are seized, whichever comes first), information concerning 

the location of the Target Cellphones ("Prospective Location Information"), including all 

available: 

a. precision location information, including GPS data, E-911 Phase II data, and 

latitude-longitude data; and 

2 
2017.02.09 

-=; 



Case 1:18-cr-00602-WHP   Document 48-7   Filed 07/18/19   Page 3 of 38

b. cell site data, including any data reflecting (a) the cell towers and sectors thereof 

utilized in routing any phone, text, or data conununication to or from the Target Cellphones, and 

(b) the approximate range of the target phone from the cell towers during the communication 

(including per-call measurement ("PCM") or round-trip time ("RTT" or "NELOS") data); 

8. Historical Location Information and Toll Records. The Service Provider shall 

provide to the Investigating Agency all available historical cell site location information reflecting 

the cell towers and sectors thereof utilized in routing any phone, text, or data communication to or 

from the Target Cellphones, and the approximate range of the target phone from the cell towers 

during the communication (PCMlRTT or NELOS data), for the period from October 1, 2016 th p'~.'" 
jVQvc: .... ilV 

t1rrouglHhe date ofthis8rder, as well as all available toll records (including call detail, SMS detail, Q~.A t-Dtfl 

:t~~ 
or data session detail records) for the communications. J, LOI/ 

9. Pen register with caller identification and/or trap and trace device. The Service *' ftt-Jt..".,t 

Provider shall provide to the Investigating Agencies, for a period of 60 days from the date of this 

order (or the date that the Target Cellphones are seized, whichever comes first), all dialing, routing, 

addressing, or signaling information associated with each voice, text, or data communication 

transmitted to or from the Target Cellphones, including but not limited to: 

a. any unique identifiers associated with the phone, including ESN, MEIN, 

MSISDN, IMSI, IMEI, SIM, MIN, or MAC address; 

b. source and destination telephone numbers and/or Internet protocol ("IP") 

addresses; 1 

1 The Service Provider is not required to provide post-cut-through dialed digits ("PCTDD"), or 
digits that are dialed after a telephone call from the Target Phone has been connected. If possible, 
the Service Provider will forward only pre-cut-through-dialed digits to the Investigative Agency. 
However, if the Service Provider's technical capabilities require it to forward all dialed digits, 
including PCTDD, to the Investigative Agency, the Investigative Agency will only decode and 
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c. date, time, and duration ofthe communication; and 

d. cell-site information as specified above. 

10. Technical Assistance. The Service Provider shall furnish the Investigating Agency all 

information, facilities, and technical assistance necessary to accomplish the disclosure of all ofthe 

foregoing information relating to the Target Cellphones unobtrusively and with the minimum 

interference to the service presently provided to the Subscriber. 

11. Non-Disclosure to Subscriber. The Service Provider, including its affiliates, officers, 

employees, and agents, shall not disclose the existence of this Warrant and Order, or the underlying 

investigation, to the Subscriber or any other person, for a period of 180 days from the date of this 

Warrant and Order, subject to extension upon application to the Court, if necessary. 

III. Additional Provisions 

12. Compensation for Costs. The Investigating Agency shall compensate the Service 

Provider for reasonable expenses incurred in complying with the Warrant and this Order. 

13. Sealing. This Warrant and Order, and the supporting Application and Agent Affidavit, 

shall be sealed until otherwise ordered by the Court, except that the Government may without 

further order of this Court: serve this Warrant and Order on the Service Provider; provide copies 

of the Warrant and Order or the supporting Application and Agent Affidavit as need be to 

forward to the agents assigned to the investigation, the numbers that are dialed before the call is 
cut through. 

4 
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personnel assisting the Government in the investigation and prosecution of this matter; and 

disclose these materials as necessary to comply with discovery and disclosure obligations in any 

prosecutions related to this matter. 

Dated: New Yark, New York 

Date Issued Time Issued 
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2. The Investigating Agency, Target Cellphones, Subscriber, Target Subject(s), Service 

Provider, Subject Offenses, Successor Service Provider, and Successor Cellphones referenced in 

this Application are as specified in the Agent Affidavit. 

II. Legal Authority 

A. Prospective Location Information 

3. The Government seeks to obtain both precision location information and cell site data 

for the Target Cellphones on a prospective basis (the "Prospective Location Information") for a 

period of 45 days from the date of this order - the same period of time for which a warrant for a 

tracking device may be granted under Rule 41(e)(2)(C). It bears noting, however, that while the 

Prospective Location Information may permit "tracking" the user of the phone in the colloquial 

sense, this is not an application for a warrant for a "tracking device" as defined in Fed. R. Crim. 

P. 41 (a)(2) (E) and 18 U.S.C. § 3117(b). Those provisions only apply where an agent is seeking to 

physically install a tracking device on a given object. Instead, the Prospective Location 

Information will be obtained by requiring the Service Provider to provide the information. 

4. The authority for this application is found in 18 U.S.C. §§ 2703(c)(1), which authorizes 

a court of competent jurisdiction to require any electronic communication service provider (which 

includes a cellular telephone service provider!) to disclose any "record or other information 

pertaining to a subscriber" other than the "contents of communications," wheri the government 

obtains, inter alia, a warrant under the procedures of Rule 41. See 18 U.S.C. § 2703(c)(l)(A).2 

1 See 18 U.S.C. § 2711(1) (incorporating by cross-reference statutory definitions set forth in 18 
U.S.C. § 2510); 18 U.S.C. § 2510(15) (defining "electronic communication service" as "any 
service which provides to users thereof the ability to send or receive wire or electronic 
communications"). 

2 Another provision of 18 U.S.C. § 2703(c)(l), specifically, § 2703 (c)(1)(B), enables the 
Government to compel an electronic communication service provider to disclose non-content 
information pertaining to a subscriber by obtaining an order issued under 18 U.S.C. § 2703(d), 

1 
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Because data concerning a subscriber's location, such as precision location information and cell 

site data, constitutes "information pertaining to a subscriber" that does not include the "contents 

of communications," that data is among the types of information available under § 2703(c)(1)(A).3 

Further, as specified in 18 U.S.C. § 2711(3), this Court is a court of competent jurisdiction under 

the Stored Communications Act because it has jurisdiction over the Subject Offenses. 

5. The Government's request for cell site data also implicates the pen register statute, 

because such data constitutes signaling information used by the Service Provider to route 

communications to and from the Target Cellphones. In order to collect such data, a valid pen 

register order is required.4 Accordingly, I hereby certify pursuant to 18 U.S.C. § 3122 that such 

instead of a warrant. Rather than requiring a showing of probable cause, a § 2703( d) order requires 
only a showing that there are reasonable grounds to believe that the information sought is relevant 
and material to an ongoing criminal investigation. However, given that continued monitoring of 
an individual's specific location through precision location information arguably implicates Fourth 
Amendment interests, see United States v. Jones, 565 U.S. 400,418 (2012) (Alito, 1, concurring 
in the judgment), the Government here seeks to obtain the Precision Location Information sought 
herein by a § 2703( c) warrant rather than a § 2703( d) order. 

3 See In re Application, 460 F. Supp. 2d 448, 459-60 & n. 55 (S.D.N.Y. 2006) (Kaplan, J.) 
(cell phone location information falls within § 2703( c )(1 )); accord, e.g., United States v. Caraballo, 
963 F. Supp. 2d 341,361 (D.Vt. 2013); In re Order, 632 F. Supp. 2d 202, 207 (E.D.N.Y. 2008); 
In re Application, 405 F. Supp. 2d 435, 444-45 (S.D.N.Y. 2005). But see In re Application, 849 
F. Supp. 2d 526,574 (D.Md. 2011) (rejecting view that cellular location data falls within the scope 
of the SCA and finding that phone must be treated as "tracking device" for purposes of Rule 41 
where used to collect location data); In re Application, 2009 WL 159187, at '*5-*6 (S.D.N.Y. 
Jan.l3, 2009) (McMahon, J.) (same). 

4 See 18 U.S.C. § 3121 (prohibiting use of pen register or trap and trace device without an order 
under the pen register statute); 3127(3) & (4) (defining pen register and trap and trace device to 
include devices or processes that record, inter alia, signaling information). Although cell site data 
constitutes "signaling" information within the meaning of the pen register statute, a separate statute 
precludes the Government from relying "solely" on the authority provided by the pen register 
statute to ascertain· a subscriber's location. 47 U.S.C. § 1002(a). Here, the Government seeks to 
obtain such data pursuant to 18 U.S.C. § 2703( c) as well as the pen register statute, rather than 
"solely" under the latter statute. See In re Application, 460 F. Supp. 2d at 456-59. 

2 
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signaling information is relevant to an ongoing investigation being conducted by the Investigating 

Agency into suspected violations of the Subject Offenses by the Target Subject(s). 

B. Historical Location Information 

6. The Government also seeks historical cel~ s~te data for the Target Cel~pho:r:es. for the~ t 
+hi'Ol.\.jh I'-'ov{y",t;« {,Jj;)J9b a.flJ JO\(il4tiJ \1'j 2-0/1:, w P 1t..J.-&, 

period from October 1,2016 to tJiSPfCSOEot (the "Historical Location Information"). Because such 

data constitutes non-content information concerning a subscriber, the Court is authorized to order 

the Service Provider to provide this data pursuant to a warrant application under 18 U.S.c. § 

2703(c) or an application for an order under 18 U.S.c. § 2703(d). See 18 U.S.C. § 2703(c)(1)(B). 
\ 

Pursuant to 18 U.S.c. § 2703( d), I respectfully submit that the Agent Affidavit offers $pecific and 

articulable facts showing that there are reasonable grounds to believe that the Historical Location 

Information is relevant and material to an ongoing criminal investigation. Further, although a 

warrant for the Historical Location Information is not required, I respectfully submit that the same 

probable cause supporting the Government's request for a warrant to obtain the Prospective 

Location Information requested above also supports the issuance of a warrant under § 2703( c) for 

the Historical Location Information.5 In addition, the Government seeks toll records for the same 

5 A warrant is not required to obtain historical cell site information. Individuals do not have a 
reasonable expectation of privacy in historical cell site information because individuals voluntarily 
convey that information to third-party service providers. See United States v. Graham, 824 F.3d 
421, 424-25 (4th Cir. 2016) (en bane); United States v. Davis, 785 F.3d 498, 511-13 (lIth Cir. 
2015) (en bane), cert. denied, 136 S. Ct. 479 (2015); In re Application of u.s. for Historical Cell 
Site Data, 724 F.3d 600,614-15 (5th Cir. 2013); United States v. Guerrero, 768 F.3d 351,358-59 
(5th Cir. 2014); see also United States v. Pascual, 502 F. App'x 75,80 & n.6 (2d Cir. 2012), cert. 
denied, 134 S. Ct. 231 (2013) ("general principles" of third-party doctrine "point[]" toward this 
conclusion regarding cell-site records); but see United States v. Ulbricht, 858 F.3d 71,97 n.29 (2d 
Cir. 2017) (declining to express its view as to whether the Fourth Amendment applies to historical 
cell site location information). Moreover, because historical cell site information does not enable 
law enforcement to conduct live monitoring of a person's location within private spaces such as 
"the interior of the [person's] home," it is not comparable to prospective precision location 
information, for which a warrant is arguably required. See In re Application of u.s. for Order 
Directing Provider ofElec. Commc'n Servo to Disclose Records to Gov't, 620 F.3d 304,312-15 
(3d Cir. 2010). Nevertheless, because the Supreme Court has recently granted certiorari to review 
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period as the Historical Location Information is requested, which the Government is also 

authorized to obtain pursuant to 18 U.S.C. §2703( d). 

C. Pen Register Information 

7. Finally, the Government seeks an order pursuant to 18 U.S.C. §§ 3121-26 authorizing 

the use of a pen register on the Target Cellphones for a period of 60 days from the date of this 

order (or the date that the Target Cellphones are seized, whichever comes first). Specifically, the 

Government seeks an order directing the Service Provider to furnish any information, facilities, 

and technical assistance necessary to operate, unobtrusively and with minimum disruption of 

service, a pen register and trap and trace device to capture all dialing, routing, addressing, or 

signaling' information associated with each call transmitted to or from the Target Cellphones, as 

specified further in the proposed Warrant and Order (the "Pen Register Information,,).6 

8. I hereby certify pursuant to 18 U.S.C. § 3122 that the Pen Register Information is 

relevant to an ongoing investigation being conducted by the Investigating Agency into suspected 

violations of the Subject Offenses by the Target Subject(s). 

the Sixth Circuit's decision in United States v. Carpenter, 819 F.3d 880, 887-90 (6th Cir. 2016) 
(holding Government's collection of business records containing historical cell site data did not 
constitute search under Fourth Amendment), cert. granted, 137 S. Ct. 2211 (June 5,2017) (No". 
16-402), the Government, in an abundance of caution, requests a warrant under 18 U.S.C. § 
2703(c), upon articulation of probable cause as set forth in the Agent Affidavit. 

6 The Government is also not seeking authorization to obtain post-cut-through dialed digits 
("PCTDD"), or digits that are dialed after a telephone call from the Target Phone has been 
connected. Pursuant to the attached Order, if possible, the Provider will forward only pre-cut
through-dialed digits to the Investigating Agency. However, if the Provider's technical 
capabilities require it to forward all dialed digits, including PCTDD, to the Investigating Agency, 
the Investigating Agency will only decode and forward to the agents assigned to the investigation 
the numbers that are dialed before the call is cut through. 

4 
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D. Sealing and Non-Disclosure Order to Service Provider 

9. When the Government obtains records or infonnation under § 2703( c), it is not required 

to notify the subscriber or customer. 18 U.S.C. § 2703(c)(3). Additionally, the Government may 

obtain an order precluding the Provider from notifying the subscriber or any other third-party of 

the warrant or order obtained, for such period as the Court deems appropriate, where there is reason 

to believe that such notification will result in endangering the life or physical safety of an 

individual, flight from prosecution, destruction of or tampering with evidence, or intimidation of 

potential witnesses, or will otherwise seriously jeopardize the investigation. 18 U.S.C. § 2705(b). 

10. Further, 18 U.S.C. § 3123(d) provides that an order directing installation of a pen 

register or trap and trace device shall direct the pertinent service provider "not to disclose the 

existence of the pen register or trap and trace device or the existence of the investigation to the 

listed subscriber, or to any other person unless or until otherwise ordered by the Court." 

11. Accordingly, as explained further in the Agent Affidavit, in light of the confidential 

nature of the continuing criminal investigation and the adverse consequences expected in the event 

of premature notification, the Government respectfully requests that the Court direct the Service 

Provider not to notify the Subscriber or any other person of the Warrant and Order sought herein 

for a period of 180 days, subject to extension upon application to the Court, if necessary. 

12. For similar reasons, I respectfully request that the proposed Warrant and Order, this 

Application, and the accompanying Agent Affidavit, be maintained under seal until the Court 

orders otherwise, except that the Government be pennitted without further orqer of this Court to 

serve this Warrant and Order on the Service Provider; provide copies of the Warrant and Order or 

the supporting Application and Agent Affidavit as need be to personnel assisting the Government 

in the investigation and prosecution of this matter; and disclose these materials as necessary to 

comply with discovery and disclosure obligations in any prosecutions related to this matter. 
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5. Precision Location Capability. Cellphone service providers have technical 

capabilities that allow them to collect at least two kinds of information about the locations of the 

cellphones to which they provide service: (a) precision location information, also known as E-91 I 

Phase II data, GPS data, or latitude-longitude data, and (b) cell site data, also lmown as 

"tower/face" or "tower/sector" information. Precision location information provides relatively 

precise location information about a cellphone, which a provider can typically collect either via 

GPS tracking technology built into the phone or by triangulating the device's signal as received 

by the provider's nearby cell towers. Cell site data, by contrast, reflects only the cell tower and 

sector thereof utilized in routing any communication to and from the cellphone, as well as the 

approximate range ofthe cellphone from the tower during the communication (sometimes referred 

to as "per-call measurement" ("PCM") or "round-trip time" ("RTT" or "NELOS" data). Because 

cell towers are often a half-mile or more apart, even in urban areas, and can be ten or more miles 

apart in rural areas, cell site data is typically less precise than precision location information. Based 

on my training and experience, I know that the Service Provider has the technical ability to collect 

precision location information from any cellphone on its network, including by initiating a signal 

on the Service Provider's network to determine the phone'S location. I further know that cell site 

data is routinely collected by the Service Provider in the course of routing calls placed to or from 

any cellphone on its network.1 

6. Successor Service Provider. Because it is possible that the Target Subject may change 

cellphone service provider during the course of this investigation, it is requested that the warrant 

1 Toll records are sometimes necessary or helpful in order to obtain or interpret historical cell site 
data and are therefore also requested herein. 
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and investigative order requested apply without need for further order to any Successor Service 

Provider who may provide service to the Target Cellphones during the time frames at issue herein. 

II. Facts Establishing Probable Cause 

7. Although I understand that probable cause is not necessary to obtain all of the 

Requested Information, I respectfully submit that probable cause exists to believe that the 

Requested Information will lead to evidence of the crime of 52 U.S.C. §§ 30116(a)(1)(A) and 

30109(d)(I)(A)(I) (illegal campaign contributions) (the "Subject Offense"), as well as the location 

of the Target Subject who is engaged in the Subject Offense. 

Introduction 

8. The USAO and the Federal Bureau of Investigation (the "FBI") are investigating a 

criminal violation of the campaign finance laws by Michael Cohen, a lawyer who holds himself 

out as the personal attorney for President Donald J. Trump. As detailed below, there is probable 

cause to believe that Cohen made an excessive in-kind contribution to the presidential election 

campaign of then-candidate Donald Trump in the form of a $130,000 payment to Stephanie 

Clifford, an individual who was rumored to have had an extramarital affair with Trump, in 

exchange for her agreement not to disclose that alleged affair on the eve of the 2016 presidential 

election. 

Prior Relevant Process 

9. In connection with an investigation then being conducted by the Office of the Special 

Counsel ("SCO"), the FBI sought and obtained from the Honorable Beryl A. Howell, Chief United 

States District Judge for the District of Columbia, three search warrants for emails and other 

content information associated with two email accounts used by Cohen, and one search warrant 

for stored content associated with an iCloud account used by Cohen. Specifically: 

4 
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12. The above-described warrants are referred to herein as the "Cohen Emails Warrants" 

and, with respect to the iCloud Warrant, the "Cohen iCloud Warrant." 

The Illegal Campaign Contribution Scheme 

13. From my review of public sources, I have learned the following: 

a. In or around October 2011, there were rumors published on the gossip website 

TheDirty. com that Trump had had an extramarital affair with Clifford, an adult film actress whose 

screen name is Stormy Daniels, in or around July 2006. In or about October 2011, Life & Style 

Magazine, a tabloid sold in supermarkets, also published an article, based on the report in 

TheDirty.com, alleging an affair had occurred between Trump and Clifford. Both Trump and 

Clifford, through their representatives, issued denials in response to the articles. 

b. Specifically, on or about October 11, 2011, Keith Davidson, who identified himself 

as Clifford's attorney, sent a cease and desist letter to TheDirty.com, demanding that the article 

regarding Trump and Clifford be removed from the website. Additionally, on or about October 

12, 2011, Cohen, who was then Executive Vice-President and Special Counsel to the Trump 

Organization, stated to E! News that "[t]he totally untrue and ridiculous story ... emanated from 

a sleazy and disgusting website .... The Trump Organization and Donald J. Trump will be bringing 

a lawsuit ... [and] Mr. Trump and the Trump Organization would like to thank and commend 

Stormy Daniels and her attorneys for their honesty and swift actions." 

14. On or about June 16,2015, Trump formally launched his 2016 presidential campaign. 

On or about May 4, 2016, Trump became the presumptive Republican Party nominee for president, 

and on July 19, 2016, Trump officially became the nominee. Based on my review of public 

sources, I have learned that while it does not appear that Cohen had an official title as part of the 

Trump campaign, on multiple occasions Cohen made public statements on behalf of Trump or his 

6 
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campaign. For instance, on or about August 18,2016, Cohen appeared on CNNto defend Trump's 

polling numbers. 

15. On or about October 7, .2016, The Washington Post published online a video and 

accompanying audio in which Trump referred to women in what the article described as "vulgar 

terms" in a 2005 conversation with Billy Bush, who was then the host of Access Hollywood. The 

following day, on October 8, 2016, Trump appeared in a video in which he stated, among other 

things, "I've said and done things I regret and words released today on this more than a decade old 

video are one of them. Anyone who knows me knows these words don't reflect who I am. I said 

it. I was wrong and I apologize." Based on my review of public sources, I also know that 

representatives of the Trump Campaign stated, in sum and substance, that the Access Hollywood 

comment was an old and isolated incident. 

16. Based on my review of public sources, including an article published in Slate magazine 

bya reporter who interviewed Clifford, that around this same time, in or about October 2016, 

Clifford was in discussions with ABC's Good Morning America show and Slate magazine, among 

other media sources, to provide these media outlets with her statement about her alleged 

relationship with Trump. According to the article in Slate, which the author· based on 

conversations with Clifford over the telephone and by text message, Clifford wanted to be paid for 

her story or be paid by Trump not to disclose her accusation. As Cohen summarized in a 2018 

email obtained pursuant to the Cohen Email Warrants: "In October 2016, I was contacted by 

counsel for Ms. Clifford stating that news outlets, including ABC News, were pursuing the 2011 

story of an alleged affair between Mr. Trump and Ms. Clifford." 

7 
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17. From my review of telephone toll records3 and information produced pursuant to the 

iCloud Warrant and Cohen Email Warrants, I have learned that in the days following the Access 

Hollywood video, Cohen exchanged a series of calls, text messages, and emails with Keith 

Davidson, who was then Clifford's attorney, David Pecker and Dylan Howard of American Media, 

Inc. ("AMI"), the publisher of the National Enquirer,4 Trump, and Hope Hicks, who was then 

press secretary for Trump's presidential campaign. For these text messages and calls-as well as 

all of the text messages and calls referenced in this affidavit involving Cohen-Cohen used one of 

the Target Cellphones for the communication. 

18. Based on the timing of the calls in the days following the Access Hollywood story, and 

the content of the text messages and emails, I believe that at least some of these communications 

concerned the need to prevent Clifford from going public, particularly in the wake of the Access 

Hollywood story. In particular, I have learned the following: 

a. On October 8,2016, at approximately 7:20 p.m., Cohen received a call from Hicks. 

Sixteen seconds into the call, Trump joined the call, and the call continued for over four minutes. 5 

3 My attribution of certain telephone numbers to certain individuals as described in this 
affidavit is based on my review of the vCard (virtual contact file) obtained from Cohen's telephone 
pursuant to the iCloud Warrant. 

4 Pecker is President of AMI and, according to his own statements in public reports, a personal 
friend of Trump. Howard is the chief content officer of AMI, who according to public records 
reports directly to Pecker. 

5 I believe that Trump joined the call between Cohen and Hicks based on my review of toll 
records. Specifically, I know that a call was initiated between Cohen's telephone number and 
Trump's telephone number at the same time the records indicate that Cohen was talking to Hicks. 
After the Cohen-Trump call was initiated, it lasted the same period of time as the Cohen-Hicks 
call. Additionally, the toll records indicate a "-I" and then Trump's telephone number, which, 
based on my training and experience, means that the call was either transferred to Trump, or that 
Trump was added to the call as a conference or three-way call participant. In addition, based on 
my conversations with an FBI agent who has interviewed Hicks, I have learned that Hicks stated, 
in substance, that to the best of her recollection, she did not learn about the allegations made by 
Clifford until early November 2016. Hicks was not specifically asked about this three-way call. 

8 
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Based on the toll records that the USAO has obtained to date, I believe that this was the first call 

Cohen had received or made to Hicks in at least multiple weeks, and that Cohen and Trump spoke 

about once a month prior to this date - specifically, prior to this call on October 8, 2016, Cohen 

and Trump had spoken once in May, once in June, once in July, zero times in August, and twice 

in September. 

b. Approximately ten minutes after the call ended, Hicks and Cohen spoke again for 

about two minutes. 

c. At 7:39 p.m., immediately after the second call with Hicks ended, Cohen called 

David Pecker (as noted above, the President of American Media Inc., or AMI) and they connected 

for thirty seconds. Approximately four minutes later, Cohen called Pecker again and they spoke 

for more than a minute. Three minutes after ending his call with Pecker, Cohen received a call 

from Dylan Howard (as noted above, the Chief Content Officer of AMI), and they spoke for 

approximately a minute. According to toll records, it does not appear that Cohen and Howard 

spoke regularly prior to October 8, 2016, as it had been over a month since they had called each 

other. 

d. At 7:56 p.m., approximately eight minutes after his call with Howard ended, Cohen 

called Hicks and they connected for two minutes. At approximately the same time this call ended, 

Cohen received a call from Pecker, and they spoke for about two minutes. At 8:03 p.m., about 

three minutes after ending his call with Pecker, Cohen called Trump, and they spoke for nearly 

eight minutes. 

e. At 8:39 p.m. and 8:57 p.m., Cohen received calls from Howard and spoke to him 

for about four and six minutes, respectively. At 9: 13 p.m., about ten minutes after Cohen and 

Howard hung up from the second of these ca:lls, Howard sent Cohen a text message that said: 
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"Keith will do it. Let's reconvene tomorrow." Based on my involvement in this investigation, I 

believe that when Howard wrote "Keith," he was referring to Keith Davidson, the attorney for 

Stephanie Clifford. At 3 :31 a.m., now on October 9, 2016, Cohen sent Howard a text message in 

response that said: "Thank you." Eight minutes later, Cohen sent Howard a text message that said: 

"Resolution Consultants LLC. is the name of the entity I formed a week ago. Whenever you wake, 

please call my cell." 

f. The following day, on October 10,2016, at 10:58 a.m., Howard sent a text message 

to Cohen and Davidson, which stated: "Keith/Michael: connecting you in regards to that 

business opportunity. Spoke to the client this AM and they're confirmed to proceed with the 

opportunity. Thanks. Dylan. Over to you two." At 12:25 p.m., Davidson sent Cohen a text message 

that stated: "Michael- if we are ever going to close this deal-In my opinion, it needs to be today. 

Keith." Davidson and Cohen then spoke by phone for about three minutes. Based on my 

participation in this investigation, I believe that when Howard wrote that the "client" was 

"confirmed to proceed with the opportunity," he was referring to Clifford's agreement in principle 

to accept money from Cohen in exchange for her agreement not to discuss any prior affair with 

then-candidate Trump. 6 

g. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that on or about October 10, 2016, Clifford and Davidson appear to have signed a "side letter 

agreement" that stated it was an exhibit to a "confidential settlement' agreement and mutual 

6 As set forth below, AMI was also involved in a payment to model Karen McDougal. 
However, because these communications were in close temporal proximity to the events involving 
the negotiation of a payment to Clifford, the execution of the agreement with Clifford, and the 
payment of money to Clifford, I believe that these communications were related to Clifford. 
Additionally, based on my review of public statements by McDougal, I have learned that she 
negotiated an agreement with AMI several months prior to these communications between Cohen 
and Pecker, Howard, and Davidson. 
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release" between "Peggy Peterson" and "David Dennison." The purpose of the document, 

according to the agreement, was to defme the "true name and identity" of persons named by 

pseudonym in "confidential settlement agreement and mutual release." The side letter agreement 

specifies the identity of "Peggy Peterson" to be Clifford, but the space for "Dennison's" identity 

is blank. The agreement also includes a signature page for "Peterson," "Dennison," and their 

attorneys. The signature page is signed by "Peterson" and his attorney, Davidson, but the 

document is unsigned by "Dennison" and his attorney. Based on my involvement in this 

investigation, I believe that Davidson sent Cohen this partially-signed "side letter agreement" in 

order to facilitate the closing of a deal between Davidson's client and Cohen or his client on 

October 10, 2016. 

19. It appears that on October 13, 2016, and the days that followed, Cohen took steps to 

complete a transaction with Davidson, including attempting to open an account from which Cohen 

could transfer funds to Davidson. Specifically, from my review of toll records, information 

obtained pursuant to the iCloud Warrant and Cohen Email Warrants, records maintained by First 

Republic Bank ("First Republic"), as well as my participation in interviews with employees of 

First Republic, I have learned the following: 

a. On the morning of October 13, 2016, at 8:54 a.m., Cohen sent Pecker a text message 

that stated: "I need to talk to you." At 9:06 a.m.; Pecker sent a text message to Cohen that stated, 

"I called please call me back." The tolls between Cohen and Pecker do not show a telephone call 

between 8:54 a.m. and 9:06 a.m. However, based on my review of text messages, I have learned 

that Cohen and Pecker communicate with each other over Signal, which is an encrypted 

communications cellphone application that allows users to send encrypted text messages and make 

encrypted calls. 
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b. At 9:23 a.m., Cohen sent an email that stated "call me" to a banker at First Republic 

Banle ("First Republic Employee-2"). The email attached documents from the Secretary of State 

of Delaware indicating that Cohen had formed a limited liability company called "Resolution 

Consultants LLC" on September 30, 2016. As noted above, "Resolution Consultants" is the name 

of the entity that Cohen had told Howard he had formed recently after Howard said Davidson 

would "do it." At 10:44 a.m., Cohen called First Republic Employee-2 and told him, in sum and 

substance, that he needed an account in the name of "Resolution Consultants" opened immediately, 

and that he did not want an address on the checks written out of the account. Later that day, another 

employee at First Republic emailed Cohen account opening paperwork to complete. Cohen 

returned the account opening documents partially. completed, but failed to provide a copy of his 

driver's license or passport, and did not respond to the employee's question of how he wanted to 

fund the account. As a result, the account was never opened. 

c. On October 17, 2016, Cohen incorporated Essential Consultants LLC in Delaware. 

That same day, he filed paperwork to dissolve Resolution Consultants LLC. 

20. Despite these steps taken by Cohen, it appears that the negotiation between Cohen and 

Davidson was not progressing sufficiently fast enough for Davidson or his client, Clifford, and 

they threatened to go public with Clifford's allegations just days before the presidential election. 

Specifically, based on my review of toll records, information obtained pursuant to the iCloud 

Warrant, and public sources, I know the following: 

a. According to an article in The Washington Post, which quoted emails sent from 

Cohen's email account hosted by the Trump Organization, on October 17, 2016, Davidson emailed 

Cohen and threatened to cancel the aforementioned "settlement agreement" by the end of the day 

12 
2018-04-07017.02.09 



Case 1:18-cr-00602-WHP   Document 48-7   Filed 07/18/19   Page 25 of 38

if Cohen did not complete the transaction.7 According to the article, Davidson sent Cohen a second 

email later in the day that stated in part, "Please be advised that my client deems her settlement 

agreement canceled and void." At 4:00 p.m. that day, Cohen called Davidson and they spoke for 

over five minutes. 

b. Cohen's 4:00 p.m. call with Davidson andlor Davidson's threats to cancel the 

"settlement agreement" appear to have touched off a flurry of communications about the settlement 

agreement and whether Clifford would go public. Specifically: 

1. At 4:43 p.m., Howard sent Cohen a text message that stated: "I'm told they're 

going with DailyMail. Are you aware?" One minute later, Cohen responded: "Call me." Based 

on my involvement in this investigation, I understand Howard's text to mean that he heard that 

Clifford was going to take her story of an extramarital affair with Trump to the Daily Mail, a 

tabloid newspaper. 

11. At 4:45 p.m., Howard called Cohen and they spoke for over two minutes. 

Moments later, Davidson and Cohen spoke for about two minutes. 

iii. At 5:03 p.m., Cohen attempted to call Trump, but the call only lasted eight 

seconds. This was Cohen's first call after he spoke with Davidson. 

IV. At 5:25 p.m., Cohen texted Howard, stating: "Well???" 

v. At 6:44p.m., Howard responded to Cohen's text, stating: "Not taking my calls." 

Cohen responded one minute later: "You're kidding. Who are you trying to reach?" Howard 

responded one minute later: "The 'agent.'" Based on my involvement in this investigation, I 

7 Due to the partially covert nature of the investigation to this date, the Government has not 
requested documents from the Trump Organization or Davidson, and thus does not possess the 
email referenced in this article. 
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understand Howard's text messages to mean that he attempted to contact Davidson about the 

matter involving Clifford, but that Davidson was not taking Howard's calls. 

VI. At 6:49 p.m., Cohen called Howard and they spoke for nearlyfour minutes. 

c. The following day, on October 18, 2016, TheSmokingGun.com, a website that 

publishes legal documents and mugshots, published an article called: "Donald Trump and the Porn 

Superstar," which alleged that Trump had an extramarital affair with Clifford. However, the 

article noted that Clifford had declined to comment. 

21. On or about October 25,2016, the communications between Cohen, Davidson, Howard 

and Pecker picked up again, apparently concerning a transaction involving Clifford. Specifically, 

based on my review of toll records, infonnation obtained pursuant to the Cohen Email Warrants 

and iCloud Warrant, as well as my review of public sources, I have learned the following: 

a. On October 25, 2016, at 6:09 p.m., Howard sent Cohen a text message stating: 

"Keith calling you urgently. We have to coordinate something on the matter he's calling you about 

or its [sic] could look awfully bad for everyone." One minute later, Davidson sent Cohen a text 

message stating "Call me." Cohen and Davidson called each other several times over the next half 

hour but appear not to have connected. At 6:42 p.m., Cohen and Davidson spoke for about eight 

minutes. At 7:11 p.m., they spoke for another two minutes. 

b. The next morning, on or about October 26,2016, at 8:26 a.m., Cohen called Trump 

and spoke to him for approximately three minutes. At 8:34 a.m., Cohen called Trump again and 

connected for a minute and a half. 

c. At approximately 9:04 a.m.-less than thirty minutes after speaking with Trump

Cohen sent two emails to the person who had incorporated Resolution Consultants and Essential 

Consultants for him, and stated "can you send me asap the filing receipt" and then, in the second 
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email, "for Essential Consultants LLC." That person responded with the filing receipt two minutes 

later at 9:06 a.m. and with the certification of formation 23 minutes later, at 9:27 a.m. 

d. Shortly after that, Cohen contacted a particular employee at First Republic ("First 

Republic Employee-2") and told him, in sum and substance, that he decided not to open an account 

in the name of "Resolution Consulting" and instead would be opening a real estate consulting 

company in the name of "Essential Consultants." Cohen told First Republic Employee-2 that he 

was at Trump Tower, and wanted to go to a First Republic branch across the street to open the 

account, so First Republic Employee-2 called another employee of First Republic ("First Republic 

Employee-l "), a preferred banker at that branch, to assist Cohen. At 11 :00 a.m., First Republic 

Employee-l called Cohen. I know from my participation in an interview with First Republic 

Employee-I, that around the time of the call he went to Cohen's office in Trump Tower-on the 

same, floor as the Trump Organization-and went through account opening questions, including 

know your customer questions, with Cohen. In response to a series of know-your-custo~er 

questions about the purpose of the account-the answers to which First Republic Employee-l 

entered into a form-Cohen stated, in sum and substance, that he was opening Essential 

Consultants as a real estate consulting company to collect fees for investment consulting work, 

and all of his consulting clients would be domestic individuals based in the United States. Based 

on my review of records obtained from First Republic, it appears that this account (the "Essential 

Consultants Account") was created at a time between 11 :00 a.m. and 1 :00 p.m. 

e. At 1:47 p.m., Cohen called Davidson and they spoke for approximately two 

minutes. At approximately 1 :49 p.m., Davidson emailed Cohen wiring instructions for an attorney 

client trust account at City National Bank. 
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f. After the Essential Consultants Account was opened on October 26,2016, Cohen 

transferred $131,000 from a home equity line of credit that Cohen had at First Republic to the 

Essential Consultants Account. Following the transfer, at approximately 4: 15 p.m. on October 26, 

2016, First Republic Employee-2's assistant emailed Cohen at his Trump Organization email 

address to tell him that the funds had been deposited into the Essential Consultants Account. 

Cohen forwarded that email to the Cohen Gmail Account and then forwarded it to Davidson. 

g. At 6:37 p.m., Cohen asked Pecker by text message, "Can we speak? Important." 

Cohen called Pecker at 6:49 p.m. and connected for thirty seconds. At 6:57 p.m., Cohen sent 

Howard a text message, stating: "Please call me. Important." Cohen called Howard at 7:00 p.m. 

and connected for about thirty seconds. At 7:06 p.m., Cohen called Pecker again and they spoke 

for nearly thirteen minutes. At 7:24 p.m., Howard sent a text message to Cohen that: "He said 

he'd call me back in 20 minutes. I told him what you are asking for his [sic] reasonable. I'll get 

it sorted." Approximately an hour later, at 8:23 p.m., Howard told Cohen by text message to 

"check your Gmail for email from my private account." ill an email sent at 8 :23 p.m. by Howard 

to Cohen and Davidson, with the subject line "Confirmation," Howard stated, "Thank you both 

for chatting with me earlier. Confirming agreement on: - Executed agreement, hand-signed by 

Keith's client and returned via overnight or same-day FedEx to Michael, - Change of agreement 

to reflect the correct LLC, - Transfer of funds on Thursday AM to be held in escrow until receipt 

of agreement." After receiving that email, at approximately 8:27 p.m., Cohen asked Howard by 

text message, "Can you and David [Pecker] give me a call." Howard promptly responded: "David 

is not around I think. I'll call." At 8:28 p.m., Howard called Cohen and they spoke for three 

minutes. 
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22. On October 27, 2016, Cohen made a payment to Davidsonof$130,000-with the funds 

intended for Clifford-for the purpose of securing her ongoing silence with respect to the 

allegations that she had an extramarital affair with Trump. Specifically, based on my review of 

toll records, bank records, and information obtained pursuant to the iCloud Warrant and Cohen 

Email Warrants, I have learned the following: 

a. At 9:47 a.m., Cohen sent Davidson an email, stating: "Keith, kindly confirm that 

the wire received today, October 27,2016 shall be held by you in your attorney's trust account 

until such time as directed for release by me, in writing. Additionally, please ensure that all 

paperwork contains the correct name of Essential Consultants LLC. I thank you in advance for 

your assistance and look forward to hearing from you later." 

b. At approximately 10:01 a.m., according to records provided by First Republic 

Ban1c, Cohen completed paperwork to wire $130,000 from the Essential Consultants Account

which had been funded a day prior from Cohen's home equity line of credit-to the attorney client 

trust account at City National Bank that Davidson had specified in the wiring instructions he sent 

to Cohen. The wire transfer was made shortly thereafter. 

c. At 10:02 a.m., Davidson responded to Cohen's email from 9:47 a.m., stating: "I 

confirm that I will work in good faith & that no funds shall be disbursed un1ess & until the plaintiff 

personally signs all necessary settlement paperwork, (the form of which will match the prior 

agreement). The settlement docs will name the correct corporation, (Essential Consultants LLC). 

Plaintiffs signature will be notarized and returned to you via FedEx. Only after you receive FedEx 

will I disburse. Fair?" 

d. At 10:50 a.m., First Republic Employee-1 sent Cohen an email confirming that the 

payment had been sent and providing him with the wire number. 
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23. On October 28,2016, and the days that followed, Cohen finalized the transaction with 

Davidson. Specifically, based on my review of toll records, information obtained pursuant to the 

iCloud Warrant, public sources, and bank records, I know the following: 

a. On October 28, 2016, at 11 :48 a.m., Cohen spoke to Trump for approximately five 

minutes. Beginning at 1 :21 p.m., Cohen attempted a series of phone calls to Davidson, Pecker, 

and Howard throughout the day, although it appears he may only have connected with Howard. 

b. Later that day, at approximately 7:01 p.m., Davidson stated to Cohen by text 

message that "all is AOK. I should have signed, notarized docs on Monday. You should have 

them on Tuesday." Cohen thanked him and said "I hope we are good." Davidson responded, "I 

assure you. We are very good." Howard also texted Cohen at 7:08 p.m., "Keith [Davidson] says 

we are good." Cohen then responded "OK" to Howard and "Excellent" to Davidson. At 

approximately 10:30 p.m., Cohen spoke to Hicks for three minutes. 

c. On October 31,2016, Cohen called Howard at 8:22 p.m. and they spoke for over 

three minutes. At 8:32 p.m., Cohen received text messages from both Howard and Davidson. 

Howard said: "You'll have paperwork tomorrow says KD." Davidson said: "We are AOK. You 

will be receiving a package tomorrow." Cohen responded "Thank you" to Howard and "Thanks 

Keith. Will call you then" to Davidson. From my involvement in this investigation, I believe 

Davidson was referring to a signed nondisclosure agreement when he told Cohen that he would 

receive a package. 

d. Based on my review of court filings that became public in 2018, I have learned that 

on or about October 28, 2016, "EC, LLC and/or David Dennison" entered into a "confidential 

settlement agreement and mutual release" with "Peggy Peterson," pursuant to which "Peterson" 

agreed not to disclose certain "confidential information pertaining to [Dennison]" in exchange for 
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$130,000. The agreement provided that "EC, LLC" would wire the funds to "Peterson's" attorney, 

who would then transfer funds to "Peterson." Cohen signed the agreement on behalf of "EC, 

LLC." The agreement stated that the address for "EC, LLC," which was later referred to in the 

agreement as "Essential Consultants, LLC," was Cohen's residence. 

e. Consistent with the "confidential settlement agreement and mutual release," on or 

about November 1, 2016, Davidson transferred $96,645 from his attorney client trust account at 

City National Bank to a bank account in Clifford's name. The wire had the annotation "net 

settlement." On the same day, at approximately 9:48 a.m. Davidson sent Cohen a text message 

with a picture of a FedEx delivery confirmation, stating that at approximately 9:09 a.m. a package 

shipped by Davidson the previous day had arrived for Cohen at his Trump Organization 

address. On the same day, at approximately 6:14 p.m., Davidson sent Cohen an email with an 

audio file attached and said "Give this a lesson [sic] and then call me." The audio attachment was 

titled "Stormy.mp3" and was a five-minute recording of Davidson interviewing Clifford about 

recent public allegations made by an adult film star named Jessica Drake regarding her alleged 

past affair with Trump; in the recording, Clifford explained the reasons she believed that Drake 

was not credible. Less than an hour later, at approximately 7:05 p.m., Cohen called Trump, but it 

appears that they did not connect. Cohen then called a telephone number belonging to Kellyanne 

Conway, who at the time was Trump's campaign manager. They did not connect. At 

approximately 7:44 p.m., however, Cohen received a return call from Conway, which lasted for 

approximately six minutes. 

24. On November 4, 2016, just three days after the Clifford transaction was completed and 

just four days before the presidential election, the Wall Street Journal published an article alleging 

that the National Enquirer had "Shielded Donald Trump" from allegations by Playboy model 
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Karen McDougal that she and Trump had an affair. The article alleged that AMI had agreed to 

pay McDougal to bury her story. McDougal, like Clifford, had been represented by Davidson .. 

Based on my review of toll records, information obtained pursuant to the Cohen Email Warrants 

and iCloud Warrant, and public sources, it appears that Cohen spoke frequently to Davidson, 

Howard, Pecker, and Hicks around the time of this article's publication-just days before Election 

Day-about the importance of preventing the McDougal and Clifford stories from gaining national 

traction. Specifically, I have learned the following: 

a. Between 4:30 and 8:00 p.m. on November 4, Cohen communicated several times 

with Howard, Pecker and Davidson. 'For instance, at approximately 4:49 p.m., Cohen sent Howard 

a text message with a screenshot of an email forwarded to him by another Trump Organization 

lawyer. The forwarded email was from a Wall Street Journal reporter, and asked for comment 

from Trump andlor the campaign on the story. Cohen also spoke with Hicks several times, 

including shortly before andlor after calls with Pecker, Howard and Davidson. Indeed, at 

approximately 7:33 p.m., using two different cellphones subscribed to him, Cohen appears to have 

been talking to Davidson and Hicks at the same time. 

b. At approximately 8:51 p.m., Cohen sent Howard a message, stating: "She's being 

really difficult with giving Keith a statement. Basically went into hiding and unreachable." One 

minute later, Howard responded: "I'll ask him again. We just need her to disappear." Cohen 

responded, "She definitely disappeared but refuses to give a statement and Keith cannot push her." 

At approximately 8:55 p.m., Howard responded to Cohen's text: "Let's let the dust settle. We don't 

want to push her over the edge. She's on side at present and we have a solid position and a plausible 

position that she is rightfully employed as a columnist." Based on my involvement in this 

investigation, I believe Cohen and Howard were referring to Karen McDougal when they were 
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discussing "she" and "her." Additionally, I believe Howard's statement that "we have ... a 

plausible position that she is rightfully employed as a columnist" was a reference to the fact that 

AMI had given McDougal payments for her role as a purported columnist for the company. 

c. At approximately 8:58 p.m. on November 4,2016, Howard attempted to reassure 

Cohen about the effect of the forthcoming Wall Street Journal article, texting, "I think it'll be ok 

pal. I think it'll fade into the distance." Cohen responded, "He's pissed." Howard wrote back, 

"I'm pissed! You're pissed. Pecker is pissed. Keith is pissed. Not much we can do." Based on 

my involvement in this investigation, I believe Cohen was referring to Trump when he stated "he's 

pissed." Cohen asked Howard at approximately 9:00 p.m. how the Wall Street Journal could 

publish its article if "everyone denies." Howard responded, "Because there is the payment from 

AMI. It looks suspicious at best." 

d. At approximately 9:03 p.m., Hicks called Cohen and they spoke for two minutes. 

At approximately 9:11 p.m., Cohen called Howard and spoke to him for five minutes. At 

approximately 9:15 p.m., Hicks called Cohen and they spoke for nearly seven minutes. Again, 

Cohen used different phones for these two calls, such that he appears to have been on both calls 

for about a minute of overlap. At approximately 9:32 p.m., Cohen texted Pecker, "The boss just 

tried calling you. Are you free?" A minute later, Cohen texted Howard, "Is there a way to find 

David quickly?" 

e. At approximately 9:50 p.m., the Wall Street Journal article was published online. 

Howard and Hicks both sent web links for the article to Cohen. Over the next half hour, Cohen 

and Howard exchanged several text messages commenting on how the story came across. 

The next morning on November 5,2016, at approximately 7:35 a.m., Cohen texted Hicks, "So far 

I see only 6 stories. Getting little to no traction." Hicks responded, "Same. Keep praying!! It's 
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working!" Cohen wrote back, "Even CNN not talking about it. No one believes it and if necessary, 

I have a statement by Storm denying everything and contradicting the other porn stars statement. 

I wouldn't use it now or even discuss with him as no one is talking about this or cares!" Based on 

my involvement in this investigation, I believe Cohen was referring to the above-referenced 

recorded audio statement by Clifford that he obtained from Davidson, and was stating that such a 

statement could be used to influence potential negative media relating to Trump, but was 

unnecessary at that time. Based on a text message from Hicks to Cohen, I believe that later that 

morning, Peeker spoke to Trump. 

25. On or about November 8, 2016, Trump won the election for President of the United 

States. 

26. On or about January 12, 2018, the Wall Street Journal first reported that Cohen 

arranged a payment to Clifford. On or about January 22, 2018, Common Cause, a government 

watchdog group, filed a complaint with the Federal Election Commission, alleging that Cohen had 

violated campaign finance laws by making the payment to Clifford. Based on my review public 

sources following that report, as well as emails obtained pursuant to the Cohen Email Warrants, I 

have learned the following: 

a. On or about January 23, 2018, the day after Common Cause filed its complaint, 

Cohen began emailing himself drafts of statements describing his payment to Clifford. 

Additionally, on January 23, 2018, Cohen emailed the following draft of that statement to an 

individual who appears to be writing a book on Cohen's behalf: 

2018-04-07017.02.09 

In October 2016, I was contacted by counsel for Ms. Clifford stating that 
news outlets, including ABC news, were pursuing the 2011 story of an 
alleged affair between Mr. Trump and Ms. Clifford. Despite the fact that 
both parties had already denied the allegation, as Mr. Trump's longtime 
special counsel and protector, I took it upon myself to match the offer and 
keep the story from breaking. I knew the allegation to be false, but I am 
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also a realist who understands that just because something is false doesn't 
mean that it doesn't create harm and damage. I could not allow this to 
occur. I negotiated a non-disclosure agreement with Ms. Clifford's 
counsel and tendered the funds. I did this through my Delaware LLC and 
transferred personal funds to cover the agreement. I was not reimbursed 
any monies from Mr. Trump, the Trump Organization, any third party or 
the Presidential campaign. At no point did I ever advise Mr. Trump of my 
communications or actions regarding this agreement. As outlandish and 
unusual as this may appear, the Trumps have been like family to me for 
over a decade. It's what you do for family. 

(Emphasis added.) Based on my involvement in this investigation, I believe that the above email 

~s_a~ackno~ledgemenLthaLthtLal1egatiQn of the affair had~xisted for some time~(" ... the -""-2~O,,,-,11,,--__ _ 

story .. . "), but that Cohen was motivated to "keep the story from breaking" again in October 2016. 

b. On or about February 13, 2018, Cohen said in a statement to The New York Times 

that ''Neither the Trump Organization nor the Trump campaign was a party to the transaction with 

Ms. Clifford. The payment to Ms. Clifford was lawful, and was not a campaign contribution or a 

campaign expenditure by anyone." Cohen declined to answer follow-up questions including 

whether Trump had been aware of the payment, why Cohen made the payment, or whether similar 

payments had been made to other people. 

c. On or about February 14, 2018, Cohen was asked by The New York Times whether 

Trump had reimbursed him, whether he and Trump had made any arrangement at the time of the 

payment, or whether he had made payments to other women. Cohen stated in response, "I can't 

get into any of that." On or about February 14, 2018, Cohen also stated to The Washington Post 

that: "ill a private transaction in 2016, I used my own personal funds to facilitate a payment of 

$130,000 to Ms. Stephanie Clifford. Neither the Trump Organization nor the Trump campaign 

was a party to the transaction with Ms. Clifford, and neither reimbursed me for the payment, either 

directly or indirectly." 
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d. On or about March 9,2018, Cohen stated to ABC News that "the funds were taken 

from my home equity line and transferred internally to my LLC account in the same ballie." 

27. For the foregoing reasons, there is probable cause to believe that Cohen used the Target 

Cellphones to commit the Subject Offense. Cohen used the Target Cellphones to communicate 

with Davidson, Howard, Peeker, and others about the payment to Clifford on the eve of the 

election. Indeed, while Cohen denies having given an unlawful contribution, in his own statements 

Cohen has admitted that he paid $130,000 of his "personal funds" to Clifford and that the payment 

occurred less than two weeks before the election, as Trump was facing negative media allegations 

about his behavior toward women, even though allegations of an affair between Trump and 

Clifford existed since 2011. In addition, the communication records set forth above make evident 

that Cohen communicated-using the Target Cellphones-with members of the Trump campaign 

and others about his negotiation with Clifford's attorney and the need to preclude Clifford from 

making a statement that would have reflected negatively on the candidate in advance of the 

forthcoming election. 

28. I have reviewed records maintained by AT&T, from which I have learned, in substance 

and in part, that the Target Cellphones are still active. Based on my training and experience, my 

familiarity with this investigation, and the information set forth above, I therefore believe that the 

Requested Information will lead to evidence of the Subject Offense. Specifically, the Requested 

Information includes historical location data for the Target Cellphones, which may show where 

the Target Cellphones-and by extension Cohen-was on particular dates and times between 

October 1, 20 l6-the approximate time that negotiations regarding the Clifford payment began

and the present. That location information can, among other things, be used to corroborate any in-

24 
2018-04-07017.02.09 



Case 1:18-cr-00602-WHP   Document 48-7   Filed 07/18/19   Page 37 of 38

person meetings between the Cohen and the other individuals involved in the negotiations of the 

the payment to Clifford. 

29. Based on my training and experience, I also know that historical location information 

can be useful to establish a pattern of behavior by a particular individual, which assists law 

enforcement in tracking such an individual-and, thereby, locating his electronic devices. Along 

with the historical information, the prospective information will also lead to the present location 

of the Target Cellphones; law enforcement may then obtain evidence from the Target Cellphones, 
---'-=----------

by subpoena or search warrant, including but not limited to contact lists containing contact 

information for participants in the illegal campaign contribution scheme and well as text messages 

between these participants. 

III. Request for Warrant and Order 

30. Based on the foregoing I respectfully request that the Court require the Service Provider 

to provide the Requested Information as specified further in the Warrant and Order proposed 

herewith, including prospective precision location and cell site data for a period of 45 days from 
~ 

the date of this Order (or the date that the Target Cellphones are seized, whichever comes first), # ! 
, r-

[Vi) IltvwWt"( ')'; 2ot:1 c. 'l.d 
historical cell site data and toll records for the period from October 1, 2016 through th~ ...,.. "'"' 

J .,,, ~ ~"'1-

8rtier, and pen register information for a period of 60 days from the date of this Order. 
II Loi '~to 

!['"({<;It 

31. Nondisclosure. The existence and scope of this ongoing criminal investigation are not 

publicly known. As a result, premature public disclosure of this affidavit or the requested Warrant 

and Order could alert potential criminal targets that they are under investigation, causing them to 

destroy evidence, flee from prosecution, or otherwise seriously jeopardize the investigation. 

Accordingly, I respectfully request that the Provider be directed not to notify the subscriber or 

others ofthe existence ofthe Warrant and Order for a period of 180 days, and that the Warrant and 
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4. One purpose of applying for this warrant is to determine with precision the Target 

Cellular Devices' location. However, there is reason to believe the Target Cellular Devices are 

currently located somewhere within this district because the Target Cellular Devices' owner is 

known to spend most of his time in this district. Pursuant to Rule 41 (b )(2), law enforcement may 

locate the Target Cellular Devices outside the district provided the device is within the district 

when the warrant is issued. 

5. Based on the facts set forth in this affidavit, th~re is probable cause to believe that 

violations of 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign contributions) 

(the "Subject Offense") has been committed, are being committed, and will be committed by 

Michael Cohen and others. There is also probable cause to believe that the location of the Target 

Cellular Devices wi11lead to evidence of the Subject Offense, as detailed below. 

6. Because collecting the information authorized by this warrant may fall within the 

statutory defmitions ofa "pen register" or a "trap and trace device," see 18 U.S.c. § 3127(3) & 

(4), this warrant is designed to comply with the Pen Register Statute as well as Rule 41. See 18 

U.S.C. §§ 3121-3127. This warrant therefore includes all the information required to be included 

in a pen register order. See 18 U.S.C. § 3123(b)(I). 

PROBABLE CAUSE 

IntroductioIll 

7. The United States Attorney's Office for the Southern District of New York 

("USAO") and the FBI are investigating a criminal violation of the campaign fmance laws by 

Michael Cohen, a lawyer who holds himself out as the personal attorney for President Donald J. 

Tnunp. As detailed below, there is probable cause to believe that Cohen made an excessive in

kind contribution to the presidential election campaign of then-candidate Donald Trump in the 

2 
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Magazine, a tabloid sold in supermarkets, also published an article, based on the report in 

TheDirty.com, alleging an affair had occurred between Trump and Clifford. Both Trump and 

Clifford, through their representatives, issued denials in response to the articles. 

b. Specifically, on or about October 11, 2011, Keith Davidson, who identified himself 

as Clifford's attorney, sent a cease and desist letter to TheDirty.com, demanding that the article 

regarding Trump and Clifford be removed from the website. Additionally, on or about October 

________ 12~,~2_0_1_1, Cohen, who was then Executive Vice-President and Special Counsel to the Trump-L_=---__ _ 

Organization, stated to E! News that "[t]he totally IDltrue and ridiculous story ... emanated from 

a sleazy and disgusting website .... The Trump Organization and Donald J. Trump will be bringing 

a lawsuit ... [and] Mr. Trump and the Trump Organization would like to thank and commend 

Stormy Daniels and her attorneys for their honesty and swift actions." 

14. On or about JIDle 16,2015, Trump formally launched his 2016 presidential 

campaign. On or about May 4,2016, Trump became the presumptive Republican Party nominee 

for president, and on July 19, 2016, Trump officially became the nominee. Based on my review 

of public sources, I have learned that while it does not appear that Cohen had an official title as 

part of the Trump campaign, on multiple occasions Cohen made public statements on behalf of 

Trump or his campaign. For instance, on or about August 18, 2016, Cohen appeared on CNN to 

defend Trump's polling numbers. 

15. On or about October 7,2016, The Washington Post published online a video 

and accompanying audio in which Trump referred to women in what the article described as 

"vulgar terms" in a 2005 conversation with Billy Bush, who was then the host of Access 

Hollywood. The following day, on October 8, 2016, Trump appeared in a video in which he 

stated, among other things, "I've said and done things I regret and words released today on this 

5 
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more than a decade old video are one of them. Anyone who knows me knows these words don't 

reflect who I am. I said it. I was wrong and I apologize." Based on my review of public 

sources, t also know that representatives of the Dump Campaign stated, in sum and substance, 

that the Access Hollywood comment was an old and isolated incident. 

16. Based on my review of public sources, including an article published in 

Slate magazine by a reporter who interviewed Clifford, that around this same time, in or about 

October 2016, Clifford was in discussions with ABC's Good Morning America show and Sl~tf! ___ .. ______ . __ { 

magazine, among other media sources, to provide these media outlets with her statement about her 

alleged relationship with Trump. According to the article in Slate, which the author based on 

conversations with Clifford over the telephone and by text message, Clifford wanted to be paid for 

her story or be paid by Trump not to disclose her accusation. As Cohen summarized in a 2018 

email obtained pursuant to the Cohen Email Warrants: "In October 2016, I was contacted by 

counsel for Ms. Clifford stating that news outlets, including ABC News, were pursuing the 2011 

story of an alleged affair between Mr. Trump and Ms. Clifford." 

17. From my review of telephone toll records 3 and information produced 

pursuant to the iCloud Warrant and Cohen Email Warrants, I have learned that in the days 

following the Access Hollywood video, Cohen exchanged a series of calls, text messages, and 

emails with Keith Davidson, who was then Clifford's attorney, David Pecker and Dylan Howard 

3 My attribution of certain telephone numbers to certain individuals as described in this 
affidavit is based on my review of the vCard (virtual contact file) and text messages obtained from 
Cohen's telephone pursuant to the iCloud Warrant. 
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\ 

of American Media, Inc. ("AMI"), the publisher of the National Enquirer,4 Trump, and Hope 

Hicks, who was then press secretary for Trump's presidential campaign. For these text messages 

and calls-as well as all of the text messages and calls referenced in this affidavit involving 

Cohen-Cohen used one of the Target Cellular Devices for the communication. 

18. Based on the timing of the calls in the days following the Access Hollywood 

story, and the content of the text messages and emails, I believe that at least some of these 

communications concerned the need to prevent Clifford fromgping public, particularly inthe wake 

of the Access Hollywood story. In particular, I have learned the following: 

a. On October 8, 2016, at approximately 7 :20 p.m., Cohen received a call from Hicks. 

Sixteen seconds into the call, Trump joined the call, and the call continued for over four minutes.5 

Based on the toll records that the USAO has obtained to date, I believe that this was the fIrst call 

Cohen had received or made to Hicks in at least multiple weeks, and that Cohen and Trump spoke 

on the telephone about once a month prior to this date - specifIcally, prior to this call on October 

4 Pecker is President of AMI and, according to his own statements in public reports, a personal 
friend of Trump. Howard is the chief content offIcer of AMI, who according to public records 
reports directly to Pecker. 

5 I believe that Trump joined the call between Cohen and Hicks based on my review of toll 
records. SpecifIcally, I know that a call was initiated between Cohen's telephone number and 
Trump's telephone number at the same time the records indicate that Cohen was talking to Hicks. 
After the Cohen-Trump call was initiated, it lasted the same period of time as the Cohen-Hicks 
call. Additionally, the toll records indicate a "-I" and then Trump's telephone number, which, 
based on my training and experience, means that the call was either transferred to Trump, or that 
Trump was added to the call as a conference or three-way call participant. In addition, based on 
my conversations with another law enforcement agent who has spoken to a law enforcement agent 
who has interviewed Hicks, I have learned that Hicks stated, in substance, to the best of her 
recollection, she did not learn about the allegations made by Clifford until early November 2016. 
Hicks was not specifIcally asked about this three-way call. 

7 
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8, 2016, Cohen and Trump had spoken once in May, once in June, once in July, zero times in 

August, and twice in September. 

b. Approximately ten minutes after the call ended, Hicks and Cohen spoke again for 

about two minutes. 

c. At 7:39 p.m., immediately after the second call with Hicks ended, Cohen called 

David Peckel' (as noted above, the President of American Media Inc., or AMI) and they connected 

for thirty seconds. AQl'roximately four minutes later, Cohen called Peeker again and they sp"-o_k_e_--'-___ -'--_J 

for more than a minute. Three minutes after ending his call with Peeker, Cohen received a call 

from Dylan Howard (as noted above, the Chief Content Officer of AMI), and they spoke for 

approximately a minute. According to toll records, it does not appear that Cohen and Howard 

spoke regularly prior to October 8, 2016, as it had been over a month since they had called each 

other. 

d. At 7:56 p.m., approximately eight minutes after his call with Howard ended, Cohen 

called Hicks and they connected for two minutes. At approximately the same time this call ended, 

Cohen received a call from Peckel', and they spoke for about two minutes. At 8:03 p.m., about 

three minutes after ending his call with Peeker, Cohen called Trump, and they spoke for nearly 

eight minutes. 

e. At 8:39 p.m. and 8:57 p.m., Cohen received calls from Howard and spoke to him 

for about four and six minutes, respectively. At 9:13 p.m., about ten minutes after Cohen and 

Howard hung up from the second of these calls, Howard sent Cohen a text message that said: 

"Keith will do it. Let's reconvene tomorrow." Based on my involvement in this investigation, I 

believe that when Howard wrote "Keith," he was referring to Keith Davidson, the attorney for 

Stephanie Clifford. At 3:31 a.m., now on October 9,2016, Cohen sent Howard a text message in 

8 
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response that said: "Thank you." Eight minutes later, Cohen sent Howard a text message that 

said: "Resolution Consultants LLC. is the name of the entity I formed a week ago. Whenever you 

wake, please call my celL" 

f. The following day, on October 10, 2016, at 10:58 a.m., Howard sent a text message 

to Cohen and Davidson, which stated: "KeithlMichael: connecting you both in regards to that 

business opportunity. Spoke to the client this AM and they're confIrmed to proceed with the 

.~ ___ ~pp~rtunity. Thanks. Dxlan. Over to you. two." At J2:25 p.m., Davidson sent Cohen a text 

message that stated: "Michae1- if we are ever going to close this deal- In my opinion, it needs to 

be today. Keith." Davidson and Cohen then spoke by phone for about three minutes. Based on 

my pmiicipation in this investigation, I believe that when Howard wrote that the "client" was 

"confIrmed to proceed with the opportunity," he was referring to Clifford's agreement in principle 

to accept money from Cohen in exchange for her agreement not to discuss any prior affair with 

then-candidate Trump.6 

g. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that on or about October 10, 2016, Clifford and Davidson appear to have signed a "side letter 

agreement" that stated it was an exhibit to a "confIdential settlement agreement and mutual 

release" between "Peggy Peterson" and "David Dennison." The purpose of the document, 

according to the agreement, was to defIne the "true name and identity" of persons named by 

6 As set forth below, AMI was also involved in a payment to model Karen McDougaL 
However, because these communications were in close temporal proximity to the events involving 
the negotiation of a payment to Clifford, the execution of the agreement with Clifford, and the 
payment of money to Clifford, I believe that these communications were related to Clifford. 
Additionally, based on my review of public statements by McDougal, I have learned that she 
negotiated an agreement with AMI several months prior to these communications between Cohen 
and Pecker, Howard, and Davidson. 
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pseudonym in "confidential settlement agreement and mutual release." The side letter agreement 

specifies the identity of "Peggy Peterson" to be Clifford, but the space for "Dennison's" identity 

is blank. The agreement also includes a signature page for "Peterson," "Dennison," and their 

attorneys. The signature page is signed by "Peterson" and his attorney, Davidson, but the 

document is unsigned by "Dennison" and his attorney. Based on my involvement in this 

investigation, I believe that Davidson sent Cohen this partially-signed "side letter agreement" in 

ordeLJo_facilitate_th_e_closing_of a deal between Davidson's client and Cohen or his client on 

October 10,2016. 

19. It appears that on October 13,2016, and the days that followed, Cohen took 

steps to complete a transaction with Davidson, including attempting to open an account from which 

Cohen could transfer funds to Davidson. Specifically, from my review of toll records, 

information obtained pursuant to the iCloud Warrant and Cohen Email Warrants, records 

maintained by First Republic Bank ("First Republic"), as well as my participation in interviews 

with employees of First Republic, I have learned the following: 

a. On the morning of October 13, 2016, at 8:54 a.m., Cohen sent Pecker a text message 

that stated: "I need to talk to you." At 9:06 a.m., Pecker sent a text message to Cohen that stated, 

"I called please call me back." The tolls between Cohen and Pecker do not show a telephone call 

between 8:54 a.m. and 9:06 a.m. However, based on my review of text messages, I have learned 

that Cohen and Pecker comnllmicate with each other over Signal, which is an encrypted 

communications cellphone application that allows users to send encrypted text messages and make 

encrypted calls. 

b. At 9:23 a.m., Cohen sent an email that stated "call me'~ to a banker at First Republic 

Ban1e ("First Republic Employee-2"). The email attached documents from the Secretary of State 

10 
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of Delaware indicating that Cohen had formed a limited liability company called "Resolution 

Consultants LLC" on September 30,2016. As noted above, "Resolution Consultants" is the name 

of the entity that Cohen had told Howard he had fonned recently after Howard said Davidson 

would "do it." At 10:44 a.m., Cohen called First Republic Employee-2 and told him, in sum and 

substance, that he needed an account in the name of "Resolution Consultants" opened immediately, 

and that he did not want an address on the checks written out of the account. Later that day, 

another emgloyee at First Rel'ublic emailed Cohen account 01'enil1g_p~l'erworkJQ coml'=le=te=.. __ 

Cohen returned the account opening documents partially completed, but failed to provide a copy 

of his driver's license or passport, and did not respond to the employee's question of how he 

wanted to fund the account. As a result, the account was never opened. 

c. On October 17, 2016, Cohen incorporated Essential Consultants LLC in Delaware. 

That same day, he filed paperwork to dissolve Resolution Consultants LLC. 

20. Despite these steps taken by Cohen, it appeal's that the negotiation between 

Cohen and Davidson was not progressing sufficiently fast enough for Davidson or his client, 

Clifford, and they threatened to go public with Clifford's allegations just days before the 

presidential election. Specifically, based on my review of toll records, information obtained 

pursuant to the iCloud Warrant, and public sources, I lmow the following: 

a. According to an article in The Washington Post, which quoted emails sent from 

Cohen's email account hosted by the Trump Organization, on October 17,2016, Davidson emailed 

Cohen and threatened to cancel the aforementioned "settlement agreement" by the end ofthe day 

11 
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if Cohen did not complete the transaction. 7 According to the article, Davidson sent Cohen a 

second email later in the day that stated in part, "Please be advised that my client deems her 

settlement agreement canceled and void." At 4:00 p.m. that day, Cohen called Davidson and they 

spoke for over five minutes. 

b. Cohen's 4:00 p.m. call with Davidson and/or Davidson's threats to cancel the 

"settlement agreement" appear to have touched off a flulTY of communications about the settlement 

______ ~gre(:)ment and whether Clifford would gQJ2ublic. Specifically,---: ____ -'-'-__ 

i. At 4:43 p.m., Howard sent Cohen a text message that stated: "I'm told 

they're going with DailyMail. Are you aware?" One minute later, Cohen responded: "Call me." 

Based on my involvement in this investigation, I understand Howard's text to mean that he heard 

that Clifford was going to take her story of an extramarital affair with Trump to the Daily Mail, a 

tabloid newspaper. 

ii. At 4:45 p.m., Howard called Cohen and they spoke for over two minutes. 

Moments later, Davidson and Cohen spoke for about two minutes. 

iii. At 5 :03 p.m., Cohen attempted to call Trump, but the call only lasted eight 

seconds. This was Cohen's first call after he spoke with Davidson. 

iv. At 5:25 p.m., Cohen texted Howard, stating: "Well???" 

v. At 6:44 p.m., Howard responded to Cohen's text, stating: ''Not taking my 

calls." Cohen responded one minute later: "You're kidding. Who are you trying to reach?" 

Howard responded one minute later: "The 'agent. '" Based on my involvement in this 

7 Due to the partially covert nature of the investigation to this date, the USAO has not requested 
documents from the Trump Organization or Davidson, and thus does not possess the email 
referenced in this article. 
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investigation, I understand Howard's text messages to mean that he attempted to contact Davidson 

about the matter involving Clifford, but that Davidson was not taking Howard's calls. 

vi. At 6:49 p.m., Cohen called Howard and they spoke for nearly four minutes. 

c. The following day, on October 18, 2016, TheSmokingGun.com, a website that 

publishes legal documents and mugshots, published an article called: "Donald Trump and the Porn 

Superstar," which alleged that Trump had an extramarital affair with Clifford. However, the 

article noted that Clifford had declined to comment. 
====~~===~~----~--~--------

21. On or about October 25, 2016, the communications between Cohen, 

Davidson, Howard and Pecker picked up again, apparently concerning a transaction involving 

Clifford. Specifically, based on my review of toll records, information obtained pursuant to the 

Cohen Email Warrants and iCloud Warrant, as well as my review of public sources, I have learned 

the following: 

a. On October 25, 2016, at 6:09 p.m., Howard sent Cohen a text message stating: 

"Keith calling you urgently. We have to coordinate something on the matter he's calling you about 

or its [ sic] could look awfully bad for everyone." One minute later, Davidson sent Cohen a text 

message stating "Call me." Cohen and Davidson called each other several times over the next 

half hour but appear not to have connected. At 6:42 p.m., Cohen and Davidson spoke for about 

eight minutes. At 7: 11 p.m., they spoke for another two minutes. 

b. The next morning, on or about October 26,2016, at 8:26 a.m., Cohen called Trump 

and spoke to him for approximately three minutes. At 8:34 a.m., Cohen called Trump again and 

connected for a minute and a half. 

c. At approximately 9:04 a.m.-less than thirty minutes after speaking with Trump

Cohen sent two emails to the person who had incorporated Resolution Consultants and Essential 

13 
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Consultants for him, and stated "can you send me asap the filing receipt" and then, in the second 

email, "for Essential Consultants LLC." That person responded with the filing receipt two 

minutes later at 9:06 a.m. and with the celiification of formation 23 minutes later, at 9:27 a.m. 

d. Shortly after that, Cohen contacted a particular employee at First Republic ("First 

Republic Employee-2") and told him, in sum and substance, that he decided not to open an account 

in the name of "Resolution Consulting" and instead would be opening a real estate consulting 

_______ --"c""o=mpany in the name of "Essential Consult~ts." Cohen told First Republic El!!Jlloyee-2 that_h_e--'----_'---

was at Trump Tower, and wanted to go to a First Republic branch across the street to open the 

account, so First Republic Employee-2 called another employee of First Republic ("First Republic 

Employee-l "), a preferred banker at that branch, to assist Cohen. At 11 :00 a.m., First Republic 

Employee-l called Cohen. I know from my participation in an interview with First Republic 

Employee-I, that around the time of the call he went to Cohen's office in Trump Tower---on the 

same floor as the Trump Organization-and went through account opening questions, including 

know your customer questions, with Cohen. In response to a seIies of know-your-customer 

questions about the purpose of the account-the answers to which First Republic Employee-l 

entered into a form-Cohen stated, in sum and substance, that he was opening Essential 

Consultants as a real estate consulting company to collect fees for investment consulting work, 

and all of his consulting clients would be domestic individuals based in the United States. Based 

on my review of records obtained fi'om First Republic, it appears that this account (the "Essential 

Consultants Account") was created at a time between 11 :00 a.m. and 1 :00 p~m. 

e. At 1:47 p.m., Cohen called Davidson and they spoke for approximately two 

minutes. At approximately 1 :49 p.m., Davidson emailed Cohen wiring instructions for an 

attorney client trust account at City National Bank. 

14 
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f. After the Essential Consultants Account was opened on October 26,2016, Cohen 

transferred $131,000 from a home equity line of credit that Cohen had at First Republic to the 

Essential Consultants Account. Following the transfer, at approximately 4:15 p.m. on October 

26,2016, First Republic Employee-2's assistant emailed Cohen at his Trump Organization email 

address to tell him that the funds had been deposited into the Essential Consultants Account. 

Cohen forwarded that email to the Cohen Gmail Account and then forwarded it to Davidson. 

g. At 6:37 2.m., Cohen asked Pecker by text message, "Can we speak? ImUOliant." 

Cohen called Peckel' at 6:49 p.m. and cOlmected for thirty seconds. At 6:57 p.m., Cohen sent 

Howard a text message, stating: "Please call me. Important." Cohen called Howard at 7:00 p.m. 

and connected for about thiIiy seconds. At 7:06 p.m., Cohen called Peckel' again and they spoke 

for nearly thiIieen minutes. At 7:24 p.m., Howard sent a text message to Cohen that: "He said 

he'd call me back in 20 minutes. I told hiIn what you are asking for his [sic] reasonable. I'll get 

it sorted." Approximately an hour later, at 8:23 p.m., Howard told Cohen by text message to 

"check your Gmail for email from my private aCCOWlt." In an email sent at 8:23 p.m. by Howard 

to Cohen and Davidson, with the subject line "Confllmation," Howard stated, "Thank you both 

for chatting with me earlier. Confirming agreement on: - Executed agreement, hand-signed by 

Keith's client and retwned via overnight or same-day FedEx to Michael, - Change of agreement 

to reflect the correct LLC, - Transfer of funds on Thursday AM to be held in escrow until receipt 

of agreement." After receiving that email, at approxiInately 8:27 p.m., Cohen asked Howard by 

text message, "Can you and David [Pecker] give me a call." Howard promptly responded: "David 

is not around I think. I'll call." At 8:28 p.m., Howard called Cohen and they spoke for three 

minutes. 

15 
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22. On October 27,2016, Cohen made a payment to Davidson of $130,000-

with the funds intended for Clifford-for the purpose of securing her ongoing silence with respect 

to the allegations that she had an extramarital affair with Trump. Specifically, based on my 

review of toll records, banle records, and information obtained pursuant to the iCloud Warrant and 

Cohen Email Warrants, I have learned the following: 

a. At 9:47 a.m., Cohen sent Davidson an email, stating: "Keith, kindly confirm that 

the wire received today, October 27,2016 shall be held by you in your attorney's trust account 
----~ 

until such time as directed for release by me, in writing. Additionally, please ensure that all 

paperwork contains the correct name of Essential Consultants LLC. I thank you in advance for 

your assistance and look fOlward to hearing from you later." 

b. At approximately 10:01 a.m., according to records provided by First Republic 

Bank, Cohen completed paperwork to wire $130,000 from the Essential Consultants Account-

which had been funded a day prior from Cohen's home equity line of credit-to the attorney client 

trust account at City National Banle that Davidson had specified in the wiring instructions he sent 

to Cohen. The wire transfer was made shortly thereafter. 

c. At 10:02 a.m., Davidson responded to Cohen's email from 9:47 a.m., stating: "I 

confirm that I will work in good faith & that no funds shall be disbursed unless & until the plaintiff 

personally signs all necessary settlement paperwork, (the form of which will match the prior 

agreement). The settlement docs will name the correct corporation, (Essential Consultants LLC). 

Plaintiffs signature will be notarized and returned to you via FedEx. Only after you receive FedEx 

will I disburse. Fair?" 

d. At 10:50 a.m., First Republic Employee-1 sent Cohen an email confirming that the 

payment had been sent and providing him with the wire number. 
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23. On October 28, 2016, and the days that followed, Cohen finalized the 

transaction with Davidson. Specifically, based on my review oftoll records, information obtained 

pursuant to the iCloud Warrant, public sources, and banle records, I know the following: 

a. On October 28, 2016, at 11 :48 a.m., Cohen spoke to Trump for approximately five 

minutes. Beginning at 1:21 p.m., Cohen attempted a series of phone calls to Davidson, Pecker, 

and Howard throughout the day, although it appears he may only have comlected with Howard. 

b. Later that day,_at approximatel), 7:01 p.m" Davidson stated t~_Cohen by text __________ - ____ , 

message that "all is AOK. I should have signed, notarized docs on Monday. You should have 

them on Tuesday." Cohen thanked him and said "I hope we are good." Davidson responded, "I 

assure you. We are very good." Howard also texted Cohen at 7:08 p.m., "Keith [Davidson] says 

we are good." Cohen then responded "OK" to Howard and "Excellent" to Davidson. At 

approximately 10:30 p.m., Cohen spoke to Hicks for threeminutes. 

c. On October 31,2016, Cohen called Howard at 8:22 p.m. and they spoke for over 

three minutes. At 8:32 p.m., Cohen received text messages from both Howard and Davidson. 

Howard said: "You'll have paperwork tomorrow says rill." Davidson said: "We are AOK. You 

will be receiving a package tomon·ow." Cohen responded "Thanle you" to Howard and "Thanles 

Keith. Will call you then" to Davidson. From my involvement in this investigation, r believe 

Davidson was referring to a signed nondisclosure agreement when he told Cohen that he would 

receive a package. 

d. Based on my review of court filings that became public in 2018, I have learned that 

on or about October 28, 2016, "EC, LLC and/or David Dennison" entered into a "confidential 

settlement agreement and mutual release" with "Peggy Peterson," pursuant to which "Peterson" 

agreed not to disclose certain "confidential information pertaining to [Dennison]" in exchange for 
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$130,000. The agreement provided that "EC, LLC" would wire the funds to "Peterson's" 

attomey, who would then transfer funds to "Peterson." Cohen signed the agreement on behalf of 

"EC, LLC." The agreement stated that the address for "EC, LLC," which was later referred to in 

the agreement as "Essential Consultants, LLC," was Cohen's residence. 

e. Consistent with the "confidential settlement agreement and mutual release," on or 

about November 1,2016, Davidson transferred $96,645 from his attomey client trust account at 

City National Bank to a bank account in Clifford's name. The wir~ had the annotation "net 

settlement." On the same day, at approximately 9:48 a.m. Davidson sent Cohen a text message 

with a picture of a FedEx delivery confirmation, stating that at approximately 9:09 a.m. a package 

shipped by Davidson the previous day had arrived for Cohen at his Trump Organization 

address. On the same day, at approximately 6: 14 p.m., Davidson sent Cohen an email with an 

audio file attached and said "Give this a lesson [ sic] and then call me." The audio attachment was 

titled "Stormy.mp3" and was a five-minute recording of Davidson interviewing Clifford about 

recent public allegations made by an adult film star named Jessica Drake regarding her alleged 

past affair with Trump; in the recording, Clifford explained the reasons she believed that Drake 

was not credible. Less than an hour later, at approximately 7:05 p.m., Cohen called Trump, but 

it appears that they did not connect. Cohen then called a telephone number belonging to 

Kellyanne Conway, who at the time was Dump's campaign manager. They did not connect. At 

approximately 7:44 p.m., however, Cohen received a retum call from Conway, which lasted for 

approximately six minutes. 

24. On November 4, 2016, just three days after the Clifford transaction was 

completed and just four days before the presidential election, the Wall Street Journal published an 

article alleging that the National Enquirer had "Shielded Donald Trump" from allegations by 

18 



Case 1:18-cr-00602-WHP   Document 48-8   Filed 07/18/19   Page 19 of 62

Playboy model Karen McDougal that she and Trump had an affair. The article alleged that AMI 

had agreed to pay McDougal to bury her story. McDougal, like Clifford, had been represented 

by Davidson. Based on my review of toll records, information obtained pursuant to the Cohen 

Email Warrants and iCloud Warrant, and public sources, it appears that Cohen spoke frequently 

to Davidson, Howard, Pecker, and Hicks around the time of this article's publication-just days 

before Election Day-about the impOliance of preventing the McDougal and Clifford stories fi:om 

gainil1g national traction. Specifically, I have learned the fOllowing: 

a. Between 4:30 and 8:00 p.m. on November 4, Cohen communicated several times 

with Howard, Pecker and Davidson. For instance, at approximately 4:49 p.m., Cohen sent 

Howard a text message with a screenshot of an email forwarded to him by another Trump 

Organization lawyer. The forwarded email was from a Wall Street Journal reporter, and asked for 

comment from Trump and/or the campaign on the story. Cohen also spoke with Hicks several 

times, including shortly before andlor after calls with Pecker, Howard and Davidson. Indeed, at 

approximately 7:33 p.m., using two different cellphones subscribed to him, Cohen appears to have 

been talking to Davidson and Hicks at the same time. 

b. At approximately 8:51 p.m., Cohen sent Howard a message, stating: "She's being 

really difficult with giving Keith a statement. Basically went into hiding and unreachable." One 

minute later, Howard responded: "I'll ask him again. We just need her to disappear." Cohen 

responded, "She definitely disappeared but refuses to give a statement and Keith cmmot push her." 

At approximately 8:55 p.m., Howard responded to Cohen's text: "Let's letthe dust settle. We don't 

want to push her over the edge. She's on side at present and we have a solid position and a plausible 

position that she is rightfully employed as a columnist." Based on my involvement in this 

investigation, I believe Cohen and Howard were referring to Karen McDougal when they were 
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discussing "she" and "her." Additionally, I believe Howard's statement that "we have ... a 

plausible position that she is rightfully employed as a columnist" was a reference to the fact that 

AMI had given McDougal payments for her role as a purported columnist for the company. 

c. At approximately 8:58 p.m. on November 4, 2016, Howard attempted to reassure 

Cohen about the effect of the forthcoming Wall Street Journal article, texting, "I think it'll be ok 

pal. I think it'll fade into the distance." Cohen responded, "He's pissed." Howard wrote back, 

_-,-,-_-,-_"_I'_m piss_~~~ __ You're pissed. Peckel' is pissed. Keith is pissed. .Not much we can do." Bas~d 

on my involvement in this investigation, I believe Cohen was referring to Trump when he stated 

"he's pissed." Cohen asked Howard at approximately 9:00 p.m. how the Wall Street Journal 

could publish its aliicle if "everyone df:{nies." Howard responded, "Because there is the payment 

fi'om AMI. It looks suspicious at best." 

d. At approximately 9:03 p.m., Hicks called Cohen and they spoke for two minutes. 

At approximately 9: 11 p.m., Cohen called Howard and spoke to him for five minutes. At 

approximately 9:15 p.m., Hicks called Cohen and they spoke for nearly seven minutes. Again, 

Cohen used different phones for these two calls, such that he appears to have been on both calls 

for about a minute of overlap. At approximately 9:32 p.m., Cohen texted Peeker, "The boss just 

tried calling you. Are you fi'ee?" A minute later, Cohen texted Howard, "Is there a way to find 

David quickly?" 

e. At approximately 9:50 p.m., the Wall Street Journal al·ticle was published online. 

Howal'd and Hicks both sent web links for the article to Cohen. Over the next half hour, Cohen 

and Howard exchanged several text messages commenting on how the story came across. 

The next morning on November 5,2016, at approximately 7:35 a.m., Cohen texted Hicks, "So far 

I see only 6 stories. Getting little to no traction." Hicks responded, "Same. Keep praying!! It's 
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working!" Cohen wrote back, "Even CNN not talking about it. No one believes it and if 

necessary, I have a statement by Stonn denying everything and contradicting the other porn stars 

statement. I wouldn't use it now or even discuss with him as no one is talking about this or cares!" 

Based on my involvement in this investigation, I believe Cohen was referring to the above-

referenced recorded audio statement by Clifford that he obtained from Davidson, and was stating 

that such a statement could be used to influence potential negative media relating to Trump, but 

was unnecessary at that time. Based on a text 11les~age from Hicks to~ohen, I believe that later 

that morning, Peeker spoke to Trump. 

25. On or about November 8, 2016, Trump won the election for President of 

the United States. 

26. On or about January 12, 2018, the Wall Street Journal first reported that 

Cohen arranged a payment to Clifford. On or about January 22, 2018, Common Cause, a 

government watchdog group, filed a complaint with the Federal Election Commission, alleging 

that Cohen had violated campaign finance laws by making the payment to Clifford. Based on my 

review public sources following that report, as well as emails obtained pursuant to the Cohen Email 

Warrants, I have learned the following: 

a. On or about January 23, 2018, the day after Common Cause filed its complaint, 

Cohen began emailing himself drafts of statements describing his payment to Clifford. 

Additionally, on January 23, 2018, Cohen emailed the following draft of that statement to an 

individual who appears to be writing a book on Cohen's behalf: 

In October 2016, I was contacted by counsel for Ms. Clifford stating that 
news outlets, including ABC news, were pursuing the 2011 story of an 
alleged affair between Mr. Trump and Ms. Clifford. Despite the fact that 
both parties had already denied the allegation, as Mr. Trump's longtime 
special counsel and protector, I took it upon myself to match the offer and 
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keep the story from breaking. 1 lmew the allegation to be false, but I am 
also a realist who understands that just because something is false doesn't 
mean that it doesn't create harm and damage. I could not allow this to 
occur. 1 negotiated a non-disclosure agreement with Ms. Clifford's 
counsel and tendered the funds. I did this through my Delaware LLC and 
transferred personal funds to cover the agreement. 1 was not reimbursed 
any monies from Mr. Trump, the Trump Organization, any third party or 
the Presidential campaign. At no point did 1 ever advise Mr. Trump of my 
communications or actions regarding this agreement. As outlandish and 
unusual as this may appear, the Trumps have been like family to me for 
over a decade. It's what you do for family. 

(Emphasis added.) Based on my invol,,-e~Ilent in this inves!i_~ation, 1 believe that the above em-,-a_i_l __ ~~ ______ " 

is an aclmowledgement that the allegation of the affair had existed for some time (" ... the 2011 

story .. . "), but that Cohen was motivated to "keep the story from breaking" again in October 2016. 

b. On or about February 13, 2018, Cohen said in a statement to The New York Times 

that "Neither the Trmnp Organization nor the Trump campaign was a party to the transaction with 

Ms. Clifford. The payment to Ms. Clifford was lawful, and was not a campaign contribution or a 

campaign expenditure by anyone." Cohen declined to answer follow-up questions including 

whether Trump had been aware ofthe payment, why Cohen made the payment, or whether similar 

payments had been made to other people. 

c. On or about February 14, 2018, Cohen was asked by The New York Times whether 

Trump had reimbursed him, whether he and Trump had made any arrangement at the time of the 

payment, or whether he had made payments to other women. Cohen stated in response, "I can't 

get into any of that." On or about February 14,2018, Cohen also stated to The Washington Post 

that: "In a private transaction in 2016, 1 used my own personal funds to facilitate a payment of 

$130,000 to Ms. Stephanie Clifford. Neither the Trump Organization nor the Trump campaign 

was a party to the transaction with Ms. Clifford, and neither reimbursed me for the payment, either 

directly or indirectly." 
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d. On or about March 9,2018, Cohen stated to ABC News that "the funds were taken 

£i'om my home equity line and transferred internally to my LLC accourit in the same bank." 

27. For the foregoing reasons, there is probable cause to believe that Cohen 

committed the Subject Offense by making an in-kind contribution to Trump or the Trump 

campaign in the form of a $130,000 payment to Clifford on the election. Indeed, while Cohen 

denies having given an unlawful contribution, in his own statements Cohen has admitted that he 

paigJH~OOO of his "personal funds" to Clifford and that the paymenL()ccurred lessthan two 

weeks before the election, as Trump was facing negative media allegations about his behavior 

toward women, even though allegations of an affair between Trump and Clifford existed since 

2011. 

28. I have reviewed records maintained by AT&T, from which I have learned, 

in substance and in part, that the Target Cellular Devices are still active. Based on my training 

and experience, my familiarity with this investigation, and the information set forth above, I 

therefore believe that the requested data will lead to evidence of the Subject Offense. 

Specifically, infOlmation will lead to the present location of the Target Cellular Devices; law 

enforcement may then obtain evidence from the Target Cellular Devices, by subpoena or search 

warrant, including but not limited to contact lists containing contact information for participants 

in the illegal campaign contribution scheme and well as text messages between these participants. 

MANNER O}' EXECUTION 

29. In my training and experience, I have learned that cellular phones and other 

cellular devices communicate wirelessly across a network of cellular infrastructure, including 

towers that route and connect individual communications. When sending or receiving a 

communication, a cellular device broadcasts certain cellular and wifi signals to the cellular tower 
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that is routing its communication. These cellular and wifi signals include a cellular device's 

unique identifiers. 

30. To facilitate execution of this WalTant to determine the location of the Target 

Cellular Devices, law enforcement may use an investigative device or devices capable of 

broadcasting cellular and wifi signals that will be received by the Tal'get Cellular Devices or 

receiving cellular and wifi signals from nearby cellular devices, including the Target Cellular 

____ ~De~~dces. __ Such_a_d_exiQ~ma)!" function in some re~I1ects like a cellular tower, excej:>t that it will.--"n=o=t ______ ~ ________ , 

be connected to the cellular network and cannot be used by a cell phone to communicate with 

others. The device may send a signal to the Target Cellular Devices and nearby cellular devices 

and thereby prompt them to send cellular and wifi signals that include the unique identifier of the 

device. Law enforcement may monitor the cellular and wifi signals broadcast by the Target 

Cellular Devices for non-content signal infonnation and use that information to determine the 

Target Cellular Devices' location, even if it is located inside a house, apartment, or other building. 

The device will not intercept the contents of the Target Cellular Devices' communications, such 

as telephone calls, text messages, and other electronic communications. Further, the device will 

not collect any other data stored on the Target Cellular Devices, including e-mails, text messages, 

contact lists, images, or Global Positioning System (GPS) data. 

31. The investigative device may interrupt cellular service of phones or other 

cellular devices within its immediate vicinity. Any service disruption to non-target devices will 

be brief and temporary, and all operations will attempt to limit the interference with such devices. 

In order to connect with the Target Cellular Devices, the device may briefly exchange cellular and 

wifi signals with all phones or other cellular devices in its vicinity to determine whether those 

devices' unique identifiers match the identifiers of the Target Cellular Devices. These cellular 
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and wifi signals may include cell phone identifiers. The device will not complete a connection 

with cellular devices determined not to be the Target Cellular Devices, and law enforcement will 

limit collection of information from devices other than the Target Cellular Devices. To the extent 

that any information from a cellular device other than the Target Cellular Devices is collected by 

the law enforcement device, law enforcement will delete that information, and law enforcement 

will make no investigative use of it absent further order of the court, other than distinguishing the 

Target Cellular D~vices from all other cellular devic_e-,-s._~ 

AUTHORIZATION REQUEST 

32. Based on the foregoing, I request that the Court issue the proposed search 

warrant, pursuant to Federal Rule of Criminal Procedure 41. The proposed warrant also will 

function as a pen register order under 18 U.S.C. § 3123. 

33. I further request, pursuant to 18 U.S.C. § 3103a(b) and Federal Rule of 

Criminal Procedure 41(£)(3), that the Court authorize the officer executing the wan-ant to delay 

notice until 30 days from the end of the period of authorized surveillance. This delay is justified 

because there is reasonable cause to believe that providing immediate notification of the warrant 

may have an adverse result, as defmed in 18 U.S.C. § 2705. Providing immediate notice to the 

subscriber or user of the Target Cellular Devices would seriously jeopardize the ongoing 

investigation, as such a disclosure would give that person an opportunity to destroy evidence, 

change patterns of behavior, and notify confederates. See 18 U.S.C. § 3103a(b)(1). There is 

reasonable necessity for the use of the technique described above, for the reasons set forth above. 

See 18 U.S.C. § 3103a(b)(2). 
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Investigating Agency of the Target Subject and others unknown in connection with suspected 

violations ofthe Subject Offense. 

NOW, THEREFORE, pursuant to Fed. R. Crim. P. 41,18 U.S.C. §§ 3121 et seq., and 18 

U.S.c. § 31 03a, IT IS HEREBY ORDERED: 

n. Warrant and Order of Authorization 

3. Warrant. Law enforcement agents and other authorized law enforcement 

________ of_fi_lc_iat>are_~ereby authorized to e~l'loy an electronic investigative tec1mique, which is des-,,-cI"-.·ib_e_d=-___ _ 

in Attachment B, to the detennine the location of the Target Cellular Devices, which are described 

in Attachment A. 

4. Data Collection and Retention. In the course of employing the technique, law 

enforcement agents and other authorized law enforcement officials (a) must make reasonable 

efforts to limit interference with cellular devices other than the Target Cellular Devices, (b) must 

promptly delete infonnation collected from cellular devices other than the Target Cellular Devices 

once the Target Cellular Devices is located, and (c) are prohibited from using data acquired beyond 

that necessary to locate the Target Cellular Devices, absent further order of the Court. 

5. Delayed Notice. Pursuant to 18 U.S.C. § 3103a(b) and Federal Rule of Criminal 

Procedure 41(f)(3), the Court authorizes the officer executing the wan-ant to delay in notice until 

30 days from the end of the period of authorized surveillance. This delay is justified because 

there is reasonable cause to believe that providing immediate notification of the warrant may have 

an adverse result, as defmed in 18 U.S.C. § 2705. Providing immediate notice to the subscriber 

or user of the Target Cellular Devices would seriously jeopardize the ongoing investigation, as 

such a disclosure would give that person an opportunity to destroy evidence, change patterns of 

behavior, and notify confederates. See 18 U.S.C. § 3103a(b)(1). There is reasonable necessity 
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for the use of the technique described above, for the reasons set forth above. See 18 U.S.c. § 

31 03a(b )(2). 

6. Time of Execution. The Court authorizes execution of this Warrant at any time 

of day or night, owing to the potential need to locate the Target Cellular Devices outside of daytime 

hours. 

7. Sealing. This Warrant and Order, and the suppOliing Agent Affidavit, shall be 

----__ sealed_untiL:furtheLordeLofjhLCQurt,_excJ~ptJhat the Government may without further order oC_ 

this Court: provide copies of the Warrant and Order or the supporting Application and Agent 

Affidavit as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Issued Time Issued 

.. \ 
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ATTACHMENT B 

Pursuant to an investigation of Michael Cohen for a violation of 52 U.S.C. §§ 

30116(a)(l)(A) and 30109(d)(I)(A)(l) (illegal campaign contributions) (the "Subject Offense"), 

this Warrant authorizes the officers to whom it is directed to determine the location of the cellular 

devices identified in Attachment A by collecting and examining: 

1. radio cellular and wifi signals emitted by the target cellular device for the purpose of 

communicating_with cellular infrastrllQ.IDI.~, including_tnwers that route and coum~cJ ___________ --j 

individual communications; and 

2. radio cellular and wifi signals emitted by the target cellular device in response to radio 

cellular and wifi signals sent to the cellular device by the officers; 

for a period of thirty days, during all times of day and night. This warrant does not authorize the 

interception of any telephone calls, text messages, other electronic communications, and this 

warrant prohibits the seizure of any tangible property. The Court fmds reasonable necessity for 

the use of the technique authorized above. See 18 U.S.C. § 3103a(b)(2). 
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4. One purpose of applying for this warrant is to determine with precision the Target 

Cellular Devices' location. However, there is reason to believe the Target Cellular Devices are 

currently located somewhere within this district because the Target Cellular Devices' owner is 

known to spend most of his time in this district. Pursuant to Rule 41 (b)(2), law enforcement may 

locate the Target Cellular Devices outside the district provided the device is within the district 

. when the warrant is issued. 

Based gn the facts set fortl1.}~_!~s affidavit, there is probable cause to believe that 
--'-----_. 

violations of 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(I)(A)(I) (illegal campaign contributions) 

(the "Subject Offense") has been committed, are being committed, and will be committed by 

Michael Cohen and others. There is also probable cause to believe that the location of the Target 

Cellular Devices will lead to evidence of the Subject Offense, as detailed below. 

6. Because collecting the information authorized by this warrant may fall within the 

statutory definitions of a "pen register" or a "trap and trace device," see 18 U.S.C. § 3127(3) & 

(4), this warrant is designed to comply with the Pen Register Statute as well as Rule 41. See 18 

U.S.C. §§ 3121-3127. This warrant therefore includes all the information required to be included. 

in a pen register order. See 18 U.S.C. § 3123(b)(I). 

PROBABLE CAUSE 

Introduction 

7. The United States Attorney's Office for the Southern District of New York 

("USAO") and the FBI are investigating a criminal violation of the campaign finance laws by 

Michael Cohen, a lawyer who holds himself out as the personal attoniey for President Donald J. 

Trump. As detailed below, there is probable cause to believe that Cohen made an excessive in

kind contribution to the presidential election campaign of then-candidate D~nald Trump in the 
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Magazine, a. tabloid sold in supermarkets, also published an article, based on the report in 

TheDirty. com, alleging an affair had occurred between Trump and Clifford. Both Trump and 

Clifford, through their representatives, issued denials in response to the articles. 

b. Specifically, on or about October 11, 2011, Keith Davidson, who identified himself 

as Clifford's attorney, sent a cease and desist letter to TheDirty.com, demanding that the article 

regarding Trump and Clifford be removed from the website. Additionally, on or about October 

Organization, stated to E! News that "[t]he totally untrue and ridiculous story ... emanated from 

a sleazy and disgusting website. ! •• The Trump Organization and Donald J. Trump will be bringing 

a lawsuit ... [and] Mr. Trump and the Trump Organization would like to thank and commend 

Stormy Daniels and her attorneys for their honesty and swift actions." 

14. On or about June 16,2015, Trump formally launched his 2016 presidential 

campaign. On or about May 4,2016, Trump be.came the presumptive Republican Party nominee 

for president, and on July 19,2016, Trump officially became the nominee. Based on my review 

of public sources, I have leamed that while it does not appear that Cohen had an official title as 

part of the Trump campaign, on multiple occasions Cohen made public statements on behalf of 

Trump or his campaign. For instance, on or about August 18, 2016, Cohen appeared on CNN to 

defend Trump's polling numbers. 

15. . On or about October 7,2016, The Washington Post published online a video 

and accompanying audio in which Trump referred to women in what the article described as 

"vulgar terms" in a 2005 conversation with Billy Bush, who was then the host of Access 

Hollywood. The following day, on October 8, 2016, Trump appeared in a video in which he 

stated, among other things, "I've said and done things I regret and words released today on this 
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more than a decade old video are one of them. Anyone who knows me knows these words don't 

reflect who I am. I said it. I was wrong and I apologize." Based on my review of public 

sources, I also know that representatives of the TrUmp Campaign stated, in sum and substance, 

that the Access Hollywood comment was an old and isolated incident. 

16. Based on my review of public sources, including an article published in 

Slate magazine by a reporter who interviewed Clifford, that around this same time, in or about 

--~-~---- --October-2016,-ClifforcLwasjn-discussions with_J"':RCs_GoodMorning_America shQW and Slate 

magazine, among other media sources, to provide these media outlets with her statement about her 

alleged relationship with Trump. According to the article in Slate, which the author based on 

conversations with Clifford over the telephone and by text message, Clifford wanted to be paid for 

her story or be paid by Trump not to disclose her accusation. As Cohen summarized in a 2018 

email obtained pursuant to the Cohen Email Warrants: "In October 2016, I was contacted by 

counsel for Ms. Clifford stating that news outlets, including ABC News; were pursuing the 2011 

story of an alleged affair between Mr. Trump and Ms. Clifford." 

17. From my review of telephone toll records 3 and information produced 

pursuant to the iCloud Warrant and Cohen Email Warrants, I have learned that in the days 

following the Access Hollywood video, Cohen exchanged a series of calls, text messages, and 

emails with Keith Davidson, who was then Clifford's attorney, David Pecker and Dylan Howard 

3 My attribution of certain telephone numbers to certain individuals as described in this . 
affidavit is based on my review of the vCard (virtual contact file) and text messages obtained from 
Cohen's telephone pursuant to the iCloud Warrant. 
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of American Media, Inc. ("AMI"), the publisher of the National Enquirer,4 Trump, and Hope 

Hicks, who was then press secretary for Trump's presidential campaign. For these text messages 

and calls-as well as all of the text messages and calls referenced in this affidavit involving· 

Cohen-Cohen used one of the Target Cellular Devices for the communication. 

18. Based on the timing of the calls in the days following the Access Hollywood 

story, and the content of the text messages and emails, I believe that at least some of these 

comm~_c~t~ns·conceme&the·n~ecl-~·prevent-eliffordfi:()m~going·public,partic1:lI.arly~in-the·wake-- .. _. ________ .... ..J, 

of the Access Hollywood story. In particular, I have learned the following: 

a. On October 8, 2016, at approximately 7:20 p.m., Cohen received a call from Hicks. 

Sixteen seconds into the call, Trump joined the call, and the call continued for over four minutes.5 

Based on the toll records that the USAO has obtained to date, I believe that this was the first call 

Cohen had received or made to Hicks in at least multiple weeks, and that Cohen and Trump spoke 

on the telephone about once a month prior to this date - specifically, prior to this call on October 

4 Pecker is President of AMI and, according to his own statements in public reports, a personal 
friend of Trump. Howard is the chief content officer of AMI, who according to public records 
reports directly to Pecker. 

5 I believe that Trump joined the call between Cohen and Hicks based on my review of toll 
records. Specifically, I know that a call was initiated between Cohen's telephone number and 
Trump's telephone number at the same time the records indicate that Cohen was talking to Hicks. 
After the Cohen-Trump call was initiated, it lasted the same period of time as the Cohen-Hicks 
call. Additionally, the toll records indicate a "-I" and then Trump's telephone number, which, 
based on my training and experience, means that the call was either transferred to Trump, or that 
Trump was added to the call as a conference or three-way call participant. In addition, based on 
my conversations with another law enforcement agent who has spoken to a law enforcement agent 
who has interviewed Hicks, I have learned that Hicks stated, in substance, to the best of her 
recollection, she did not learn about the allegations made by Clifford until early November 2016. 
Hicks was not specifically asked about this three-way call. . 
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8, 2016, Cohen and Trump had spoken once in May, once in June, once in July, zero times in 

August, and twice in September. 

b. Approximately ten minutes after the call ended, Hicks and Cohen spoke again for 

about two minutes. " 

c. At 7:39 p.m., immediately after the second call with Hicks ended, Cohen called 

David Peeker (as noted above, the President of American Media Inc., or AMI) and they connected 

for thirty seconds.. Approximately four minutes later, Cohen called Peeker again and they spoke 

for more than a minute. ,Three minutes after ending his call with Peeker, Cohen received a call 

from Dylan Howard (as noted above, the Chief Content Officer of AMI), and they spoke for 

approximately a minute. According to toll records, it does not appear that Cohen and Howard 

spoke regularly prior to October 8, 2016, as it had been over a month since they had called each 

other. 

d. At 7:56 p.m., approximately eight minutes after his call with Howard ended, Cohen 

called Hicks and they connected for two minutes: At approximately the same time this call ended, 

Cohen received a call from Peeker, and they spoke for about two minutes. At 8:03 p.m., about 

three minutes after ending his call with Peeker, Cohen called Trump, and they spoke for nearly 

eight minutes. 

e. At 8:39 p.m. and 8:57 p.m., Cohen received calls from Howard and spoke to him 

for about four and six minutes, respectively. At 9:13 p.m., about ten minutes after Cohen and 

Howard hung up from the second of these cans, Howard sent Cohen a text message that said: 

""Keith will do it. Let's reconvene tomorrow." Based on my involvement in this investigation,"I 

believe that when Howard wrote "Keith," he was referring to Keith Davidson, the attorney for" 

Stephanie Clifford." At 3:3 i a.m., now on October 9,2016, Cohen sent Howard a text message in 
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response that said: "Thank you." Eight minutes later, Cohen sent Howard a text message that 

said: "Resolution Consultants LLC. is the name of the entity I formed a week ago. Whenever you 

wake, please call my cell." 

f. The following day, on October 10, 2016, at 10:58 a.m., Howard sent a text message 

to Cohen and Davidson, which stated: "Keith/Michael: connecting you both in regards to that 

business opportunity. Spoke to the client this AM and they're confIrmed to proceed with the 

message that stated: "Michael- if we are ever going to close this deal - In my opinion, it needs to 

be today. Keith." DaVIdson and Cohen then spoke by phone for about three minutes. Based on 

my participation in this investigation, I believe that when Howard wrote that the "client" was 

"confIrmed to proceed with the opportunity," he was referring to Clifford's agreement in principle 

to accept money froin Cohen in exchange for her agreement not to discuss any prior affair with 

then-candidate Trump. 6 

g. Based on my review of records obtained pursuant to the Cohen Email Warrants, I 

know that on or about October 10, 2016, Clifford and Davidson appear to have signed a "side letter 

agreement" that stated it was an exhibit to a "confIdential settlement agreement and mutual 

release" between "Peggy Peterson" and. "David Dennison." The purpose of the document, 

according to the agreement, was to defme the "true name and identity" of·persons named by 

6 As set forth below, AMI was also involved in a payment to model Karen McDougal. 
However, because these communications were in close temporal proximity to the events involving 
the negotiation of a payment to Clifford, the execution of the agreement with Clifford, and the 
payment of money to Clifford, I· believe that these communications were related to Clifford. 
Additionally;· based on my rev{ew of public statements by McDougal, I have learned that she 
negotiated an agreement with AMI several months prior to these communications between Cohen· 
and Pecker, Howard, and Davidson. 
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pseudonym in "confidential settlement agreement and mutual release." The side letter agreement 

specifies the identity of "Peggy Peterson" to be Clifford, but the space for "Dennison's" identity 

is blank. The agreement also includes a signature page for "Peterson," "Dennison'," and their 

attorneys. The signature page is signed by "Peterson" and his attorney, Davidson, but the 

document is unsigned by "Dennison" and his attorney. Based on my involvement in this. 

investigation, I believe that Davidson sent Cohen this partially-signed "side letter agreement" in 

-~-----ord€r-:-t0-facilitate--the--closing-of a.deaLbetween_Davidson'.s_clienLand_CQhen.QLhis_clkn:L0JL __ ... ________ . 

October 10, 2016. 

19. It appears that on October 13,2016, and the days that followed, Cohen took 

steps to complete a transaction with DaviGson, including attempting to open an account from which 

Cohen could transfer funds to Davidson. Specifically, from my review of toll records, 

information obtained pursuant to the iCloud Warrant and Cohen Email Warrants, records 

maintained by First Republic Bank ("First Republic"), as well as my participation in interviews 

with employees of First Republic, I have learned the following: 

a. On the morning of October 13,2016, at 8:54 a.m., Cohen sentPecker a text message 

that stated: "I need to talk to you." At 9:06 a:m., Pecker sent a text message to Cohen that stated, 

"I called please call me back." The tolls between Cohen and Pecker do not show a telephone call 

between 8:54 a.m. and 9:06 a.m. However, based on my review of text messages,.! have learned 

that Cohen and Pecker communicate with each other over Signal, which is an encrypted 

communications cellphone application that allows llsers to send encrypted text messages and make 

encrypted calls. 

b. At 9:23 a.m., Cohen sent an email that stated "call we" to a banker at First Republic 

Baiik ("First Republic Employee-2"). The email attached documents from the Secretary of State 
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of Delaware indicating that Cohen had fonned a limited liability company called "Resolution 

Consultants LLC" on September 30, 2016. AS,noted above, "Resolution Consultants" is the name 

of the entity that Cohen had told Howard he had fonned recently after Howard said Davidson 

would "do it." At 10:44 a.m., Cohen called First Republic Employee-2 and told him, in sum and 
( 

substance, that he needed an account in the name of "Resolution Consultants" opened immediately, 

and that he did not want an address on the checks written out of the account. Later that day, 

another=e:t1}.Qloye~-alFirst-Repllbl~-emailed-eohen-aecol:!11t~'opening-pape~()rk~!o-complete';-'" .. -.------"1; 

Cohen returned the account opening documents partially completed, but failed to provide a copy 

of his driver's license or passport, and did not respond to the employee's question of how he 

wanted to fund the account. As a result, the account was never opened. 

c. On October 17,2016, Cohen incorporated Essential Consultants LLC in Delaware. 

That same day, he filed paperwork to dissolve Resolution Consultants LLC. 

20. Despite these steps taken by Cohen, it appears that the negotiation between 

Cohen and Davidson was not progressing sufficiently fast enough for Davidson or his client, 

Clifford, and they threatened to go public with Clifford's allegations just days before the 

presidential ,election. Specifically, based on my review of toll records, infonnation obtained 

pursuant to the iCloud Warrant, and public sources, I know the following: 

, a. According to an article in The Washington Post, which quoted emails sent from 

Cohen's email account hosted by the Tr1.,lmp Organization, on October 17,2016, Davidsonemailed 

Cohen and threatened to cancel the aforementioned "settlement agreement" by the end of the day 
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if Cohen did not complete the transaction. 7 According to the article, Davidson sent Cohen a 

second email later in the day that stated in part, "Please be advised that my client deems her 

settlement agreement canceled and void." At 4:00 p.m. that day, Cohen called Davidson and they 

spoke for over five minutes. 

b. Cohen's 4:00 p.m. call with Davidson and/or Davidson's threats t6 cancel the 

"settlement agreement" app'ear to have touched off a flurry of communications about the settlement 

i. At 4:43 p.m., Howard sent Cohen a text message that stated: "I'm told 

they're going with DailyMail. Are you aware?" One minute later, Cohen responded: "Call me." 

Based on my involvement in this investigation, I understand Howard's text to mean that he heard 

that Clifford was going to take her story of an extramarital affair with Trump to the Daily Mail, a 

tabloid newspaper. . 

11. At 4:45 p.m., Howarq called Cohen and·they spoke for over two minutes. 

Moments later, Davidson and Cohen spoke for about two minutes: 

111. At 5:03 p.m., Cohen attempted to call Trump, but the call only lasted eight 

seconds. This was Cohen's first call after he spoke with Davidson. 

IV. At 5:25 p.m., Cohen texted Howard, stating: "Well???" 

v. At 6:44 p.m., Howard responded to Cohen's text, stating: "Not taking my 

calls." Cohen resporided one minute later: "You're kidding. Who are you trying to reach?"_ 

Howard responded one minute later: "The 'agent.'" Based on my involvement in this 

7 Due to the partially covert nature of the investigation to this. date, the USAO has not requested 
documents from the Trump Organization or Davidson, and thus does not possess the email 
referenced in this article. 
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investigation, I understand Howard's text messages to mean that he attempted to contact Davidson 

about the matter involving Clifford, but that Davidson was not taking Howard's calls. 

VI. At 6:49 p.m., Cohen called Howard and they spoke for nearly four minutes. 

c. The following clay,on October 18, 2016, TheSmokingGun.com, a we.bsite that 

publishes legal docurrients and mugshots, published an article called: "Donald Trump and the Porn 

Superstar," which alleged that Trump had an extramarital affair with Clifford. However, the 

-. -----~ article-noted-that-Clifford-had-declined-to-comment.-~.--_-_--.... _._ .. __ ._-... ___ ~ __ . ___ . ____ ~ ______ . __ 

21. On or about October 25, 2016, the communications between Cohen, 

Davidson, Howard and Pecker picked up again, apparently concerning a transaction involving 

Clifford. Specifically, based on my review of toll records, information obtained pursuant to the 

Cohen Email Warrants and iCloud Warrant, as well as my review of public sources, I have learned 

the following: 

a. On October 25, 2016, at 6:09 p.m., Howard sent Cohen a text message stating: 

"Keith calling you urgently. We have to coordinate something on the matter he's calling you about 

or its [sic] could look awfully bad for everyone." One minute later, Davidson sent Cohen a text 

message stating "Call me." Cohen and Davidson called each other several times over the next 

half hour but appear not to have connected. At 6:42 p.m., Cohen and Davidson spoke for about 

eight minutes. At 7:11 p.m., they spoke for another two minutes. 

b. The next moming,on or about October 26,2016, at 8:26 a.ill., Cohen called Trump 

and spoke to him for approximately three minutes. At 8:34 a.m., Cohen caned Trump again and 

connected for a minute and a half. 

c. At approximately 9:04 a.m.-less than thirty minutes after speaking with Trump

Cohen sent two emails to the person who had incorporated Resolution Consultants and Essential 
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Consultants for him, and stated "can you send me asap the filing receipt" and then, in the second 

email, "for Essential Consultants LLC." That person responded with the filing receipt two 

minutes later at 9:06 a.m. and with the certification offormation 23 minutes later, at 9:27 a.m. 

d. Shortly after that, Cohen contacted a particular employee at First Republic ("First 

Republic Employee-2") and told him, in sum and substance, that he decided not to open an account 

in the name of "Resolution Consulting" and instead would be opening a real estate consulting 

_"---,-=_--""co,,,-,m~.Rany in the name of "Essential Consultants.'_' _CoJ1e~ told First Republic :E~ployee-2 that he 

was at Trump Tower, and wanted to go to a First Republic branch across the street to open the 

account, so First Republic Employee-2 called another employee of First Republic ("First Republic 

Employee-l "), a preferred banker at that branch, to assist Cohen. At 11 :00 a.m., First Republic 

Employee-l called Cohen. I know from my participation in an interview with First Republic 

Employee-I, that around the time of the call he went to Cohen's office in Trump Tower---on the 

same floor as the Trump Organization-. and went through account opening questions, including 

know your customer questions, with Cohen. In response to a series of mow-your-customer 
I 

questions about the purpose of the account-the answers to which First Republic Employee-l 

entered into a· form-Cohen stated, in sum and substance, that he was opening Essential 

Consultants as a real estate consulting company to collect fees for investment consulting work, 

and all of his consulting clients would be domestic individuals based in the United States. Based 

on my review of records obtained from First Republic, it appears that this account (the "Essential 

Consultants Account") was created at a time between 11 :00 a.m. and 1 :00 p.m. 

e .. At 1:47 p.m., Cohen called Davidson and they spoke for approximately two 

minutes. At approximately 1 :49 p.m., Davidson emailed Cohen wiring instructions for an 

attorney client trust account at City National Bank. 
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f. After the Essential Consultants Account was opened on October 26" 2016, Cohen 

transferred $131,000 from a home equity line of credit that Cohen had at First Republic to the 

Essential Consultants AccoUnt. Following the transfer, at. approximately 4:15 p.m. on October 

26,2016, First Republic Employee-2's assistant emailed Cohen at his Trump Organization email 

address to tell him that the funds had been deposited into the Essential Consultants Account. 

Cohen forwarded that email to the Cohen Gmail Account and then forwarded it to Davidson. 

_~. gc;~At-6";-3'1- p;m~(;oB.en-asked-PeGkeFby::tex:j-message,-."Gan-\\T~sp~(lk·?-:-Important". "-

Cohen called Pecker at 6:49 p.m. and connected for thirty seconds. At 6:57 p.m., Cohen sent 

Howard a text message, stating: "Please call me. Important." Cohen called Howard at 7:00 p.m. 

and connected for about thirty seconds. At 7:06 p.m., Cohen called Pecker again and they spoke 

for nearly thirteen minutes. At 7:24 p.m., Howard sent a text message to Cohen that: "He said 

he'd call me back in 20 minutes. I told him what you are asking for his [sic] reasonable. I'll get 

it sorted." Approximately an'hour later, at 8:23 p.m., Howard told Cohen by text message to 

"check your Gmail for email from my private account." In an email sent at 8:23 p.m. by Howard 

to Cohen and Davidson, with the subject line "Confirmation," Howard stated, "Thank you both 

for chatting with me earlier. Confrrming agreement on: - Executed agreement, hand-signed by 

Keith's client and returned via overnight or same-day FedEx to Michael, - Change of agreement 

to reflect the correct LLC, - Transfer of funds on Thursday AM to be held in escrow until receipt 

of agreement." After receiving that email, at approximately 8:27 p.m.; Cohen asked Howard by 

text message, "Can you and David [pecker] give me a call." 'Howard promptly responded: "David 

is not around I think, I'll calL" At 8:28 p.m., Howard called Cohen and they spoke for three 

minutes. 
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22. On October 27,2016; Cohen made a payment to Davidson of $130,000-

with the funds intended for Clifford-' for the purpose of securing her ongoing silence with respect 

to the allegations that she had an extramarital affair with Trump. Specifically, based on my 

review of toll records, bank records, and information obtained pursuant to the i Cloud Warrant and 

Cohen Email Warrants, I have learned the following: 

a. At 9:47 a.m., Cohen sent Davidson an email, stating: "Keith, kindly confirm that 

until such time as directed for release by me, in writing. Additionally, please ensure that all 

paperwork .contains the correct name of Essential Consultants LLC. I thank you in advance for 

your assistance and look forward to hearing from you later." 

b. At approximately 10:01 a.m., according to records provided by First Republic 

Bank, Cohen completed paperwork to wire $130,000 from the Essential Consultants Account-

which had been funded a day prior from Cohen's home equity line of credit-to the attorney client 

trust account at City National Bank that Davidson had specified in the wiring instructions he sent' 

to Cohen. The wire transfer was made shortly thereafter. 

c. At 10:02 a.m., Davidson responded to Cohen's email from 9:47 a.m., stating: "I 

confirm that I will work in good faith & that no funds shall be disbursed unless & until the plaintiff 
, , 

personally signs all necessary settlement paperwork, (the form of which will 'match the prior 

agreement). The settlement docs will name the correct corporation, (Essential Consultants LLC). 

Plaintiffs signature will be notarized and returned to you via FedEx. Only after you receive FedEx 

will I disburse. Fair?" 

d. At 10:50 a.m., First Republic Employee-1 sent Cohen an email confirming that the' 

payment had been sent and providing him with the wire number. 
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23. On October 28, 2016, and the days that followed, Cohen finalized the 

transaction with Davidson. Specifically, based on my review oftoll records, information obtained 

pursuant to the iCloud Warrant, public sources, and bank records, I know the following: 

a. On October 28,2016, at 11:48 a.m., Cohen spoke to Trump for approximately five 

. minutes. Beginning at l :21 p.m., Cohen attempted a series of phone calls to Davidson, Pecker, 

and Howard throughout the day, although it appears he may only have connected with Howard. 

b;---~ater~that-day,at--approx!lllately-7~01~p;m.,Davids~m-stated-t0-G0h~n=-by-text----- .. _.-. 

message that "all is AOK. I should have signed, notarized docs on Monday. You should have 

them on Tuesday." Cohen thanked him and said "I hope we are good." Davidson responded, "I . 

assure you. We are very good." Howard also texted Cohen at 7:08 p.m., "Keith [Davidson] says 

we are good." Cohen then responded "OK" to Howard and "Excellent" to Davidson. At 

approximately 10:30 p.m., Cohen spoke to Hicks for three minutes. 

c. On October 31, 2016, Cohen called Howard at 8:22 p.m. and they spoke for over 

three minutes. At 8:32 p.m., Cohen received text messages from both Howard and Davidson . 

. Howard said: "You'll have paperwork tomorrow says KD." Davidson said: "We are AOK. You 

will be receiving a package tomorrow." Cohen responded "Thank you" to Howard and "Thanks 

Keith. Will call you then" to Davidson. From my involvement in this investigation, I believe 

Davidson was referring to a signed nondisclosure agreement when he told Cohen that he would 

receive a package. 

d. Based on my review of court filings that became public in 2018, I have learned that 

on or about October 28, 2016, "EC, LLC andlor David Dennison" entered into ':l "confidential 

settlement agreement and mutual release" with "Peggy Peterson," pursuant to which ",Peterson" 

agreed not to disclose certain "confidential information pertaining to [Dennison]" in exchange for 
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$130,000. The agreement provided that "EC, LLC" would wire the funds to "Peterson's" 

attorney, who would then transfer funds to "Peterson." Cohen signed the agreement on behalf of -

"BC, LLC."- The agreement stated that the address for "EC, LLC," which was later referred to iIi 

the agreement as "Essential Consultants, LLC," was Cohen's residence. 

e. Consistent with the "confidential settlement agreement and mutual release," on or 

about November 1,2016, Davidson transferred $96,645 from his attorney client trust account at 

___ c ______ City National Bank to a 12~~_~count in Clifford's name. Thewire had the annotation "net. 

settlement." On the same day, afapproximately 9:48 a.m. Davidson sent Cohen a text message 

with a picture of a FedEx delivery confirmation, stating that at approximately 9:09 a.m. a package 

shipped by Davidson the previous day had arrived for Cohen at his Trump Organization 

address. On the same day, at approximately 6:14 p.m., Davidson sent Cohen an email with an 

audio file attached and said "Give this a lesson [sic] and then call me." The audio attachment was 

titled "Stormy.mp3" and was a five-minute recording of Davidson interviewing Clifford about 

recent public allegations made by an adult film star named Jessica Dralce regarding her alleged 

past affair with Trump; in the recording, Clifford explained the reasons she believed that Drake 

was not credible. Less than an hour later, at approximately 7:05 p.m., Cohen called Trump, but 

it appears that they did not connect. Cohen then called a telephone number belonging to 

Kellyanne Conway, who at the time was Trump's campaign manager. They did not connect. At 

approximately 7:44 p.m., however, Cohen received a return call from Conway, which lasted for 

approximately six l11inutes. 

24. On November 4, 2016, just three days after the Clifford transaction was 

completed and just four days before the presidential election, the Wall Street Journal published an 

article alleging that the National Enquirer had "Shielded Donald TrUmp" from allegations by. 
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Playboy model Karen McDougal·that she and Trump had an affair. The article alleged that AMI 

, had agreed to pay McDougal to bury her story. McDougal, like Clifford, had been represented 

by Davidson. Based on my review of toll records, information obtained pUrsuant to the Cohen. 

Email Warrants and iCloud Warrant, and public sources, it appears that Cohen spoke frequently 

to Davidson, Howard, Pecker, and Hicks around the time of this article's publication-just day's 

before Election Day-about the importance of preventllg the McDougal and Clifford stories from 

a. Between 4:30 and 8:00 p.m. on November 4, Cohen communicated several times 

with Howard,' Pecker and Davidson. For instance, at approximately 4:49 p.m., Cohen sent 

Howard a text message with a screenshot of an email forwarded to him by another Trump 

Organization lawyer. The forwarded email was from a Wall Street Journal reporter, and asked for 

comment from Trump andlor the campaign on the story. Cohen also spoke with Hicks several 

"-
times, including shortly before andlor after calls with Pecker, Howard and Davidson. Indeed, at 

approximately 7:33 p.m., using two different cellphones subscribed to him, Cohen appears to have 

been talking to Davidson and Hicks at the same time. 

b. At approximately 8:51 p.m., Cohen sent Howard a message, stating: "She's being 

really difficult with giving Keith a statement. Basically went into hiding and unreachable." One 

minute later, Howard responded: "I'll ask him again. We just need her to disappear." Cohen 

responded, "She definitely disappeared but refuses to give a statement and Keith cannot push her." 

At approximately 8:55 p.m., Howard responded to Cohen's text: "Let's let the dust settle. We don't 

want to push her over the edge. She's on side at present and we have a solid position and a plausible 

position that she is rightfully employed as a columnist." Based on my involvement in this 

investigation, I believe Cohen and Howard were referring to Karen McDougal when they were 
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discussing "she" and "her." Additionally, I believe Howard's statement that "we have ... a 

plausible position that she is rightfully employed as a columnist" was a reference to the fact that 

AMI had given McDougal payments for her role as a purported columnist for the companY· 

. c. At approximately 8:58 p.m. on November 4,2016, Howard attempted to reassure 

Cohen about the effect of the forthcoming Wall Street Journal article, texting, "I think it'll be ok 

pal. I thicl: it'll fade into the distance." Cohen responded, "He's pissed." Howard wrote back, 

"I'm_pissedLc.c-You're_pissed. __ PeckeLis_piss~_~_--.Keithjs_.I1issed. Not much~e Call do." Based 

on my involvement in this investigation, I believe Cohen was referring to Trump when he stated 

"he's pissed:" Cohen asked Howard at approximately 9:00 p.m. how the Wall Street Journal 

could publish its article if "everyone denies." Howard responded, "Because there is the payment 

from AMI. It looks suspicious at best." 

d. At approximately 9:03 p.m., Hicks called Cohen and they spoke for two minutes. 

At approximately 9: 11 p.m., Cohen called Howard and spoke to him for five minutes. At 

approximately 9:15 p.m., Hicks called Cohen and they spoke for nearly seven minutes. Again, 

Cohen used different phones for these two calls, such that he appears to have been on both calls 

for about a ininute of overlap. At approximately 9:32 p.m., Cohen texted Pecker, "The boss just 

tried calling you. Are you free?" A minute later, Cohen texted Howard, "Is there a way to fmd 

David quickly?" 

e. At approximately 9:50 p.m., the Wall Street Journal article was published online. 

Howard and Hicks both sent web links for the article to Cohen. Over the next half hour, Cohen 

and Howard exchanged several text messages commenting on how the story came across. 

The n~xt morning o~ November 5, 2016, at approximately 7:35 a.m., Cohen texted Hicks, "So far 

I see only 6 stories. Getting little to no traction." . Hicks responded, "Same. Keep praying!! It's 
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working!" Cohen. wrote back, "Even CNN hot talking about it. No one believes it and if 

necessary, I have a statement by Storm denying everything and contradicting the other porn stars 

statement. I wouldn't use it now or even discuss with him as no one is talking about this or cares!" 

Based on my involvement in this investigation, I· believe Cohen was referring to the· above-

referenced recorded audio statement by Clifford that he obtained from Davidson, and was stating 

that such a statement could be used to influence potential negative media relating to Trump, but 

~-._ --:---:=:---was-unnecess~ya1that-time-. Based-Q.n-a~!ext'message-from~Hiclg;-to-Gohen,I-beliey~-tl1~t-Iater-------= 

that morning, Pecker spoke to TlUmp. 

25. On or about November 8, 2016, Trump won the election for President of . 

the United States. 

26. On or about January 12, 2018, the Wall Street Journal first reported that 

Cohen arranged a payment to Clifford. On or about January 22, 2018, Cornmon Cause, a 

government watchdog group, filed a complaint with the Federal Election Commission, alleging 

that Cohen had violated campaign finance laws by making the payment to Clifford. Based on my 

review public sources following that report, as well as emails obtained pursuant to the Cohen Email 

Warrants, I have learned the following: 

a. On or about January 23, 2018, the day after Cornmon Cause filed its complaint, 

Cohen began emailing himself drafts of statements describing his payment to Clifford. 

Additionally, on January 23, 2018, Cohen emailed the following draft of that statement to an 

individual who appears to be writing a book on Cohen's behalf: 

In October 2016, I was contacted by counsel for Ms. Clifford stating that 
news outlets, including ABC news, were pursuing the 2011 story of an· 
alleged affair between Mr. Trump and Ms. Clifford. Despite the fact that 
both parties had already denied the allegation, as Mr. Trump's longtime 
special counsel and protector, I took it upon myself to match the offer and 
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keep the story from breaking. I lmew the allegation to be false, but I am 
also a realist who understands that just because something is false doesn't 
mean that it doesn't create harm and damage. I could not allow this to ' 
occur. I negotiated a non-disclosure agreement with Ms. Clifford's 
counsel and tendered the funds. I did this through my Delaware LLC and 
transferred personal funds to cover the agreement. I was not reimbursed 
any monies from Mr. Trump, the Trump Organization, any third party or 
the Presidential campaign. At no point did I ever advise Mr. Trump of my 
communications or actions regarding this agreement. As outlandish and 
unusual as this maya.ppear, the Trumps have been like family to me for 
over a decade. It's what you do for family. 

(Emphasis_added.) __ Based_on-ID-y_imroJyemenLiuthisiuY.s<stigation; I believe that _the above email 
- --. . - . 

is an acknowledgement that the allegation of the affair had existed for some time C" .. .the 2011 

story .. . "), but that Cohen was motivated to "keep the story from breaking" again in October 2016. 

b. On or about February 13, 2018, Cohen said in a statement to The New York Times 

that "Neither the Trump Organization nor the Trump campaign was a party to the transaction with 

Ms. Clifford. The payment to Ms. Clifford was lawful; and was not a campaign contribution or a 

campaign expenditure by anyone." Cohen declined to answer follow-up questions including 

, whether Trump had been aware of the payment, why Cohen made the payment, or whether similar 

payments had been made to other people. 

c. On or about February 14, 2018, Cohen was asked by The New York Times whether 

Trump had reimbursed him, whether he and Trump had made any arrangement at the time of the 

payment, or whether he had made payments to other women. Cohen stated in response, "I can't 

get into ariy of that." On or about February 14, 2018, Cohen also stated to The Washington Post 

that: "In a private transaction in 2016, I used my own p'ersonal funds to facilitate a payment of 

$130,000 to Ms. Stephanie Clifford. Neither the Trump Organization nor the Trump campaign 

was a party to the transaction with Ms. Clifford, and neither reimbursed me for the payment, either 

directly or indirectly." 
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d. On or about March 9,2018, Cohen stated to ABC News that "the funds were taken 

from my.home equity line and transferred internally to my LLC account in the same bank." 

27. For the foregoing reasons, there is probable cause to believe that Cohen 

committed the Subject Offense by making an in-kind· contribution to Trump or the Trump 

campaign in the form of a $130,000 payment to Clifford on the election, illdeed, while Cohen 

denies having· given an unlawful contribution, in his own statements Cohen has admitted that he 

------o--paid-$-1-30;OOO-of-his-"personal-funds??to-Glifford-anq:-that-the-payment-occurred-less-than-two'-. --

weeks before the election, as Trump was facing negative media allegations about his behavior 

toward women, even though allegations of an affair between Trump and Clifford existed since 

2011. 

28. I have reviewed records maintained by AT&T, from which I have learned, 

in substance and in part, that the Target Cellular Devices are still· active. Based on my training 

and experience, my ·familiarity with this investigation, and the information set forth above, I 

therefore believe that the requested data will lead to evidence of the Subject Offense. 

Specifically, information will lead to· the present location of the Target Cellular Devices; law 

enforcement may then obtain evidence from the Target Cellular Devices, by subpoena or search 

warrant, including but not limited to contact lists containing contact information for participants 

in the illegal campaign contribution scheme and well as t~xt messages between these participants. 

MANNER OF EXECUTION 

29. ill my training and experience, I have learned that cellular phones and other 

cellular devices communicate wire1essly across a n~twork of cellular infrastructure, including 

towers that route and connect individual communications. When sending or receiving a 

conimunication, a cellular device broadcasts certain cellular and wifi signals to the cellular tower 
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that is routing its communication. These cellular and wifi signals include a cellular device's 

unique identifiers. 

30. To facilitate execution of this warrant to determine the location of the Target 

Cellular Devices, law enforcement may use an investigative device or devices capable of 

broadcasting cellular and wifi signals that will be received by the Target Cellular Devices or 

receiving cellular and wifi signals from nearby cellular devices, including the Target Cellular 

____ .Devices. Such a device .Q1ayltJnction in some re§pects like a cellular tower, except that it will not 

be connected to the cellular network and cannot be used by a cell phone to communicate with 

others. The device may send a signal to the Target Cellular Devices and nearby cellular devices-

and thereby prompt them to send cellular and wifi signals that include the unique identifier of the 

device. Law enforcement may monitor the cellular and wifi signals broadcast by the Target 

Cellular Devices for non-content signal information and use that information to determine the 

Target Cellular Devices' location, even if it is located inside a house, apartment, or other building. 

The device will not intercept,the contents of the Target Cellular Devices' communications, such 

as telephone calls, text messages, and other electronic communications: Further, the device will 

not collect any other data stored on the Target Cellular Devices, including e-mails, text messages, 

contact lists, images, or Global Positioning System (GPS) data. 

~ 

31. The investigative device may interrupt cellular service of phones or other 

cellular devices within its immediate vicinity. Ally service disruption to non-target devices will , 

be brief and temporary, and all operations will attempt to limit the interference with such devices. 

In order to connect with the Target Cellular Devices, the device may briefly exchange cellular and 

will signals with all phones or other cellular devices in its vicinity to determine whether those 

devices' unique identifiers match the identifiers of the Target Cellular Devices. These cellular 

24 



Case 1:18-cr-00602-WHP   Document 48-8   Filed 07/18/19   Page 56 of 62

and wifi signals may include cell phone identifiers. The device will not complete a connection 

with cellular devices determined not to be the Target Cellular Devices, and law enforcement will 

limit collection-of information from devices other than the Target Cellular Devices. To the extent 

that any information from a cellular device other than the Target Cellular Devices is collected by 

the law enforcement device, law enforcement will delete that information, and law enforcement 

will make no investigative use of it absent further order of the court, other than distinguishing the 

~_:=-'Farget-Gellular::-!)eyiees-from-all-other-:~~llular-deviGeS-. ~~---~~- ._- --~-~------~ 

AUTHORIZATION REQUEST 

32. Based on the foregoing, I request that the Court issue the proposed search 

warrant, pursuant to Federal Rule of Criminal Procedure 41. The proposed warrant also will 

function as a pen register order under 18 U.S.C. § 3123. 

33. I further request, pursuant to 18 U.S.c. § 3103a(b) and Federal Rule of 

Criminal Procedure 41(f)(3), that the Court authorize the officer executing the warrant to delay 

notice until 30 days from the end of the period of authorized surveillance. This delay is justified 

because there is reasonable cause to believe that providing immediate notification of the warrant 

may have an adverse result, as defined in 18 U.S.C. § 2705. Providing immediate notice to the 

subscriber or user of the Target Cellular Devices would seriously jeopardize the ongoing 

investigation, as such a disclosure would give that person an opportunity to destroy evidence, 

change patterns of behavior, and notify confederates. See 18 U.S.C. § 3103a(b)(1). There is 

reasonable necessity for the use of the technique described above, for the reasons set forth above . 

. See 18 U.S.c. § 3103a(b)(2). 

25 



Case 1:18-cr-00602-WHP   Document 48-8   Filed 07/18/19   Page 57 of 62



Case 1:18-cr-00602-WHP   Document 48-8   Filed 07/18/19   Page 58 of 62



Case 1:18-cr-00602-WHP   Document 48-8   Filed 07/18/19   Page 59 of 62

· Investigating Agency of the Target Subject and others unknown in connection with suspected 

violations of the Subject Offense. 

NOW, THEREFORE, pursuant to Fed. R. Crim. P. 41, 18 U.S.C. §§ 3121 et seq" and 18 

U.S.C. §' 3103a, IT IS HEREBY ORDERED: 

n. . Warrant and Order of Authorization 

3. Warrant. Law enforcement agents and other authorized law enforcement 

offiGials-am-hereby-authorized-to-emplo.y-an-electronidrrv:estigati~.dechniqu~,.:which~describecL 

in Attachment B, to the determine the location of the Target Cellular Devices, which are described 

in Attachment A. 

4. . Data Collection and Retention. In the course of employing the technique, law 

enforcement agents and other authorized law enforcement officials (a) must make reasonable 

efforts to limit interference with cellular devices other than the Target Cellular Devices, (b) must 

promptly delete information collected from cellular devices other than the Target Cellular Devices 

once the Target Cellular Devices is located, and ( c) are prohibited from using data acquired beyond 

that necessary to locate the Target Cellular Devices, absent further order of the Court. 

5. Delayed Notice. Pursuant to 18 U.S.C. § 3103a(b) and Federal Rule ofCrimincil 

Procedure 41(f)(3), the Court authorizes the officer executing the warrant to delay ~n notice until 

··30 days frem-the-ena-Qf-the-periQd-Qf-authmized-sur-veillance. Thisdela;ds-justifiecLbecause. ___ _ 

there is reasonable cause to believe that providing immediate notification of the warrant may have 

an adverse result, as defmed inI8 U.S.C. § 2705. Providing immediate notice to the subscriber 

or user of the Target Cellular Devices would seriously jeopardize the ongoing investigation, as 

such a disclosure would give that person an opportunity to destroy evidence, change pattems of 

behavior, and notify confederates. See 18 U.S.C. § 3103a(b )(1). There is reasonable necessity 
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for the use of the techniqlJ-e described above,'for the reasons set forth above. See 18 U.S.C. § 

3103a(b)(2). 

6. Time of Execution. The Court authorizes execution of this Warrant at any time 

of day or night, owing to the potential need to locate the Target Cellular Devices outside of daytime 

hours. 

7. Sealing., This Warrant and Order, and the supporting Agent Affidavit, shall be 

sealed-until-furtl1er-,.QYder-of-the-Gourt,exG~pt-that-the-Qove~ent=-may-without-furth~r-or~er-0f-~-- -----::-..... . 
-----'=-=-----=--~-

this Court: provide copies of the Warrant and Order or the supporting Application and Agent 

Affidavit as need be to ,personnel assisting the Governinent in the investigation and prosecution of 

this 'matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Issued Time Issued 

UNITED STATES MAGISTRATE .nJDGE 
SouthemDistrict of New York 
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ATTACHMENT B . 

Pursuant to an investigation of Michael Cohen for a violation of 52 U.S.C. §§ 

301l6(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign contributions) (the "Subject Offense"), 

this Warrant authorizes the officers to whom it is directed to determine the location of the cellular 

devices identified in Attachment A by collecting and examining: 

---,----

1. radio cellular and wifi signals emitted by the target cellUlar device for ·the purpose of 

·-:--=-communicuting-wi1:lr~~ellular~~infrastructu..re~iJ1cluding'-tower~~tb:at~IQute-~and--conne-ct-.--

individual communications; and 

2. radio cellular and wifi signals emitted by the target cellular device in response to radio 

cellular and wifi signals sent to the cellular device by the officers; 

for a period of thirty days, during all times of day and night. This warrant does not authorize the 

interception of any telephone calls, text messages, other electronic communications, and this 

warrant prohibits the seizure of any tangible property. The COU1i fmds reasonable necessity for 

, the use of the technique authorized above.' See 18 U.S.C. § 3103a(b)(2). 
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              July 15, 2019 

 

EX PARTE and UNDER SEAL 

 

BY EMAIL and HAND 

The Honorable William H. Pauley III 

United States District Judge 

Southern District of New York 

500 Pearl Street 

New York, NY 10007 

 

Re:  United States v. Michael Cohen, 18 Cr. 602 (WHP) 

 

Dear Judge Pauley: 

 

  Pursuant to the Court’s February 7, 2019 opinion and order (the “Order”) and May 21, 

2019 order, the Government respectfully submits this sealed, ex parte status report explaining the 

need for continued redaction of the materials subject to the Order.  (See Order at 30). 

 

  By way of background, several media organizations filed a request to unseal the affidavits, 

warrants, and riders associated with several different searches that were conducted in connection 

with a grand jury investigation into Michael Cohen and others (the “Materials”).  The Government 

opposed that request, citing the need to protect an ongoing investigation and the personal privacy 

of certain individuals named in the Materials.  On February 7, 2019, this Court granted the motion 

in part and denied it in part.  Although the Court directed that certain parts of the Materials be 

unsealed (with limited redactions to protect privacy interests), the Court denied the motion to 

unseal all of the Materials.  Relevant here, the Court held that “the portions of the Materials relating 

to Cohen’s campaign finance crimes shall be redacted” to protect the ongoing law enforcement 

investigation.  (Order at 11).  On May 21, 2019, after receiving a status update from the 

Government on the need for continued sealing, the Court issued an order permitting continued 

sealing of the campaign finance portions of the Materials to protect an ongoing investigation, and 

directed that the Government provide another update by this date.  

 

  The Government is no longer seeking to maintain the campaign finance portions of the 

Materials under seal in order to protect an ongoing investigation.1  However, while the majority of 

                                                 
1 The Government has effectively concluded its investigations of  (1) who, besides Michael Cohen, 

was involved in and may be criminally liable for the two campaign finance violations to which 

Cohen pled guilty ; and (2) whether certain individuals,

, made false statements, gave false testimony or otherwise obstructed justice in 

connection with this investigation 
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the campaign finance portions of the Materials can now be unsealed, the Government respectfully 

submits that some redactions should be maintained in order to protect the personal privacy of 

certain individuals.  In particular, consistent with the Court’s prior Order, the Government seeks 

to redact references to individuals who are either (1) “‘peripheral characters’ for whom the 

Materials raise little discernable inference of criminal conduct” but who “may nonetheless be 

‘stigmatized’” by their inclusion in the Materials; or (2) people “around Cohen from which the 

public might infer criminal complicity.”  (Order at 14).  However, while most references to such 

individuals are redacted, the Government does not seek to redact references to those individuals 

that are either (a) facts that have been publicly confirmed, either by the individual in public 

statements or the Government in public filings; or (b) facts sourced from publicly available 

materials.  (See Order at 15 (“Shielding third parties from unwanted attention arising from an issue 

that is already public knowledge is not a sufficiently compelling reason to justify withholding 

judicial documents from public scrutiny.”)). 

 

  Together with this letter, the Government has transmitted a copy of one of the search 

warrant affidavits with the proposed redactions marked.  See Ex. A, at 38-57, 66-67, 71, 73-74, 

83-101.  (The proposed redactions also include the privacy-based redactions previously authorized 

in the bank and tax portions of the Materials.)  The Government respectfully requests that the Court 

approve these redactions, and will submit corresponding redactions to the other affidavits (which 

are substantially similar to the attached affidavit) once the Court has ruled on these proposed 

redactions.  

 

             Respectfully submitted, 

 

             AUDREY STRAUSS 

             Attorney for the United States, 

             Acting Under Authority Conferred by 

             28 U.S.C. § 515 

 

 

            By: __________________________ 

Thomas McKay / Nicolas Roos 

             Assistant United States Attorneys 

             (212) 637-2200 

 

cc:  Counsel of Record (by ECF) 
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